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Management summary

Key takeaways:

e A set of seven applications hosted and executed on the TREgPASS platform and
eleven tools (dowloadable or linking to other web services) have been integrated in
the TREgPASS platform;

e This report documents:
— how the tools have been tested;

— how the applications produce on a given input the expected output requested
by the tool developer.

e The toolchain process has been checked successfully with the applications;

e The tools have been tested individually.
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1. Introduction

1.1. Goals of the deliverable

This document is the public deliverable D6.4.4 The integrated TREsPASS tools.

According to the project Description of Work, this document reports on the final version
of the integrated TREgPASS tools and is a demonstration of the tools as described in the
tool handbook. This deliverable, together with D5.4.2 (The TREsPASS Project, D5.4.2,
2016) describe the TREgPASS process and tools, the main contribution of TREgPASS.
It documents tests executed on the TREgPASS platform performed during roughly one
week to make sure that all tools and applications work properly.

The revised version of the tool handbook is included throughout the D6.4.3 deliverable (The
TRESPASS Project, D6.4.3, 2016). D6.4.3 also describes the TREgPASS user interfaces
and provides a user and management guide for the TREgPASS platform, including its
integration, deployment, and maintenance.

1.2. Foreground and background

The various percentages about foreground, background and sideground of the tools and
applications developed during the TREgPASS project time frame are available in the de-
liverable D8.3.2 (The TRE5PASS Project, D8.3.2, 2016).

1.3. Structure of the document

The document is structured as follows: chapter 2 provides the reader about the procedure
to execute a tool or application and the methodology that has been followed, chapter 3
and 4 show the demonstration of the integrated TREgPASS tools and applications as
described in D6.4.3, chapter 5 shows an example for the validation of a tool chain, and
chapter 6 concludes this document.

2016-10-31 ICT-318003 1



TREsPASS 2. TREgPASS integrated tools D6.4.4 v1.0

2. TRESPASS integrated tools

2.1. Execution of the tools

Once connected to the TREgPASS platform, and once opened the "Tools" menu (see
D6.4.3 for additional information) users can execute any tool in the following way:

1. Click on the run icon © of the tool (located in the top-right corner of the tool box);

2. On the new loaded page, use the file selector to upload the input file(s) required for
the selected tool, as shown in Figure 2.1. The browse button has the name of the
required file, e.g. "input" if the required file is called input.zip.

3. Click on upload;

Prepare task

ATtop
Files
Please select file input
Parameters
Please set: max cost IMEF
Please set: max time 15
Please set: query type PI'IZ‘I|}.3|.'Ii|it';'

Figure 2.1.: File selector screen of ATtop as example for starting a tool.

4. It opens a new window which contains the executed tasks (the last run box appears,
for instance as shown in Figure 2.2).

2016-10-31 ICT-318003 2



TREsPASS 2.2. Methodology of the tool validation D6.4.4 v1.0

x

ATtop

Status Done

Started at 2016-09-16 1.2:53:27

Finished at 2016-09-16 12:53:28

Processing rate 100
Resources

Input data Downlood

Output data Downlood

Figure 2.2.: Example of an executed task.

2.2. Methodology of the tool validation

In order to validate the TREgPASS integrated tools and applications, we took the sample
input files provided by the TREgPASS partners and output files as a result. The following
section provides these files, which are also available on the TREgPASS platform. We
distinguish tools and applications, as explained in D6.4.3.

2.3. Overview of the test results

Application name Version Date of test Results

Treemaker 1.0 2016-10-31 14:55:01 | Success.
Software Checker 1.1.1.73 | 2016-10-21 15:14:12 | Success.
Attack Tree Analyzer (ATA) 1.0 2016-10-31 15:00:50 | Success.
Attack Pattern Library (APL) | - 2016-10-18 10:18:04 | Success.
RawDataProcessing - 2016-10-18 10:21:28 | Success.
TREgPASS Model - 2016-10-18 10:26:23 | Success.
ATtop 1.0 2016-10-31 15:04:58 | Success.

Table 2.1.: List of applications.
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TREsPASS 2.3. Overview of the test results D6.4.4 v1.0
Tool name Version Date of test | Results
ADTool 221 2016-10-31 | Success.
Attack Navigator Map (ANM) 0.34.6 2016-10-31 | Success.
ArgueSecure offline 1.2.1 2016-10-31 | Success.
ArgueSecure online 1.0 2016-10-31 | Success.
Arg. spreadsheet 2.0 2016-10-31 | Success.
TRICK Service 1.8.1-beta | 2016-10-31 | Success.
InterActor 1.0 Beta 2016-10-31 | Success.
Architect 432 2016-10-31 | Success.
Attack Tree Evaluator (ATE) 0.1 2016-10-31 | Success.
e3tool 0.2.2 beta | 2016-10-31 | Success.
Attack-Defence Tree optimiser (ADTop) | 1.0 2016-10-31 | Success.
Table 2.2.: List of tools.
2016-10-31 ICT-318003 4
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3. List of applications

The next sections provide examples of input and output files of the applications when
executing toolchains. These applications are mainly applications executed with command
lines, so no visible demonstration is really possible except through these input and output
files.

3.1. Treemaker

3.1.1. Description

Treemaker identifies possible attacks in the model to reach an attack goal and generates
attack trees (in XML format) for these attacks that can be used for analyses, visualisation,
and for the TREgPASS process. It takes as input the description of the model in XML
format. The approach to attack generation is based on policy invalidation on the socio-
technical security model, and identifies ways of breaking policies in a system through
recursive refinement of goals and identification of missing assets. The sequence of actions
to identify missing assets and the actual actions performed is then translated into an attack
tree.

Where to find the application?
https://trespass.itrust.lu/tools in the "Analysis" category.

Current version of the application: 1.0.

3.1.2. Input

The input for Treemaker is a scenario that describes a model and a policy to invalidate.
The policy can either be location-based (specifying that a certain asset is not allowed to
reach a certain location) or action-based (specifying that a certain action is prohibited).
Action-based policies usually take some asset as argument, to specify that the action is
not permitted to be performed using these assets and having a certain role.

The two files model_IPTV.xml and scenario_IPTV.xml must be compressed together in a
zip file like input.zip.
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TREsPASS 3.2. Software Checker D6.4.4 v1.0

3.1.3. Output

Treemaker generates attack trees as XML files in the language for describing attack-
defence trees used by the ADTool. Inner nodes in the generated trees have labels that
indicate the actions performed by the sub-tree. Leaf nodes follow a grammar that enables
their automatic parsing by tools such as the attack pattern library.

Files to be added when the program will be working.

3.2. Software Checker

3.2.1. Description

The Software Checker application in command line has been specifically developed in the
context of the TREgPASS project so that it can be included in a tool chain.

Software Checker command line is part of the overall Software Checker tool, which is an
applet collecting a list of programs (software packages) installed on a PC in order to check
their potential security vulnerabilities.

Software Checker is a client/server application. It determines whether specific software
versions contain any public vulnerability indexed by reliable databases such as CVE (http://
nvd.nist.gov/). The CVE database is maintained up-to-date thanks to a daily synchro-
nisation with the NVD (National Vulnerability Database) one. There are two clients:

e Windows Desktop;

e Java command line.

The Windows client checks for each authentication of a user whether one of the software
packages installed on the machine (workstation, laptop, etc.) has vulnerabilities, whereas
the client in command line uses information given by the user from the input sample file.
This file can be completed using the following rule: every line represents a software. Its
name and version have to be separated by a tabulation.

Where to find the application?
https://trespass.itrust.lu/tools in the "Misc" category.

Current version of the application: 1.1.1.73.

3.2.2. Input

SoftwareChecker_input.txt

2016-10-31 ICT-318003 6
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TREsPASS 3.3. Attack Tree Analyzer (ATA) D6.4.4 v1.0

3.2.3. Output

SoftwareChecker_output.ixt

3.3. Attack Tree Analyzer (ATA)

3.3.1. Description

The attack tree computation tool, Attack Tree Analyzer (ATA), can be used to calculate
optimal attack vector (from the attacker point of view) taking attacker profile into account.
ATA analyses if the considered threat model is feasible to rational profit-oriented adver-
saries. In the case of positive answer, it provides the user with the list of the top ten most
feasible attack vectors.

Where to find the application?
https://trespass.itrust.lu/tools in the "Analysis" category.

Current version of the application: 1.0.

3.3.2. Input

The input file provided on the TREgPASS platform are the following:
e Attack tree model with annotated leaves
o Attacker profile (optional)

e Genetic algorithm profile (optional, required only when analysis is done using ge-
netic algorithms)

The tool expects an XML-based attack tree description. XML files corresponding to the
corresponding XSD schema are considered valid and can be analysed.

approxtree_input.txt

3.3.3. Output

The output is typically the adversarial utility upper bound (security assessment is based
on the value of adversarial utility upper bounds), and possibly some additional information.
When the target enterprise is analysed using the genetic algorithms, the output file, apart
from the utility estimation, contains the most profitable attack vector as well (if there is

any).
approxtree_output.txt

2016-10-31 ICT-318003 7



   subversion 1.6.23      mailman 2.1.1  


# function
(((((X1+((((X2+X3)*X4)+X5)+X6))*(X7+((((X8*X9*X10)+(X11*X12))*X13)*X14)))*(((((X15*X16*X17)+(X18*X19))*X20)+(X21*X22)+((X23*(X24+X25+X26)*X27)*(X28+X29)*X30)+(((X31+((((X32+X33)*X34)+X35)+X36))*X37)+(X38*X39))+(((((X40+X41)*X42)+X43)+X44+X45)*(X46+(X47*X48))))+((X49*X50)+((X51*(X52+X53+X54)*X55)*(X56+X57)*X58)+(((X59+((((X60+X61)*X62)+X63)+X64))*X65)+(X66*X67))+(((((X68+X69)*X70)+X71)+X72+X73+X74)*(X75+X76))+((X77+((((X78+X79)*X80)+X81)+X82))*(X83*X84)*((X85*X86*X87)+(X88*X89))*X90)+(((X91*X92*X93)+(X94*X95))*(((X96+((((X97+X98)*X99)+X100)+(((X101)*X102)+X103)+X104))*X105)+(X106*X107))))))+X108)+X109+(((X110+((((X111+X112)*X113)+X114)+X115))*X116)+(X117*X118))+(((((X119+X120)*X121)+X122))*X123)+(((((X124*X125)+(X126*X127))+(X128*X129))*(X130+((((X131+X132)*X133)+X134)+X135))*X136)*X137)+((((X138*X139)+(X140*X141))+(X142*X143))*(X144+((((X145+X146)*X147)+X148)+X149))*X150)+((X151*(((((X152*X153)+(X154*X155))+(X156*X157))*(X158+((((X159+X160)*X161)+X162)+X163))*X164)+((((X165*X166)+(X167*X168))+(X169*X170))*(X171+((((X172+X173)*X174)+X175)+X176))*X177)))*(((X178+((((X179+X180)*X181)+X182)+X183))*X184)+((X185+X186)*X187)))+(X188*X189))

# attack steps

#Infiltrate premises
X1 100 0.35 0 0 M MT

#Jam NFC
X2 300 0.65 0 0 L MT

#Jam Bluetooth
X3 300 0.65 0 0 L MT

#Impersonate technician
X4 50 0.65 0 0 L MT

#Impersonate IPTV technician
X5 50 0.35 0 0 M MT

#Impersonate carer
X6 0 0.90 0 0 M MT

#Steal card
X7 0 0.65 0 0 H HR

#Ability to construct skimmer
X8 0 0.10 0 0 H D

#Buy skimmer parts
X9 300 0.90 0 0 L D

#Construct skimmer
X10 75 0.90 0 0 H HR

#Find a place to buy skimmer
X11 0 0.90 0 0 M D

#Buy skimmer
X12 400 0.90 0 0 L D

#Find card and use skimmer
X13 0 0.65 0 0 H HR

#Reproduce payment card
X14 500 0.10 0 0 M D

#Ability to construct a fake payment terminal
X15 0 0.10 0 0 H D

#Buy terminal parts
X16 600 0.90 0 0 L D

#Construct payment terminal with skimmer inside it
X17 75 0.90 0 0 H HR

#Find a seller of fake payment terminals
X18 0 0.90 0 0 M D

#Buy fake payment terminal
X19 1500 0.90 0 0 L D

#Use fake payment terminal
X20 0 0.35 0 0 M HR

#Track cardholder approaching ATM
X21 0 0.90 0 0 L HR

#Learn PIN by observing
X22 0 0.35 0 0 L S

#Learn cardholder's phone nr
X23 0 0.90 0 0 L S

#Hide own phone nr
X24 0 0.90 0 0 L S

#Use public phone
X25 1 0.90 0 0 L S

#Use another person's phone
X26 0 0.35 0 0 M MT

#Make a call
X27 0 0.90 0 0 L MT

#IPTV customer service
X28 0 0.65 0 0 M MT

#IPTV helpdesk service
X29 0 0.65 0 0 M MT

#Ask for PIN during call
X30 0 0.10 0 0 H MT

#Infiltrate premises
X31 100 0.35 0 0 M MT

#Jam NFC
X32 300 0.65 0 0 L MT

#Jam Bluetooth
X33 300 0.65 0 0 L MT

#Impersonate technician
X34 50 0.65 0 0 L MT

#Impersonate IPTV technician
X35 50 0.35 0 0 M MT

#Impersonate carer
X36 0 0.90 0 0 M MT

#Threaten cardholder
X37 0 0.35 0 0 M MT

#Collect information
X38 0 0.90 0 0 M S

#Blackmail cardholder
X39 0 0.35 0 0 M D

#Jam NFC
X40 300 0.65 0 0 L MT

#Jam Bluetooth
X41 300 0.65 0 0 L MT

#Impersonate technician
X42 50 0.65 0 0 L MT

#Impersonate IPTV technician
X43 50 0.35 0 0 M MT

#IPTV customer service
X44 0 0.65 0 0 M MT

#Impersonate carer
X45 0 0.90 0 0 M MT

#Ask for PIN
X46 0 0.35 0 0 M MT

#Track cardholder approaching ATM
X47 0 0.90 0 0 L HR

#Learn PIN by observing
X48 0 0.35 0 0 L S

#Find unobstructed way of sight
X49 0 0.10 0 0 L HR

#Learn password by observing
X50 0 0.10 0 0 L HR

#Learn cardholder's phone nr
X51 0 0.90 0 0 L S

#Hide own phone nr
X52 0 0.90 0 0 L S

#Use public phone
X53 1 0.90 0 0 L S

#Use another person's phone
X54 0 0.35 0 0 M MT

#Make a call
X55 0 0.90 0 0 L MT

#IPTV customer service
X56 0 0.65 0 0 M MT

#IPTV helpdesk service
X57 0 0.65 0 0 M MT

#Ask for IPTV password during call
X58 0 0.35 0 0 H MT

#Infiltrate premises
X59 100 0.35 0 0 M MT

#Jam NFC
X60 300 0.65 0 0 L MT

#Jam Bluetooth
X61 300 0.65 0 0 L MT

#Impersonate technician
X62 50 0.65 0 0 L MT

#Impersonate IPTV technician
X63 50 0.35 0 0 M MT

#Impersonate carer
X64 0 0.90 0 0 M MT

#Threaten cardholder
X65 0 0.35 0 0 M MT

#Collect information
X66 0 0.90 0 0 M S

#Blackmail cardholder
X67 0 0.35 0 0 M D

#Jam NFC
X68 300 0.65 0 0 L MT

#Jam Bluetooth
X69 300 0.65 0 0 L MT

#Impersonate technician
X70 50 0.65 0 0 L MT

#Impersonate IPTV technician
X71 50 0.35 0 0 M MT

#IPTV customer service
X72 0 0.65 0 0 M MT

#IPTV helpdesk service
X73 0 0.65 0 0 M MT

#Impersonate carer
X74 0 0.90 0 0 M MT

#Ask for IPTV password directly
X75 0 0.35 0 0 M MT

#Shoulder-surf to learn IPTV password
X76 0 0.65 0 0 L D

#Infiltrate premises
X77 100 0.35 0 0 M MT

#Jam NFC
X78 300 0.65 0 0 L MT

#Jam Bluetooth
X79 300 0.65 0 0 L MT

#Impersonate technician
X80 50 0.65 0 0 L MT

#Impersonate IPTV technician
X81 50 0.35 0 0 M MT

#Impersonate carer
X82 0 0.90 0 0 M MT

#Reset pairing on TV remote
X83 0 0.10 0 0 H S

#Reset pairing on set-top box
X84 0 0.10 0 0 H S

#Ability to construct a Bluetooth MITM terminal
X85 0 0.10 0 0 H D

#Buy Bluetooth terminal parts
X86 70 0.90 0 0 L D

#Construct a Bluetooth MITM terminal
X87 0 0.10 0 0 H D

#Find a seller of Bluetooth MITM terminals
X88 0 0.90 0 0 M D

#Buy a Bluetooth MITM terminal
X89 70 0.90 0 0 L D

#Snoop IPTV password
X90 0 0.90 0 0 L D

#Ability to construct a fake TV remote
X91 0 0.10 0 0 H D

#Buy TV remote parts
X92 150 0.90 0 0 L D

#Construct a fake TV remote
X93 0 0.10 0 0 H D

#Find a person
X94 0 0.35 0 0 M D

#Hire a person to make a fake TV remote
X95 1000 0.90 0 0 L D

#Infiltrate premises
X96 100 0.35 0 0 M MT

#Jam NFC
X97 300 0.65 0 0 L MT

#Jam Bluetooth
X98 300 0.65 0 0 L MT

#Impersonate technician
X99 50 0.65 0 0 L MT

#Impersonate IPTV technician
X100 50 0.35 0 0 M MT

#Cut TV cable
X101 0 0.90 0 0 L MT

#Impersonate technician
X102 50 0.65 0 0 L MT

#Impersonate TV technician
X103 50 0.35 0 0 M MT

#Impersonate carer
X104 0 0.90 0 0 M MT

#Substitute TV remote with fake one
X105 0 0.90 0 0 L MT

#Cut TV cable
X106 0 0.90 0 0 L MT

#Send TV remote via mail
X107 10 0.35 0 0 L D

#Become secondary cardholder
X108 0 0.10 0 0 V D

#Attack set-top box from the LAN - Refine subtree
X109 0 0.90 0 0 V MT

#Infiltrate premises
X110 100 0.35 0 0 M MT

#Jam NFC
X111 300 0.65 0 0 L MT

#Jam Bluetooth
X112 300 0.65 0 0 L MT

#Impersonate technician
X113 50 0.65 0 0 L MT

#Impersonate IPTV technician
X114 50 0.35 0 0 M MT

#Impersonate carer
X115 0 0.90 0 0 M MT

#Threaten cardholder
X116 0 0.35 0 0 M MT

#Collect information
X117 0 0.90 0 0 M S

#Blackmail cardholder
X118 0 0.35 0 0 M D

#Jam NFC
X119 300 0.65 0 0 L MT

#Jam Bluetooth
X120 300 0.65 0 0 L MT

#Impersonate technician
X121 50 0.65 0 0 L MT

#Impersonate IPTV technician
X122 50 0.35 0 0 M MT

#Persuade cardholder to pay
X123 0 0.10 0 0 H MT

#Ability to create malware
X124 0 0.10 0 0 V D

#Create malware
X125 0 0.90 0 0 V D

#Find a developer
X126 0 0.10 0 0 L D

#Bribe a developer
X127 1000 0.65 0 0 L D

#Find a malware seller
X128 0 0.10 0 0 H D

#Buy malware
X129 400 0.90 0 0 L D

#Infiltrate premises
X130 100 0.35 0 0 M MT

#Jam NFC
X131 300 0.65 0 0 L MT

#Jam Bluetooth
X132 300 0.65 0 0 L MT

#Impersonate technician
X133 50 0.65 0 0 L MT

#Impersonate IPTV technician
X134 50 0.35 0 0 M MT

#Impersonate carer
X135 0 0.90 0 0 M MT

#Infect with malware
X136 0 0.65 0 0 M MT

#Tamper data
X137 0 0.90 0 0 L D

#Ability to create a fake presentation layer
X138 0 0.90 0 0 V D

#Create IPTV presentation layer
X139 0 0.65 0 0 H D

#Find a developer to create fake presentation layer
X140 0 0.65 0 0 H D

#Bribe the developer
X141 2000 0.35 0 0 L D

#Find seller
X142 0 0.10 0 0 M D

#Buy fake presentation layer
X143 3000 0.90 0 0 L D

#Infiltrate premises
X144 100 0.35 0 0 M MT

#Jam NFC
X145 300 0.65 0 0 L MT

#Jam Bluetooth
X146 300 0.65 0 0 L MT

#Impersonate technician
X147 50 0.65 0 0 L MT

#Impersonate IPTV technician
X148 50 0.35 0 0 M MT

#Impersonate carer
X149 0 0.90 0 0 M MT

#Install fake presentation layer into set-top box
X150 0 0.90 0 0 L MT

#Buy new set-top box
X151 400 0.90 0 0 L D

#Ability to create malware
X152 0 0.10 0 0 V D

#Create malware
X153 0 0.90 0 0 V D

#Find a developer
X154 0 0.65 0 0 H D

#Bribe a developer
X155 1000 0.65 0 0 L D

#Find a malware seller
X156 0 0.10 0 0 H D

#Buy malware
X157 400 0.90 0 0 L D

#Infiltrate premises
X158 100 0.35 0 0 M MT

#Jam NFC
X159 300 0.65 0 0 L MT

#Jam Bluetooth
X160 300 0.65 0 0 L MT

#Impersonate technician
X161 50 0.65 0 0 L MT

#Impersonate IPTV technician
X162 50 0.35 0 0 M MT

#Impersonate carer
X163 0 0.90 0 0 M MT

#Infect with malware
X164 0 0.65 0 0 M MT

#Ability to create a fake presentation layer
X165 0 0.90 0 0 V D

#Create IPTV presentation layer
X166 0 0.65 0 0 H D

#Find a developer to create fake presentation layer
X167 0 0.65 0 0 H D

#Bribe the developer
X168 2000 0.35 0 0 L D

#Find seller
X169 0 0.10 0 0 M D

#Buy fake presentation layer
X170 3000 0.90 0 0 L D

#Infiltrate premises
X171 100 0.35 0 0 M MT

#Jam NFC
X172 300 0.65 0 0 L MT

#Jam Bluetooth
X173 300 0.65 0 0 L MT

#Impersonate technician
X174 50 0.65 0 0 L MT

#Impersonate IPTV technician
X175 50 0.35 0 0 M MT

#Impersonate carer
X176 0 0.90 0 0 M MT

#Install fake presentation layer into set-top box
X177 0 0.90 0 0 L MT

#Infiltrate premises
X178 100 0.35 0 0 M MT

#Jam NFC
X179 300 0.65 0 0 L MT

#Jam Bluetooth
X180 300 0.65 0 0 L MT

#Impersonate technician
X181 50 0.65 0 0 L MT

#Impersonate IPTV technician
X182 50 0.35 0 0 M MT

#Impersonate carer
X183 0 0.90 0 0 M MT

#Substitute original set-top box with fake replication
X184 0 0.90 0 0 L MT

#Jam NFC
X185 300 0.65 0 0 L MT

#Jam Bluetooth
X186 300 0.65 0 0 L MT

#Send a malicious set-top box in a package
X187 10 0.65 0 0 L D

#Root set-top box
X188 0 0.10 0 0 H D

#Tamper data by using normally unused API functions
X189 0 0.35 0 0 H D



# attacker profit
gain 10000




Attacker profile: attacker1	Victim profile: Margarethe
Maximum outcome is 3222.5
Maximum attack suite is {X114,X115,X116}

Attacker profile: attacker1	Victim profile: Chris
Maximum outcome is 1586.25
Maximum attack suite is {X114,X115,X116}

Attacker profile: attacker2	Victim profile: Margarethe

Attacker profile: attacker2	Victim profile: Chris

Attacker profile: attacker3	Victim profile: Margarethe

Attacker profile: attacker3	Victim profile: Chris



https://trespass.itrust.lu/tools

TREsPASS 3.4. Attack Pattern Library (APL) D6.4.4 v1.0

3.4. Attack Pattern Library (APL)

3.4.1. Description

The Attack Pattern Library (APL) is intended to promote the reuse of modular elements
to improve the process of model development. It decorates Treemaker output with attack
patterns, as well as attack tree leafs with quantitative annotations.

3.4.2. Input

apl_input.xml

3.4.3. Output

apl_output.xml

3.5. RawDataProcessing

3.5.1. Description

The Raw Data Converter tool, RawDataProcessing, is composed of a number of modules.
The goal of these modules is to become the root of a general tool which converts raw data
from several data sources into TREgPASS input data.

3.5.2. Input

RawDataProcessing_input.xml

3.5.3. Output

RawDataProcessing_output.json
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system NMAP.IPTV.DEMO {
  version = "0.1";
  author = "GMVP";

  locations
    DOMAIN_[WORKGROUP] kind = local domain = physical policies = { };
    HOST_[192.168.1.42] kind = local domain = physical policies = { };
    PORT_[tcp]_[81]_[192.168.1.42] kind = local domain = network policies = { };
    PORT_[tcp]_[443]_[192.168.1.42] kind = local domain = network policies = { };
    PORT_[tcp]_[3697]_[192.168.1.42] kind = local domain = network policies = { };
    PORT_[tcp]_[4443]_[192.168.1.42] kind = local domain = network policies = { };
    PORT_[tcp]_[6000]_[192.168.1.42] kind = local domain = network policies = { };
    PORT_[tcp]_[7676]_[192.168.1.42] kind = local domain = network policies = { };
    PORT_[tcp]_[9090]_[192.168.1.42] kind = local domain = network policies = { };
    PORT_[tcp]_[55000]_[192.168.1.42] kind = local domain = network policies = { };
    PORT_[tcp]_[55001]_[192.168.1.42] kind = local domain = network policies = { };

  edges
    HOST_[192.168.1.42] -> DOMAIN_[WORKGROUP];
    PORT_[tcp]_[81]_[192.168.1.42] -> HOST_[192.168.1.42];
    PORT_[tcp]_[443]_[192.168.1.42] -> HOST_[192.168.1.42];
    PORT_[tcp]_[3697]_[192.168.1.42] -> HOST_[192.168.1.42];
    PORT_[tcp]_[4443]_[192.168.1.42] -> HOST_[192.168.1.42];
    PORT_[tcp]_[6000]_[192.168.1.42] -> HOST_[192.168.1.42];
    PORT_[tcp]_[7676]_[192.168.1.42] -> HOST_[192.168.1.42];
    PORT_[tcp]_[9090]_[192.168.1.42] -> HOST_[192.168.1.42];
    PORT_[tcp]_[55000]_[192.168.1.42] -> HOST_[192.168.1.42];
    PORT_[tcp]_[55001]_[192.168.1.42] -> HOST_[192.168.1.42];

  assets
    money kind = have at = { HOST_[192.168.1.42] } policies = { [ HOST_[192.168.1.42] , card, cardpin] : { i } },
      at = { Margrethe } policies = { [Margrethe] : { i } };
    card kind = have at = { Margrethe };
    cardpin kind = know at = { Margrethe },
	  at = { card } policies = { [card] : {i} };

  actors
    Margrethe at = { home } trusts = { carer, iptvtech };
    Fred at = { city };

  library
    "get card" (O "skim card");
    "get cardpin from card" (O "skim card");
    goal not [Fred, card]:i(money);

}



TREsPASS 3.6. TREsPASS Model D6.4.4 v1.0

3.6. TRESPASS Model

3.6.1. Description

The TREsPASS model provides an abstraction layer for the data store. It is currently
mainly used as interface (APIl) between the information stored in the XML file and Treemaker,
as well as projects working directly on the model.

3.6.2. Input

model_input.ixt

3.6.3. Output

model_output.xml

3.7. Attack Tree Optimisation tool (ATtop)

3.7.1. Description

The Attack Tree Optimisation tool (ATtop) provides two functionalities:

1. ATtop can input and output a variety of Attack Tree dialects; so it can be used to
interchange Attack Trees between different tools by model transformation.

2. Depending on appropriate quantitative values in the basic attack steps, ATtop can
analyse expected cost and time of attacks. It can compute expected cost under a
time bound, expected time under a cost bound, or display the cumulative risk (prob-
ability x impact) over time. ATtop transforms attack trees to Priced Timed Automata,
reusing UPPAAL as the underlying analysis engine.

Where to find the application?
https://trespass.itrust.lu/tools in the "Analysis" category.

Current version of the application: 1.0.
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system IPTV {

	version = "0.1";

	author = "Christian W Probst";

	locations

	  door kind = room domain = physical policies = { [ trust Margrethe ]: { m } };

	  home kind = room domain = physical policies = { };

	  city kind = room domain = physical policies = { };

	  bank kind = room domain = physical policies = { };

	  A1   kind = room domain = physical policies = { };

	  C    kind = room domain = network policies = { };

	  STB  kind = room domain = network policies = { [REM] : { e }};

	  REM  kind = room domain = device policies = { [Margrethe] : { o }};

	  LAN  kind = room domain = network policies = { };

	edges

	  door -> home;

	  home -> city, STB;

	  city -> A1, bank, door;

	  bank -> C, city;

	  A1 -> city;

	  REM  -> STB kind = wireless, LAN, C kind = WAN;	  

	assets

      money   kind = have  at = { A1 } policies = { [A1, card, cardpin] : { i } }, 

      			at = { Margarethe } policies = { [Margrethe] : { i } },

      			at = { C } policies = { [C] : { i } };

      card    kind = have  at = { Margrethe };

      cardpin kind = know  at = { Margrethe },

                at = { card } policies = { [card] : {i} };

	actors

	  Margrethe at = { home } trusts = { carer, iptvtech }; 

	  Fred at = { city };

	library

	goal not [Fred, card, cardpin]:i(money);

}
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https://trespass.itrust.lu/tools

TREPASS 3.7. Attack Tree Optimisation tool (ATtop) D6.4.4 v1.0

3.7.2. Input

Inputs for the tool are provided in the ATtop’s tool box:

e EnterBuilding.xml an attack tree model built with ADTool to describe an intruder
trying to enter a building;

o StuxNet.at an attack tree model in the Galileo format to describe the StuxNet attack.

ATtop_input.xml

3.7.3. Output

ATtop_output.txt

3.7.4. Usage

In ATtop’s interface, the input file can be uploaded by clicking on the "input" button and
choosing the desired file from a local folder. Supported formats are ADTool (.xml) and
Galileo (.at).

The required parameters are as follows:
e Max cost: the maximum cost allowed for an attack (INF stands for infinite);

e Max time: the maximum time (in arbitrary time units) an attack can take (INF stands
for infinite);

e Query type: the type of query used to analyse the model. It can be one of the
following:

Probability = probability of success;

Reachability = if success is possible, compute an attack vector;

ExpectedCost = expected cost of an attack;

OptimalSteps = if success is possible, compute the attack vector with the least
number of steps;

— OptimalTime = if success is possible, compute the attack vector which takes
the least time.

After clicking the "Upload" button, the tool will be run and an output will be generated.
Click on the "Download" link from the "Output data" line to obtain the output file(s). For all
queries apart Probability, the output file will be a text file with the result in it. For example, a
Reachability query will generate a sequence of steps that allow the attacker to succeed. A
Probability query, apart from the probability interval [minimum, maximum] (which define a
95% confidence interval), generates also a cumulative probability distribution graph, which
describes the probability of success at any given time point. The graph is provided both
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TREPASS 3.7. Attack Tree Optimisation tool (ATtop) D6.4.4 v1.0

as a .csv (comma-separated values) file with all the values and an already plotted graph
as an image in .png format.

Examples:

1. Entering a building: use the EnterBuilding.xml file as input, and ask for a Reachability
query with infinite bounds for both cost and time. Try different bounds for different
results. A query of type OptimalSteps/Time will also work.

2. The StuxNet attack: use the StuxNet.at file as input, and ask for a Probability query
with infinite cost bounds and 15 as maximum time. The minimum and maximum
probabilities defining a 95% confidence interval at the given time point are provided,
together with a cumulative probability distribution graph for all time points up to the
given maximum. A query of type Reachability will also work.
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TREPASS 4. List of tools D6.4.4 v1.0

4. List of tools

The next sections provide demonstration details on the tools as defined in D6.4.3, i.e. it
gives more specific details about how they operate, and also output files as a result.

4.1. Attack—-Defense Tree Tool (ADTool)

4.1.1. Description

The Attack—Defense Tree Tool (ADTool) (Kordy, Kordy, Mauw, & Schweitzer, 2013a, 2013b)
allows users to model and display attack—defense scenarios, through the use of attack—
defense trees (ADTrees) (Kordy, Mauw, Radomirovi¢, & Schweitzer, 2012) or an alter-
native term-based representation of ADTrees called attack—defense terms (ADTerms).
It supports the methodology developed within the ATREES project (Kordy et al., 2009—
2012). Since attack trees (Salter, Saydjari, Schneier, & Wallner, 1998; Mauw & Oostdijk,
2006), protection trees (Edge, Dalton I, Raines, & Mills, 2006), and defense trees (Bistarelli,
Fioravanti, & Peretti, 2006) are formally instances of attack—defense trees, the ADTool can
also be employed to automate and facilitate the usage of all aforementioned formalisms.
Furthermore, the ADTool allows to perform quantitative analyses on ADTrees/ADTerms.
This means that a user is able to answer questions such as: What are the costs of an
attack, what is the minimal skill level required for the attacker, how long does it take to
implement all necessary defenses or who is the winner of the considered attack—defense
scenario, and many others.

In short:

e The ADTool allows the user to model attack—defense scenarios using ADTrees and
ADTerms;

e The ADTool allows the user to perform quantitative analyses on ADTrees/ADTerms.

In detail:

e Graphical and user-friendliness features:
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TREPASS 4.1. Attack-Defense Tree Tool (ADTool) D6.4.4 v1.0

— Various tree display methods are available. For example it is possible to col-
lapse and expand trees at all nodes, to move and center the tree in all nodes,
and to zoom into and out of the tree. These functions allow a user to model
large, real-life scenarios;

— A user can export ADTrees to image or IATEXfiles;

— Input and editing of ADTrees and ADTerms can be done with the keyboard as
well as the mouse;

— Various themes and layouts enhance the user experience.
e Quantitative and computational features:

— The tool automatically converts back and forth between ADTrees and ADTerms.
Among others, this provides a tool to learn one of the syntaxes, provided the
other one is known;

— The tool possesses full ADTerm syntax handling including syntax error high-
lighting;

— A large number of commonly used attribute domains have been specified and
are universally usable;

— A user can save/load attack—defense scenarios with attribute domains and at-
tribute values.
Where to find the tool?
https://trespass.itrust.lu/tools in the "Visualisation" category.

Current version of the tool: ADTool 2.2.1 (October 20, 2016 - 79c77¢).

4.1.2. Connection

When you click on the "Run" application link in the TREgPASS platform, a file named
"ADTool.jnlp" is downloaded (accept the security message). Double-click on it to launch
the application (accept the below execution warning message).
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TREPASS 4.1. Attack-Defense Tree Tool (ADTool) D6.4.4 v1.0

Security Warning

The application's digital signature cannot be verified. Do you want to
' run the application? It will be granted unrestricted access to your
. computer.

MName: ADTool
Publisher: codesigner
From: https://trespass.itrust.lu

& | Always trust content From this publisher

Run| | Sandbox | |=| | Cancel

The digital signature could not be verified by a trusted source.
Only run if you trusk the origin of the application. The code
executed will be given Full permissions, ignoring any Java
policies you may have,

Mare Information...

Figure 4.1.: Example of execution warning message.
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Figure 4.2.: ADTool.

4.1.3. Usage

See the user manual for more information at the following link:
http://satoss.uni.lu/members/piotr/adtool/manual . pdf

4.2. Attack Navigator Map (ANM)

4.2.1. Description

The Attack Navigator Map (ANM) is a tool that predicts and prioritises attack scenarios
based on a model of the system or organisation concerned. It can also be used to judge
the effect of countermeasures, by re-running the analysis with an adapted model. The
model takes the form of a navigator map and a set of attacker profiles.

The Attack Navigator Map represents the system cartographically, displaying connections
between the elements as potential steps that an attacker could take. These steps are
annotated with relevant variables such as difficulty and cost.
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TREsPASS 4.2. Attack Navigator Map (ANM) D6.4.4 v1.0

The attacker profile collects relevant characteristics of an attacker, such as skills, re-
sources, motivations / goals, and initial access. By combining a map and attacker profile,
the system will calculate routes for the attacker across the map that provides utility to the
attacker.

Typically, this will involve gaining access to certain assets and compromising their con-
fidentiality, integrity or availability, which may cause damage to the organisation. The
routes with the highest utility for the attacker constitute the highest risk with respect to the
selected attacker profile.

Various tools analyse the various routes, and the results are visualised in a dashboard for
inspection. On the basis of the outcomes, a user can implement countermeasures and
rerun the analysis, until satisfied.

Where to find the tool?
https://trespass.itrust.lu/attack-navigator-map/.

Current version of the tool: 0.34.6.
4.2.2. Connection

When you click on the "Run" application link in the TREgPASS platform, you arrive to the
Attack Navigator Map (ANM) web application home page.
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e,
[ TREsPASS Tools X / [ Aftack Navigator Map X ﬂ =S x
c | & https://trespass.itrust.lu/attack-navigator-map/ ¥r

Map

Selection

.eate new map

Attack Navigator Map Impart model file

Get started by: Merge model file

- creating a new map
- loading a model file

- opening an existing map Recent models

Read the full manual ~
Report an issue ~

si/ftrespassitrustlu/attack-navigator-map/#

Figure 4.3.: ANM home page.

4.2.3. Usage

See the ANM manual for more information at the following link:
https://docs.google.com/document/d/1Qp8nJgdvDespqlQ5zQcAT1SSTKK23m2XKMUKKmoKYQU/
edit?usp=sharing

4.3. ArgueSecure online

4.3.1. Description

ArgueSecure is a set argumentation-based risk assessment tools aimed at documenting
the rationale behind attacks identified and countermeasures selected as part of an infor-
mal, qualitative risk assessment:

o An Excel-based version;

e A Java version;
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TREsPASS 4.3. ArgueSecure online D6.4.4 v1.0

e An online version.

The online version of ArgueSecure is designed to be usable with a projector, and in ad-
dition allows stakeholders and experts to engage in a risk assessmentin real-time without
being in the same room and even without being available the same time.

All three tools share a similar way of encoding risk arguments, but have slightly different
functionality, described on the GitHub pages (for the online and Java version) and in the
spreadsheet (for the Excel-based version).

The ArgueSecure tools are based on research into argumentation-based risk Assessment
tool based on previous research by lonita et al.: http://eprints.eemcs.utwente.nl/
25041/01/Argumentations-support_for_Security_Requirements.pdf.

Where to find the tool?
https://trespass.itrust.lu/tools in the "Data collection" category.

Current version of the tool: 1.0. The following web page lists links to the latest versions of
each tool: https://danionita.github.io/ArgueSecure/. For the online version, users
have to do a Git pull to ensure that they have the latest version.

4.3.2. Usage

Users need to create an account, log in, then fill in with the claims being made with respect
to risks, attacks and defences, encoded using the structure provided.

4.3.2.1. Creating and opening assessments

After logging in, you will be presented with a list of available risk assessments. These are
either assessments that you created or public assessments created by other users.

e Open existing assessment: simply click on the name (or the "Open assessment”
button) of any of the available assessments to open;
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TREsPASS 4.3. ArgueSecure online D6.4.4 v1.0

g Argue Secure - Availabl... 5'
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= # @

Available assessments

test - by admin

Figure 4.4.: Available assessments.

e Create new assessment: you may also create a new assessment by clicking the
“Create new assessment” button on the top menu;
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Create Tree

a

Figure 4.5.: Create new assessment.

e Edit an assessment: the "edit assessment" button allows you to change the name
and description of an assessment, as well as making its sharing settings. It is only
available for assessments created by you;

e Delete assessment: the "delete assessment” button only appears if the assessment
was created by you;

e Export assessment: the "export assessment" button produces an indented list of all
the content of an assessment.
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test
test
e test

t

Figure 4.6.: Example of exported assessment.

4.3.2.2. Contributing to an assessment

Once you have opened an assessment (or created a new one), you can start visualizing,
adding and modifying content:

Toggle node description: to show/hide the textual description attached to a node,
click its "show description" button. This button only appears if the node has a de-
scription.

Toggle node notes: to show/hide the notes attached to a node, click its "show notes"
button. This button only appears if the node has a note.

Create new node: to create a new node, click the "Show actions" button of the node
under which you want to insert your new node and then the "Add" button

Edit a node: to edit the name, description, tags or other attributes of a node, click
its "Show actions" button and then the "Edit" button. You may also quickly edit the
name of the node by left-clicking on it.

Delete a node: to remove a node description, tags or other attributes of a node, click
its "Show actions" button and then the "Edit" button

Collapse/expand subtree: to collapse or expand the sub-nodes of a certain node,
double click the node. If the node is expansible/collapsible, a +/- button will appear
in the top-right corner of the node.

The online tool has installation and configuration instructions in the README.md file vis-
ible on the project’s main GitHub page https://github.com/hitandyrun/arguesecure
-online and usage instructions are present in its built-in help page.

Pre-configured virtual machines are available at https://surfdrive.surf.nl/files/
index.php/s/0C1tM7suCRGJIINO.
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TREsPASS 4.4. ArgueSecure offline D6.4.4 v1.0

ArgueSecure online and offline tools are documented in "ArgueSecure: Out-of-the-box
risk assessment” (lonita, Kegel, Baltuta, & Wieringa, 2016).

4.4. ArgueSecure offline

4.4.1. Description

This is the Java version of ArgeSecure, which is intended to be used during dedicated
security requirements elicitation sessions. It is designed to be usable with a projector.

ArgueSecure allows you to build and maintain a list of risks with the following structure:

e Category: <A category of risks>
— R1: <arisk>

* (sword) C1: <Claim made by an attacker about the existence of an attack
path>

- A A1.1: <An assumption of the claim>
- A A1.2: <Another assumption of the claim>

x (shield) C2: <Claim made by a defender, that partly or completely defeats
the attacker’s claim by pointing out that an attacker’s assumption is proba-
bly, or certainly, false>

- A A2.1: <An Assumption of the defender’s claim, e.g. about a mitigation
that already exists or that will be implemented.>

x (sword) C3: <Renewed claim of the attacker that bypasses the defender’s
argument>

- A A2.1: <An assumption of this renewed claim>
- Etc.
— R2: etc.

e Category: etc.

Defender’s arguments can refer to components or architectural decisions that reduce a
risk, and to decisions to transfer some risk to a third party (e.g. to an insurance company
or to a customer). If a risk ends with all attacker’s claims partly or completely defeated,
then all attack paths claimed by attackers in this argument have been partly or completely
mitigated, or transferred to third parties. Risks that are undefeated are accepted by the
defender. The tool allows the production of lists of mitigations per risk, and of risks per
mitigation. It provides a memory of the reasons why mitigations have been introduced,
and which risks have been considered for mitigation.
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Figure 4.7.: ArgueSecure offline.

Where to find the tool?
https://trespass.itrust.lu/tools in the "Data collection" category.

Also here https://danionita.github.io/ArgueSecure/.

The offline version’s code is hosted at https://github.com/danionita/ArgueSecure,
and binaries at https://github.com/danionita/ArgueSecure/releases/download/v1
.2.1/ArgueSecure. jar.

Current version of the tool: 1.2.1. For the offline version, the latest release is available at
https://github.com/danionita/ArgueSecure/releases/latest.
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TREsPASS 4.4. ArgueSecure offline D6.4.4 v1.0

4.4.2. Usage

Conducting an argument-based risk analysis requires little preparation. Any number of
stakeholders, domain experts and/or security experts can participate, but should be split
up in two teams: "Attackers" and "Defenders". The method assumes the participants
possess pre-existing knowledge of the Target of Assessment. Ideally, but not mandatory,
some sort of system model or diagram should be agreed upon by the participants. The
preferred process to use the tool is as follows:

1.
2.
3.

Create a new risk and give it a name.
Create a new risk under this category, and provide a brief name/description of it.

Each risk starts with an attacker argument, describing an attack path or refining the
risk. Each argument consists of a claim, supported by one or more assumptions.
Use CTRL+SPACE to switch between entering claims and assumptions.

Each attacker argument may be countered by a defender argument, describing a
mitigation, reduction or transfer of the risk.

This back-and-forth rhetoric can continue until:

e The attacker team is unable or unwilling to counter the last defender argument.
This means the risk has been mitigated sufficiently for this attacker.

e The defender team is unable or unwilling to counter the last attacker argument.
This means the (residual) risk has been accepted.

If other risks can be identified under this category, go back to step 2 and create a
new risk.

If a new risk category can be identified, go back to step 1.

At any time during the assessment, defender arguments can be marked as "Imple-
mented" (if they describe existing risk countermeasures) and/or "Transfer" (if they
describe a risk transfer).

4.4.2.1. Colour codes

e Black: the colour of all elements except claims;

e Green/red: only applies to claims. Claims start out as green and turn red once

defeated. Then, turn green again once their counter-arguments have been defeated
and so on.
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4.4.2.2. Tips & Tricks

e When to start a new risk?

— As soon as a new attack vector is identified (even if this attack vector intuitively
corresponds to the same risk and/or compromises the same asset), it is rec-
ommended to specify it as part of a new risk to prevent long rounds.

¢ Contents of "Attacker" arguments:
— Claims are attacks that are possible;

— If everybody agrees, no assumptions are needed. If anyone believes it’s impos-
sible, he has to explain why (in which circumstances);

— The negations of these reasons are assumptions.
e Contents of "Defender" arguments:
— Claims are (parts of) attacks which are impossible;

— If everybody agrees, no assumptions are needed. If anyone believes it’s still
possible, he has to explain why (in which circumstances);

— The negations of these reasons are assumptions.

4.5. ArgueSecure spreadsheets

4.5.1. Description
This is the lightweight Excel-based version of ArgueSecure.
Where to find the tool?

https://trespass.itrust.lu/tools in the "Data collection" category.

The spreadsheets are downloadable from the TREgPASS platform or here:
https://surfdrive.surf.nl/files/index.php/s/11tTF8Vms588amz.

Current version of the tool: 2.0.
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TREPASS 4.5. ArgueSecure spreadsheets

D6.4.4 v1.0

4.5.2. Usage

Before starting with the tool, users need to fill in with the claims being made with respect

to risks, attacks and defences, encoded using the structure provided:

e Users need to fill in names and IDs of assets in columns U, V (optional);

e For each argument:

— Split up argument into Claim + Assumptions + Facts and write these down in

the respective (ixt) cells;

— # cells will be filled in automatically;

— For counter-arguments, also add the # of the argument part it is invalidating in

the Rebuts cell (optional).

Orange boxes are mandatory, yellow boxes are optional, grey boxes are automatically

filled in.
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Figure 4.8.: ArgueSecure spreadsheets.

The spreadsheet contains usage instructions within the spreadsheet itself and here is
also a text file with some extra hints on differentiating between claims and assumptions:

ArgueSecure spreadsheets.txt
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Attackers:

Claims are attacks that are possible. 

If everybody agrees, no assumptions are needed. If anyone believes it’s impossible, he has to explain why (in which circumstances). 

The negations of these reasons are assumptions.







Defenders: 

Claims are (parts of) attacks which are impossible. 

If everybody agrees, no assumptions are needed. If anyone believes it’s still possible, he has to explain why (in which circumstances).  

The negations of these reasons are assumptions.




TREPASS 4.6. TRICK Service D6.4.4 v1.0

ArgueSecure spreadsheets is additionally documented in "Argumentation-Based Security
Requirements Elicitation: The Next Round" (lonita, Bullee, & Wieringa, 2014).

4.6. TRICK Service

4.6.1. Description

TRICK Service is an easy to use web application designed to conduct risk assessments
according to ISO/IEC 27005 or CSSF 12/544. A wide variety of features such as multi-user
support, quantitative analysis of risk scenarios, maturity assessment, access controls, im-
port/export, risk analysis versioning, definition of risk profiles, embedding of own security
control catalogues or international standards lead to an efficient risk management.

Where to find the tool? https://trespass-trickservice.itrust.lu.

Current version of the tool: 1.8.1-beta.

4.6.2. Connection

When you click on the "Run" application link in the TREgPASS platform, you arrive to the
TRICK Service web application homepage. Enter the credentials you have been provided
by itrust consulting to start with a new risk analysis.
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Figure 4.9.: TRICK Service home page.

4.6.3. Usage

See the TRICK Service user guide attached here for more information:

TRICK Service user guide.

4.7. InterActor

4.7.1. Description

Users create private projects where initial problem-definitions are stated. Data from any
number of separate workshops (including physical modelling) can be entered manually or
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1 Introduction

1.1 Context

TRICK Service (Tool for Risk management of an ISMS based on a Central Knowledge base) is a risk
assessment & management tool for identification, analysis and estimation of assets, threats,
vulnerabilities, risk scenarios and security measures. TRICK Service enables to determine a list of security
measures to implement in order to reduce the impact or the occurrence likelihood of possible risk
scenarios.

1.2 Objectives

The objective of this document is to present TRICK Service and provide detailed information on how the
tool can be used.

1.3 Application

The information contained in this document should be applied by users of the TRICK Service web
application.

1.4 Audience

This user guide will be provided to all eligible users of TRICK Service.

1.5 Document structure
The remainder of this document is structured as follows:

Chapter 2 contains a brief history of the evolution of TRICK Service as well as the methodology and
concepts behind the application.

Chapter 3 is the user guide; it will help the user to understand the functionalities of the application whilst
guiding them through the risk assessment.

1.6 References

[1] Wes Sonnenreich. Return On Security Investment (ROSI): A Practical Quantitative Model.
SageSecure (2005). http://www.infosecwriters.com/text resources/pdf/ROSI-Practical Model.pdf.

[2] Carlo Harpes, André Adelsbach, Stefano Zatti, Nestor Peccia. Quantitative Risk Assessment with
ISAMM on ESA’s Operations Data System. Telindus, ESA/ESOC (2007).

[3] Ben Fetler. Security Maturity, Uncertainty estimation and Performance measurement for the risk
management tool TRICK light. Master Thesis, Reutlingen University, Reutlingen. (2012)

[4] Ministerio de Administraciones Publicas. Methodology for Information Systems Risk Analysis and

Management. (2006)
http://www.csae.map.es/csi/pdf/magerit_v2/magerit_methode en_vii.pdf

[5] CSSF. Circulaire CSSF 12/544. (2012)
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[6] ISOJIEC. Information technology — Security techniques — Information Security Management Systems
—Requirements (ISO/IEC 27001:2013). (2013)

[7]1 ISOJIEC. Code of practice for information security management (ISO/IEC 27002:2005). (2005)

[8] ISO/IEC. Information security risk management (ISO/IEC 27005:2011). (2011)

[9] itrust consulting. Developer Guide: REP_R401_TS Developer Guide_vo.6.docx

[10] itrust consulting. Deployment Guide: RAP_Rz04_InstructionsDéploiement_vi.o0.docx

[11] Department of Homeland Security. Privacy Impact assessments: https://www.dhs.gov/privacy-
impact-assessments

1.7 Glossary

The table below provides a description of some of the terms used in this document.

Terms Description

ALE Projected annual loss of money due to threats

Asset Goods (physical, human, information...) having some value for the company

ISAMM Information Security Assessment and Monitoring Method
ISAMM is a method of risk analysis developed by Telindus, linking security risks and security
measures in order to reduce the risks.

MAGERIT Method of risk analysis with two immediate objectives: to study the risks affecting a specific
information system and its environment; and recommend appropriate actions to be adopted to
detect, prevent, reduce or control the investigated risks.

Threat Action (a virus deleting data, a fire destroying the company’s premises, human malevolence
deleting data...) which may impact an organisation’s assets.

Measures Implemented security means in order to avoid threats or to reduce the risks

Threat Probability of risk occurrence, during one year

probability

ISMS Information Security Management System (defined in ISO 27001)

1.8 Acronyms

The table below lists the acronyms relevant to the current document.

Symbol Explanation

ALE Annual Loss Expectancy

ALEO Annual Loss Expectancy Optimistic

ALEP Annual Loss Expectancy Pessimistic

AP Applicable

BUGYO Building security assurance in open infrastructures

CELTIC Cooperation for a European sustained Leadership in Telecommunications
CMMI Capability Maturity Model Integration

(@) Cost

CSSF Commission de Surveillance du Secteur Financier

Ref.: USG_R601_TS 1.7 UserGuide_v1.3.docx Page g of 73






Type/Client  Standard

%‘ 1tru St Project  TRICK Service

2 consulting e,

EBIOS Expression des besoins et identification des objectifs de sécurité

ENISA European Network and Information Security Agency

EW External Workload

HW Hardware

IEC International Electrotechnical Commission

ILNAS Institut luxembourgeois de la normalisation, de l'accréditation, de la sécurité et qualité des
produits et services

INV Investment

IR Implementation Rate

ISAMM Information Security Assessment & Monitoring Method

ISMS Information Security Management System (defined in ISO 27001)

ISO International Organization for Standardization

v Immaterial Value

w Internal Workload

LH Likelihood

LT Lifetime

MT Maintenance

NA Non applicable

PDF Portable Document Format

PSDC French for “Prestataires de Services de Dématérialisation et/ou de Conservation”

PFS Professionals of the financial sector

RA Risk Assessment

ROI Return On Investment

ROSI Return On Security Investment

RRF Risk Reduction Factor

SME Small and Medium Enterprise

SML Security Maturity Level

SMT Security Maturity Task

SOA Statement of Applicability

SS Sectorial Strength

ST Status

SW Software

TRICK Tool for Risk management of an ISMS based on a Central Knowledge base

RAR Risk Analysis Report
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2 General TRICK Service information

2.1 History

Information Security Management Systems (ISMS) are becoming widely used, since the requirements of
an ISMS have been defined by ISO 27001 in 2005, providing background for security certification similar to
ISO goo1’s quality certification. According to ENISA, much scientific work needs to be carried out to make
risk assessments and risk management methods attractive for SMEs.

itrust has chosen TRICK as acronym for “Tool for Risk management of an ISMS based on a Central
Knowledge base” in the context of an FP7 project proposal. This proposal intended to develop a software
tool and an inherent methodology to fix risk management problems encountered by participating SMEs.
This tool is intended to be used across many countries, and enables consultants to share experience and
figures automatically. It focuses on fast but quantitative risk evaluation. It models security measures with
risk reduction properties that can easily be tailored to a specific organisation. It integrates know-how from
multiple standards such as ISO 27002 and risk assessment methods like the French EBIOS and the German
IT Grundschutz, with experiences of consultants in one central knowledge base, based on a high-level risk
management language defined herein. It develops algorithms to assess risks and to derive residual risk
after security implementation, and to compute their ROSI. It develops a concept for easy adaptability to
new standards and lessons learned from exploitation.

In 2007, itrust decided to develop a prototype called TRICK light in the context of the internship of a master
student. This first version was limited to a predefined asset and scenario list, grouped by types.

In the context of the CELTIC project BUGYO, a new version was developed enabling risk assessment for
multiple assets, use of tailored risk scenarios, generation of risk treatment plans and statement of
applicability for ISO 27001 certification. It also enables easy usability as it comes in the form of , risk
treatment plans and summary charts.

Due to several reasons such as performance and stability, the Excel version was replaced by a web
application called from then on TRICK Service. TRICK Service includes all functionalities of the Excel
version and was extended by a multitude of functionalities in the context of further research projects such
as TREsPASS and SGL Cockpit. These functionalities include support for CSSF 12/544, required for Financial
Service Providers (FSP), maturity assessments, sectorial catalogues of security controls and an improved
interface.
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2.2 Concept

The figure below provides an overview of the different steps implemented in TRICK Service.

‘ Context establishment ‘

1
Risk assessment O
Qualitative risk Asset Risk scenario Inventory of
assessment identification identification Secur. measures
Risk
estimation
(ALE)
Risk specificity E
\ 4
| Risk specificity ‘
v
RRF
Risk treatment @
Action Plan
— Input

Figure 1: The different steps of TRICK Service

The different concept elements will be described in the following sections.

2.2.1 Risk analysis

Defining the context

We first define the context of the risk analysis by collecting information about the type and business
processes of the studied organisation. This information will be used in the following steps by the risk
assessor in order to evaluate what are the most important assets regarding the sector of the organisation.
Defining the context consists of filling in a table containing all topics to be addressed in the context
establishment according to ISO 27005:2011.

After the context definition, a brainstorming session is triggered which produces a collection of all assets
and risk scenarios in the organisation, serving as input for the next sub step, namely the asset
identification.
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Qualitative risk assessment

The qualitative risk assessment permits the risk assessor to specify the estimated exposition to pre-
defined threats, vulnerabilities and risks. The exposition is to be understood as ‘relative to the situation
faced by other organisations of the same activity domain’ and is expressed as one of five values: ++ (very
high), + (high), N (normal), — (low), —— (very low).

Identifying the assets

This sub step consists of creating an inventory of the organisation’s assets considered as important for the
organisation’s business. The assets are identified by name and grouped by type; the idea is to group assets
together if they have the same risk profile. Other information that should be defined includes the values of
the assets and a comment in order to describe the asset or justify its value.

Identifying different risk scenarios

As for asset identification, scenario identification consists of retrieving a majority of information
concerning possible risk scenarios that could occur on the assets of the organisation. This identification of
scenarios must take into account the context defined previously (e.g. an organisation located on a seismic
zone should consider the destruction of its premises as a potential scenario). The following 8 generic risk
scenarios are provided by default:

Acronym Name Scenario Type Description

A Partial loss or | Availability A part of the asset is lost or the asset is temporarily non-
temporary operational.

A_all Complete loss, | Availability Loss of the whole asset, including backup.
including backup

Ci Partial theft coming | Confidentiality | An  essential part of an asset was stolen
from external without complicity of an internal person.

C2 Deliberate disclosure | Confidentiality | Internal staff copies the entire asset to disclose it.

c3 Accidental disclosure | Confidentiality | Following a false handling, an important part

becomes accessible to people that are not authorized.

l1 External Integrity An external person succeeds penetrating and handling an
manipulation asset.

12 Fraudulent Integrity An internal person handles an asset to create an illicit
manipulation advantage.
coming from internal

I3 Accidental Integrity A technical or organisational error causes a corruption of
manipulation an asset.

Inventory of security measures

This step consists of defining the current implementation rate and the cost for each security measure of
several norms, including ISO 27002. The way standards are modelled in TRICK Service allows the user to
specify custom standards as well, which considerably increases the flexibility of the tool.

The implementation rate permits to identify those security measures that are already completely
implemented so that only the remaining ones need to be considered for the risk treatment plan.

It is possible to exclude measures that are irrelevant to the organisation context. Measures can be marked
as ‘mandatory’ so as to force them to appear at the beginning of the action plan or to account for
dependencies between measures.
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Risk estimation

This step is one of the most important of the TRICK Service process. The risk assessor discusses, analyses
and estimates the annual loss expectancy (ALE) of each couple asset/scenario. The ALE is computed by
multiplying the impact (in euros) that a scenario could have if occurring on an asset, with the potentiality
(expressed as expected frequency per year) that a scenario could occur on an asset.

CSSF assessment

The “"Commission de Surveillance du Secteur Financier” (CSSF) published the circular 12/544 (18th July
2012) which, amongst other things, requires that all companies supporting PFS’s or financial institutions
have to conduct a risk analysis, manage a risk register and write a risk analysis report (RAR).

If required during the risk analysis, TRICK Service includes certain parameters which are dedicated to

providing the required information for CSSF assessment (based on ISO/IEC 27005 and the CSSF circular
12/544).

Privacy Impact Assessment

Privacy Impact Assessments help to determine the risks related to the use and disclosure of personally
identifiable information. They should [11]:

Ensure conformance with legal and regulatory privacy requirements
Identify the risks related to disclosure of personal information
Evaluate security measures mitigating those risks

See Section 4.3.4 on conducting a Privacy Impact Assessment in TRICK Service.
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3 TRICK Service User Guide

This chapter is the user guide for TRICK Service. It will guide the user through all the functionalities of the
application.

Note that this user guide describes the views from the view of a user having all access rights. Users with
less access rights may have a restricted view or access to functionalities such that they cannot see or use all
functionalities that will be explained in the user guide. How user access rights are managed is explained in
Section 3.4.4 and 3.8.

3.2 TRICK Service Login page

After connecting to the TRICK Service URL, the user gets the following login interface. The user has the
possibilities to:

e (Create an account (see section 3.1.1);
e Login (seesection 3.1.2);
e Reset password (see section 3.1.3).

The different options are explained in the following sub-sections.

/N
TRICKA@eW]Ce

Reset password

Sign in

Figure 2: TRICK Service login

3.12.1 Creating an account

In order to use TRICK Service, the user must first create an account. To create an account, click on the
“Create an account” button, highlighted in red in Figure 3.
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Slg nin Create an account

Reset password
Figure 3: Creating a new account

After clicking on the “Create an account” button, the user will be invited to enter their details in order to
create their account. This can be seen in Figure 4 below.

Create an account Back

Username
Password
Repeat password
First name

Last name
E-mail address

Default user English v
interface language

Sign up

Figure 4: Signing up

The user should complete the form and then confirm by clicking on “Sign up”. All of the six fields seen in
the above figure are mandatory. When completed correctly, the user can log in.

3.1.2 Loggingin

Once the user has created his account, he can log in to TRICK Service. The log on screen can be seen in
Figure 3. Here, the user must enter his username and password and click “Sign in".

Note: TRICK Service administrators will get informed (by e-mail) that a new user has just registered.

3.1.3 Reset password

In case a user has forgotten his password he can reset his password by clicking on the “Reset password”
link on the login interface of TRICK Service (see Figure 5).
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Slg nin Create an account

word
Sign in

Figure 5: Reset password — Step 1

The user will be redirected to the reset password interface (see Figure 6) where he has to enter either his
username or his e-mail address that he indicated during registration.

Reset your password Back

Username
or

E-mail address

Reszet password

Figure 6: Reset password — Step 2

After clicking on the “Reset password” button, the user will receive an e-mail that includes a link that
redirects him to a web page where he can choose a new password (see Figure 7).

Change your password Back
New password

Repeat password

Figure 7: Reset password — Step 3

3.2 Home screen

After successfully logging in to TRICK Service, the user will be presented with the following screen, shown
in Figure 8 below.
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TRICK SERVICE  Home

_/\\.
TRlcgks@mce

Welcome!

Figure 8: Welcome to TRICK Service!

This is the Home screen of TRICK Service. As seen in the ribbon at the top of Figure 8, from here the user
has the option to click on the following links:

Knowledge base;
Analysis;

Import;

Tasks;

Profile;
Administration;
Runtime;
Logout.

N O pw e

Note: Depending on the access rights, not all options will be visible for all users.

The following sub-chapters further explain the contents of the different tabs.

3.3 Knowledge base

The Knowledge base is split into the following 4 sections:

o (Customers;
e Language;
e Standards;
e Analysis profiles.

The meaning and functionalities concerning those 4 sections will be explained in the following.

3.3.2 Customers

This table contains a list of customer details which can be stored for reference. Information regarding
customers can be added, edited and deleted using the options in the ribbon at the top of the table.
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Customers Language Standards Analysis profiles
=+ Add
Company Contact person  Phone number E-mail address Address City ZIP code Country
[] itrust consultings.arl.  Carlo Harpes +352 26 176 212 info@itrust.lu 55, rue Gabriel Lippmann ~ Miederanven — L-6947 Luxembourg

Figure 9: List of customers

For adding, editing or deleting a customer has to be selected and the appropriate button be pressed.

In order to create a new customer, all information fields have to be filled out, including the company name
of the customer, a contact person of the customer, a phone number, e-mail address, a postal address, the
city where the customer is located, the zip code and the name of the country where the company is
located.

Add a new Customer

Contact
Company
Contact person
Phone number
E-mail address
Address
Address
ZIP code
City

Country

Add Cancel

Figure 10: Add new customer

3.3.2 Languages

This table shows the different languages that are supported for the translation of the security measures of
the standards section. If a user adds a language, he can define for each security measures a translation in
the newly added language.
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Customers Language Standards Analysis profiles
=+ Add EE ® Delete
Alpha3 Name Alternative name
[] ENG English Anglais
[1 FRA Francais Francais

Figure 11: List of languages

A user can add, edit or delete a language. Required information to add a new language is an Alpha3 code,
the language name and an alternative name for the language.

Add a new Language
Alpha3

Name

Alternative
name

Add Cancel

Figure 12: Add a new language

To edit or delete a language, the user has first to select a language and then click on the edit or delete
button.

3.3.3 Standards

The standards section includes a repository of standards that can be included in the risk analyses.
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=+ Add B Getimport template A Import standard

Name Version Description Type Computable

] 27001 2013 Morm 27001 from 2013 Mormal Mo
] 2roo2 2013 Morm 27002:2013 Mormal Yes
] Maturity 2013 This is the Maturity Norm for 2013 27002 ( not compatible and thus not computable) Maturity Mo
] 27018 2013 ISOAEC 27019:2013 - Based on ISO/EC 27002:2005 Normal Yes
] Custom 1 Custom Security Measures Mormal Yes
] 14167 2003 CWWA 14167-1:2003 MNormal Yes

Figure 13: List of Standards

Standards include security measures coming from international standards or best practices. The available
options are explained in the following subsections.

Add

With the “"Add"” button, the user can add a new standard from scratch. Required information are the name
of the standard, a version of the standard (this is normally the year when the standard was published), a
brief description of the standard (could be the title of the standard), the type of the standard (per default
normal, maturity type for security measures that are used to measure the maturity of an ISMS) and an
indication if the measures of the standard can be used to treat risks (by ticking the “Computable” select
box) or whether they only exist for compliance reasons.

To add security measures to the newly created standard, follow the guide of the following section o.
Add a new standard
Name

\ersion

Description

Standard type

(@ Mormal () Maturity

Computable O

Add Cancel

Figure 14: Add a new standard
Show measures
The “Show measures” button opens a new window listing all security measures of the selected standard.

The user has the possibility to add, edit or delete a security measure. With the help of the language select
box on the left corner, the user can switch between the different languages.
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Measures - 27002 - 2013 - Norm 27002:2013

English  |v + Add

Level Reference Domain Description
1 5 Informatian security policies
o2 51 Management direction for information security

3 511 Policies for information security A set of policies for information security should be defined, approved by published and

Computable
No

No

to and relevant external ~ Yes

parties.

Figure 15: List of security measures

To add a new security measure, the user presses the "Add” button and provides the following information:

Reference: A reference number for the security measure to add;

Level: By indicating a level, the user gets the possibility to structure the security measures. For
example, level one for an overall chapter, level two for subchapters and level three for the security

measures themselves.

3. Computable: By ticking the computable box, the user indicates that the entered security measure is
not a title of a chapter but a security measure which can be used to treat risk and should appear in

the risk treatment plan.
4. Language: Indicates the language of the entered security measure text.
Domain: Allows indicating the title of the security measure.

o v

Add a new Measure

Reference
Level
Computable
Language English W
Domain

Description

Figure 16: Add new security measure

Description: Allows describing the security measures and how to implement it.

To edit and modify an existing security measure, the user selects the security measure and clicks on the

“Edit” button.

To delete a security measure, the user has to select the security measure to delete and click on the
“Delete” button. If a security measure is used in a risk analysis, it is not possible to delete a security
measure except if the user clicks on the “Force delete” button. This will not only delete the security

measure in the knowledge base but also in all risk analysis that use this measure.
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The “Export” button enables the user to export a standard from the knowledge base of TRICK Service. The
export is an Excel file including all security measures. The user also has the possibility to make changes in
this excel file and use the “Import” function to reimport the standard with the modifications made (see
section 0).

Edit
The “Edit” button can be used by the user to update the general information concerning the standard
(name, version, description).

Get import template

With the “Get import template”, the user can retrieve the template needed to import a new standard and
its security measures (see section o). The template indicates on how the data has to be structured to be
imported in TRICK Service.

Import standard

The import standard function allows the user to import a new standard or best practice that is still not
included in the knowledge base of TRICK Service.

To do so, the user has to click on the “Import standard” button. A new window pops up which allows the
user to select and upload a file including the standard to import. The import file and included information
have to match an exact format which is provided in the import template (see section o).

Import a new standard

Choose the file containing new standard to import

Figure 17: Import of a new standard

Delete
This functionality allows to delete the selected standard by clicking on the “Delete” button.

3.3.4 Analysis profiles

A list of analysis profile templates. During the creation of a new risk analysis a risk analysis profile can be
selected as basis. This allows creating risk analysis from templates that already include some parameters
and characteristics which then do not have to be recreated from scratch. One profile is always set as
default. This will be used for the creation of a new risk analysis if no other profile is selected.

The user has the possibility

1. to open an analysis profile and work on the profile by clicking on the *Open Analysis” button;

2. tosetan analysis profile as default by selecting the profile and click on the "Set as default” button;

3. to edit general information concerning the profile (Language of the profile and description of the
profile);

4. to delete a profile by selecting the profile and clicking on the “"Delete” button.
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How to create a new profile is explained in section 3.4.7.

3.4 Analysis

The Analysis page shows the user a list of all current analyses. Using the drop down lists in the centre of the
screen (highlighted in blue in figure 4), the user can easily filter the analyses by customer and analyses
name.

3.4.1 Creating a new analysis

In order to create a new analysis, the user should click on the “"New analysis” button, highlighted in red in
Figure 18.

TRICK SERVICE Home Knowledge base Analysis
@ Read only G Edit ¥ Manage Access Rights BN New version = Details B New profile 2 Export & Export Report *® Delets
— =
Analyses filtered by customer Analyses filtered by name

itrust v All v

Name Comment Version Creation Date  Author Based on Language Access

[] Analysis Mame This is a new analysis 0.01 2015-03-16 Ben Fetler None English Full
12:03:18

Figure 18: All Analyses

Once the user clicks on the “New analysis” button, the following pop-up box will appear.
Now the user has two options:

1. Create an analysis from scratch;
2. Create an analysis based on existing analysis.

Create a new analysis from scratch
The information required to create the analysis is the following:

e Company: The user can select which company the risk analysis is being done for. (linked to the list of
companies stored in the Knowledge Base);

e Language: The user can select the language of the risk analysis (linked to the list of languages stored
in the Knowledge Base);

e Profile: The user has the option to select an analysis profile template on which the new analysis
should be based on (see section 3.3.4) (linked to the list of analysis profiles stored in the Knowledge
Base);

e Author: The author parameter is automatically generated depending on who is logged in to TRICK
Service when the new analysis is created;

e Version: For a new analysis, the version is automatically generated as 0.0.1. This parameter may be
edited by the user for exceptional circumstances;

e Name: Used to indicate a name for the new risk analysis;

e Description: This box allows the user to enter a short description of the risk analysis including any
information which may be useful;

e Uncertainty: By ticking this checkbox, the user can indicate that he intends to take account of the
uncertainty of assessments. Several features, specific to uncertainty will be added to the risk
analysis;
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e (SSF: By ticking this checkbox, the user can indicate that the risk analysis is a CSSF based risk
analysis. Several features, specific to the CSSF requirements will be added to the risk analysis.

Once all the parameters have been filled in, the user can click the “Save” button to generate the new risk
analysis.

New analysis
General (Mandatory) Advance
Company Choose. v
Language Choose. v
Profile Choose. v
Author Ben Fetler
Version 0.01
Description
Uncertainty O
CSSF ]
Cancel

Figure 19: Create a new analysis

Create a new analysis by taking parts of existing analysis

If the user wants to reuse parts of existing analyses for creating a new one, he has to click on the
“Advanced” tab.

New analysis
General (Mandatory) Advanced
Customers Scope Drop your analysis here
Test-Company ©
Risk information Drop your analysis here
Analyses
RA 2014 «
Parameters Drop your analysis here
Versions
113 Assets Drop your analysis here
112 Scenarios Drop your analysis here
111
Risk estimation
1.04
0 Standards Drop your analysis here
Phases

Figure 20: Create new analysis from existing analysis
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In the advanced tab, the user has to choose a customer and analysis from which he wants to pick some
parts. Now he gets a list of existing versions of the risk analysis. To copy the parts he wants to reuse, he has
to drag and drop the version from which he wants to copy parts in the corresponding fields on the right
side.

New analysis
General (Mandatory) Advanced
Customers Scope RA2014v1.13 ®
Test-Company E|
Risk information Drop your analysis here
Analyses
RAZ014 4
|:| Parameters Drop your analysis here
Versions
Assets
i RA 20144112 ®
112 Scenarios Drop your analysis here
111
Risk estimation
1.01
0 Standards Drop your analysis here
Phases

Figure 21: Example of elements taken over from existing analyses

The user can copy the Scope, the risk information (qualitative risk assessment), the parameters, the assets,
the scenarios, the risk estimation, the used standards and the implementation phases from the existing
analysis.

3.4.2 Open an analysis in read only modus

To open an analysis in read only modus, the user has to select the analysis from the list by clicking the
relevant box next to the required analysis and click on the “Read only” button.

& Mew analysis I@ Read only I @ Edit == llanage Access Rights (& New version = Details i Mew profile & Export & Export Report % Delete

Analyses filtered by customer Analyses filtered by name

itrust E‘ Al E'

Name Comment Version Creation Date Author Based on Language Access

Figure 22: Open an analysis in read only modus
3.4.3 Editing a previous analysis

In order to edit a previously created risk analysis, the user must select the analysis from the list by clicking
the relevant box next to the required analysis and click on the “Edit” button.
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Figure 23: Editing an analysis

The following options for editing a risk analysis can be found in the section 4.

3.4.4 Manage access rights

The button “Manage Access Rights” allows the user to edit the access rights of other users for a risk
analysis version. The user has to select the version he wants to change access rights and click on the
“Manage Access Rights” button. A new window will appear where the user has to select the user for which
he wants to change access rights and choose the appropriate access right level. The changes will be saved

by pressing the “Update” button.

Manage analysis access rights

Name

Franklin R.
George W.
John K.
Benjamin F.

Tweety

Full

Full

Full

Full

Customer: Test:Company, Name: Analysis de test, Version: 0.0.4

Export

Export

Export

Export

Access rights

Modify

Modify

Modify

Modify

Read only

Read only

Read only

Read only

m Cancel

No access

No access

No access

No access

Figure 24: Manage access rights for risk analysis

Different access right level exist:

No access: The user has no access rights;

S

Full: The user has all access rights for the selected analysis (read and write);
Export: The user has read rights and the right to export a risk analysis;

Modify: The user has the right to modify a risk analysis;
Read only: The user has only the right to see a risks analysis but not to modify data.

Note that only a user with full access rights can manage access rights of other users. The user that creates

a risk analysis gets per default full access rights.

3.4.5 New version

With the new version button, the user can create a new version of the selected risk analysis. All data is
copied from the old version to the new version. It is recommended to create new versions if data in a risk
analysis is modified or updated. This allows to trace changes and come back to an elder version if needed.
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Information to indicate when creating a new version is the author name (per default the author text field is
filled with the users first name and last name), the new version number (has to be greater than the version
number, the new version is based on) and a comment on what will be changed in the new version.

Add new version

Author Ben Fetler

Based on 0.01
version

\ersion

Comment

Save Cancel

Figure 25: Add new risk analysis version

After clicking on the “Save” button, the new risk analysis version will be created.

3.4.6 Details

The “Details” button allows the user to modify the following information regarding the selected analysis:

e The company to which the analysis is assigned to;

e The language of the analysis;

e The description of the analysis;

e The selection of the Uncertainty and CSSF features.
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: Title User guide
consultin o
g Classification Internal
Edit Analysis information
Trick name ENG_2015-03-16 12:03:18
Version 0.01
Creation Date 2015-03-16 12:03:18.0
Owner Ben Fetler
Has Data 7
Company itrust v
Language English W
Name Analysis Name
Uncertainty O
CS5F O

Figure 26: Edit risk analysis information
3.4.7 New profile

With the “New profile” button, the user can create a new profile based on the selected risk analysis. A
profile can be reused as basis to create new risk analysis. The list of available profiles can be found in the
knowledge base (see section 3.3.4)

Note that no sensitive data are copied to a profile. The risk scenarios defined in the selected risk analysis
will be taken over and the user has the possibility to choose which security standards should be included in
the new profile:

After providing a name to the profile to create, the user can add the new profile to the knowledge base by
clicking on “Save” the button.

Create new profile

Name

Standards

27001

27002

Figure 27: Create new risk analysis profile
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3.4.8 Export
With the “Export” button, the user can export the selected risk analysis. The user will get a sqlite database

file including all data of the risk analysis. The exported file can be used as backup or to import it in another
TRICK Service instance (e.g.: locally installed TRICK Service).

3.4.9 Exportreport

By clicking on the “Export Report” button, the user will get a structured risk analysis report including all
data of selected the risk analysis. The report is a word file including macros for the creation of charts.

3.4.10 Delete

The user can delete a risk analysis by selecting the risk analysis and clicking on the “Delete” button.

3.5 Import

In the event that an existing customer has a risk analysis which was created using TRICK light, the sqlite file
may be imported into TRICK Service. This can be accomplished by clicking the Import tab in the ribbon at
the top of the screen.

TRICK SERVICE Home Knowledge base Analysis Import

Import a new Analysis

Please select a customer then, choose a sqlite file and click on submit
1. Select a customer

Choose v

2. Select a sqlite file

Figure 28: Importing an analysis
To import the new analysis, the user should:

e Select a customer: (this is linked to the customer list in the knowledge base. If the customer does
not appear here in the drop down list, the user should add a new customer in the knowledge base);
e Select an sqlite file: The user can click “browse” to search for sqlite files stored on their computer.

Once parameters 1 and 2 have been completed, the user can click on “Start import” to begin importing the
analysis.

3.6 Tasks

The “Tasks” section is not a link to a dedicated page but is used to indicate to the user if there are
background tasks currently running.

For example, if a user starts the computation of a risk treatment plan, he can navigate to other pages and
still see the computation progress of the action plan.
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Figure 29: Tasks

3.7 Profile

The profile page can be accessed from the right hand side of the ribbon. The profile page includes three
different sections:

1. My profile
2. My sqlites
3. My reports

3.7.1 My profile

This section includes the information related to the user profile and allows updating the user information
and change password.

Information that can be changed are:

1. Connection information (Password)
2. Personal information (First name, Last name, E-mail address);
3. Application setting (Default user interface language).

The username and roles attributed to the user cannot be modified by the user.

3.7.2 My sqlites

When exporting a risk analysis form TRICK Service, a copy of the exported sqlite file is stored on the server
hosting TRICK Service. This has several reasons:

e If the user wants to download again a sqlite file of a risk analysis, he can do this without having to re-
compute a dump of an analysis.
e The user has an overview of all exports he has done in the past.

As mentioned the user can download or delete the sqlite files of the list by clicking on the buttons in the
action column.

3.7.3 Myreports

As for the My sqlite section (see section 3.7.2), the user can find in the "My reports” section a list of all
reports he has exported. When exporting a word report, a copy of the report is stored on the server hosting
TRICK Service. This has several reasons:

e [f the user wants to download again a report, he can do this without having to re-compute a word
export.
e The user has an overview of all reports he has exported in the past.

The user has the option to delete a report or to download it again by clicking on the corresponding buttons
in the action column.
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3.8 Administration

The administration page can only be viewed and accessed by users having the role of administrator of
supervisor.

The different sections and functionalities of the admin page are explained in the following.
3.8.1 Status

The status section provides information about the installed version of TRICK Service and the option to
reinstall TRICK Service.

Status User Customers All Analyses Logs
Version Installed
122 Installed

Reinstall TRICK Semvice

Figure 30: Install status of TRICK Service on the admin page

3.8.2 User

The User section includes a list of all TRICK Service users. Further options of this section are adding, editing
or deleting a user. The different options are explained in the following subsections.

Status User Customers All Analyses Logs
+ Add
Username First name Last name E-mail address Status Rele
O Ben Fetler Enabled Supenisor
I Carlo Harpes Enabled Consultant
O Ensuifudine OMAR Enabled Administrator | Supenisor

Figure 31: User section on the admin page

Each user has different roles attributed. Existing roles are:

User;
Consultant;
Administrator;
Supervisor.

~WoN R

The different roles have different degrees of access rights which are illustrated in the table of “Annex A —
TRICK Service user roles”.

A user can be enabled or disabled. A user that has the status “"Disabled” cannot login anymore to TRICK
Service. A user can be disabled if all roles of the user are revoked.
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To add a user, the user himself can sign up on the login page of TRICK Service or an administrator can add
him manually by clicking on the "Add” button in the user section.

After this step, a new window will appear requesting some information about the user which have to be
filled out. These information are:

Username: Username with which the user has to login.

Password: The password which the user needs to login.

First name: The first name of the user.

Last name: The last name of the user.

E-mail address: The users e-mail address.

Role: The role the user should be assigned to. An overview of the access rights of the roles can be
found in "Annex A - TRICK Service user roles”.

oy W N B

After all information have been provided, click on the "Add” button to create the new user.

Add a new User

Username
Password
First name
Last name

E-mail
address

Role User Consultant Administrator Supervisor

| | | O

m cance'

Figure 32: Add a new user

Note: It is preferable that the new user signs himself up on the login page. By doing so, the user
credentials have not to be communicated to the user and the related risks can get avoided.

Edit
In order to update user information, select a user and click on the “Edit” button. All user information can be
modified and saved by clicking on the “Edit” button.

Ref.: USG_R601_TS 1.7 UserGuide_v1.3.docx Page330f73





Type/Client  Standard

2 1trust Prcz#'ilct 'LI'JRICK S.erice
1 itle ser guide
’ Consultmg Classification  Internal
Update a User
Username admin
Password
First name The
Last name Admin
E-mail admin@itrustlu
address
Role User Consultant Administrator Supervisor
O O O
Cancel
Figure 33: Edit/Update user information
Delete

A user can be deleted by selecting the user to delete and clicking on the “"Delete” button.

3.8.3 Customers

The customers section includes a list of all customers. Further options of this section are adding, editing,
manage customer users or deleting a customer.

The options "Add”, “Edit” and “Delete” are explained in section 3.3.1. The option “Manage customer users”
is explained in the following subsection.

Status User Customers All Analyses Logs

+ Add
Company Contact person Phone number E-mail address Address City ZIP code Country Profile only

O itrust consulting s & rl Carlo Harpes +352 26 176 212 info@itrust lu 55, rue Gabriel Lippmann L-6947 Niederanven Luxembourg No

Figure 34: Customer section on admin page

Note: The "Add” and “Edit” option a new select box appears which is called “Profile only”. This option is
used to define a customer to which all profiles are linked to. Once a customer is created where the profiles
are linked to, no other customer has to be defined as a “Profile only” customer.

Manage customer users

With the “"Manage customer users” option it is possible to define which user is assigned to which customer.
Note that this still does not provide access to the different risk analysis of a customer but only the right to
see the customer.

By selecting a customer and clicking on the “Manage customer users” button, a new window appears
where the different users can be selected for having access to a customer.
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Manage customer users

Users having access to customer: itrust consulting

HNote: press CTRL or COMMAND button to select multiple entries. On normal click: previous
values are reset

Admin Admin

Benoit Jager

Ensuifidine Omar

Sam Menghi

Update

Figure 35: Manage customer users

Note: The access rights to a risk analysis have to be set either by an administrator/ supervisor in the “All
Analyses” section on the admin page (see section 3.8.4) or by a user having full access rights on a risk
analysis on the “"Analyses” page (see section 3.4.4).

3.8.4 All analyses

The “All analyses” section includes a list of all analyses of the different customers. The different risk
analyses of the different customers can be shown by selecting a customer in the analyses filter positioned
on the top of the list.

Options related to this section are managing the access rights towards the risk analyses of the different
customers, the option to switch an analysis to another customer and the option to delete risk analyses.

Status User  Customers All Analyses Logs

=+ Wan:

ess Rights = Switch customer = Switch owner % Delete
Analyses filtered by customer
itrust v
Trick name Name Comment Version Creation Date Owner Language
[] ENG_2015-03-16 12:03:18  Analysis Name This is a new analysis 001 2015-03-16 12:03:18.0  Ben Fetler English

[] ENG_2015-03-1201:27:35 Test test2 0.02 2015-04-17 14:27:08.0  Ensuifudine OMAR  Francais

Figure 36: “"All analyses” section on admin page
The manage access rights option functionality works the same as the one explained in Section 3.4.4.
To delete a risk analysis, select the risk analyses to delete and click on the “"Delete” button.

To switch an analysis to another customer, select the analysis and click on the “Switch customer” button.
Next, select the new customer to which the risk analysis should be moved to and click on the “Save”
button.
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Switch customer

All analyses with the same identifier will be switched to the new customer.

Current customers
itrust - itrust

News customer Demo Company - Neverland W

Figure 37: Move analysis to another customer

To switch the owner of an analysis, select an analysis and click on the “Switch owner” button. Next, select
the new owner and click on the “Save” button.

Switch analysis owner

Current owner Sam Menghi

New owmer Ben Fetler- Mo access v

Figure 38: Switch the owner of an analysis

3.8.5 Settings

The settings section allows to enable or disable on the login page the functionalities to allow users to sign
up by themselves or to reset their passwords in case they have forgotten it.

Status User Customers All Analyses Settings Logs
Allow to create standard account Yes Mo
Allow to reset passwords of standard accounts. Yes Mo

Figure 39: Enable/Disable standard account creation and password reset option on login interface
3.8.6 Logs

The “Logs” section includes an interface that allows an administrator to access and consult log entries.

3.9 Logout

The Logout button on the far right-hand side of the ribbon can be used to log out of TRICK Service.
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4 Risk analysis

This chapter provides information on performing a risk analysis using TRICK Service. Once the user has
loaded his risk analysis (cf. Section 3.4), the following page will be displayed:

TRICK SERVICE Home C Analysis Import Profile

History Risk context~ Risk analysis « Risk treatment / Compliance ~ Risk communication~ 'a E*
Version Date Author Comment
0.1 24/07/2015 Ben Fetler EpStan Demo RA for SASSI Workshop

Figure 4o: Risk analysis

Figure 40 shows a second ribbon displaying the different options linked to a risk analysis. Although all of
the information is contained on a single page, this ribbon allows the user to navigate quickly to the
different sections, rather than continually having to scroll through all of the information.

4.1 History

The first section, History, seen in Figure 40 above, shows the evolution of the current risk analysis.

The following sub chapters describe each of the other sections contained in the risk analysis ribbon. The
user is able to edit any section which has a green background colour. The user must click on a green section
in order to edit it. Once the information has been inputted, the user can click anywhere on the screen
outside of the edited section in order to record the change.

4.2 Risk context

The risk context tab has the following sub sections:

4.2.1 Scope

The first step of the risk assessment is to define the scope. This section contains a table with two columns:
“Description” and “Value”. The Value column should be edited by the user, based on the following
information:

Description Value

Organisation type This column allows the user to define the type of the organisation:
Government, agency, company...

Profit type Profit type of the organisation (S.A., s.ar.l., etc.).

Name of organism The name of the organisation.

Organism presentation A short description of the organisation.

Sector The business sector in which the company is active, e.g. public, financial, etc.
Responsible The people who are responsible for the ISMS e.g. Project Sponsor, Project

Manager, Project Contributors, etc.
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Manpower Number of employees working for the organisation.
Activities The services that the organisation provides to its customers.

Business processes

A list of the business process which support the company in achieving its
goals.

Legal, regulatory and
contractual requirements
applicable to the
organization

Laws applicable to the organisation’s type, e.g. for a company that handles
sensitive customer information this would include laws on data protection.

The organisation’s
information security policy

Title of the organisation’s security policy including the date on which it was
published.

The organisation’s overall
approach to risk
management

Title of the organisation’s risk management policy including the date on which
it was published.

Locations of the
organisation and their
geographical characteristics

The address of the organisation and a brief description of the environment
e.g. number of rooms in the building, private or shared building, etc.

Various obligations

Legal and contractual obligations of the organisation.

Identification and analysis of
the stakeholders

Description of the stakeholders and their requirements.

Establishment of the
required relationships
between the organisation
and stakeholders

The relationship between stakeholders and the organisation e.g. commercial,
partnership, etc.

Expectation of stakeholders

What the stakeholders expect from the organisation.

Socio-cultural environment

Information regarding the environment in which the organisation operates,
e.g. dynamic start-up company.

Interfaces (i.e. information
exchange with the
environment)

What interfaces does the organisation use in order to exchange information
e.g. website, email, etc.

Definition of roles and
responsibilities

The roles and responsibilities of the organisation’s employees. If the
information is contained in a dedicated document, the title of the document
should be indicated here.

Definition of decision
escalation paths

Description on how major decisions are made within the company in relation
to security incidents.

Development of the
information security risk
management process
suitable for the organisation

Brief description of the organisations risk management process.

Specification of records to
be kept

A list of records which will be kept as part of the risk analysis.

Excluded assets

A list of any assets which are not in the scope of the ISMS.

The organisation’s function

The structure of the organisation, e.g. board members, Managing Director,
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consultlng Classification  Internal
Description Value
and structure Heads of Departments, etc.
Strategic objectives, The business strategy of the organisation including its objectives and goals.

strategy and politics

Risk evaluation criteria Definition of the risk evaluation criteria as defined by the organisation under
analysis.

Impact criteria Definition of the impact criteria chosen by the organisation under analysis.

Risk acceptance criteria Definition of the risk acceptance criteria or reference.

Table 1: Description of parameters in the scope table

4.2.2 Parameters

The two parameter tables are “impact of threat” and “probability of threat occurrence”. In both tables, the
user can specify the values for six levels (o, 2, 4, 6, 8, and 10), whilst the other values (3, 3, 5, 7, 9) are
generated automatically depending on the user’s modifications.

Impact & probability

The Impact & Probability section includes the impact and probability scales that can be adapted to each
organisation.

The following figure shows the default parameters for the impact scale:

Level Acronym Qualification Value k€ Range Min Range max

0 i0 insignificant 2 0 3
1 i1 i1 4 3 7
2 i2 minor 10 7 13
3 i3 i3 16 13 20
4 i4 serious 25 20 35
5 i5 i5 50 35 71
6 i6 Very serious 100 71 141
7 i7 i7 200 141 283
8 i8 extremely serious 400 283 566
9 i9 i9 800 566 1131
10 i10 vital 1 600 1131 +o0

Figure 41: Impact scale

Each level represents the impact that a risk may have on the organisation should it occur; ranging from
insignificant to vital. In Figure 41, all of the areas highlighted in yellow can be edited by the user. The values
should be edited according to the size and finances of the company.

The impact scale values are needed during the risk estimation.

The following figure shows the default parameters for the probability scale:
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Value Range Range
Level Acronym Qualification Iy Min max
0 p0 insignificant (every 100 0,01 0,00 0,01
years)
1 p1 p1 0,02 0,01 0,02
2 p2 once every 30 years 0,03 0,02 0,04
3 p3 p3 0,06 0,04 0,08
4 p4 once every 10 years 0,10 0,08 0,13
5 p5 p5 0,18 0,13 0,24
6 p6 once every 3 years 0,33 0,24 0,44
7 p7 p7 0,57 0,44 0,76
8 p8 once every year 1,00 0,76 1,32
9 p9 p9 1,73 1,32 2,28
10 p10 once per trimester 3,00 2,28 +c0

Figure 42: Probability scale

Each level represents the yearly probability that a risk may occur. The values in yellow may be edited by
the user depending on the preferences of the customer on how to define the different probability levels.

The probability scale values are needed during the risk estimation step.

Various parameters
The following figure shows the default parameters for the “Various parameters”.

Various parameters

Internal External Default Max Mandatory Importance
setup setup lifetime RRF SOA phase threshold
300 700 5 66 49 1 0

Figure 43: Various parameters

The parameters in this table can be defined as follows:

Internal setup rate: Average cost of one internal man-day. Used to compute implementation costs of
security measures.

External setup rate: Average cost of one external man-day. Use to compute the implementation
costs of security measures.

Default lifetime: Default lifetime of a security measure before it has to be re-implemented. If a user
does not enter a value for the lifetime of a security measure, TRICK Service will consider the default
lifetime.

Max RRF: Used to fine-tune the Risk Reduction Factor (RRF). The Max RRF value is expressed in
percentage. The RRF will be multiplied with the MAX RRF value to fine-tune the RRF.

SOA: Used to only consider measure with implementation rate < SOA for the SOA section. If an ISO
27002 security measure has an implementation rate that is higher than the SOA threshold
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parameter, the security measure is considered to be implemented sufficiently to fulfil the ISO 27001
minimum requirements.

e Mandatory phase: Option to define a phase in which all security measures become mandatory to be
implemented

e Importance threshold: Needed for CSSF. Only risks that have a higher importance value than the
importance threshold are considered in the risk treatment plan.

Security maturity related parameters
Maximal efficiency rate per security maturity level

Finally, we can modify three tables regarding maturity level. The first maturity parameter table contains
maximal efficiency rates associated with different security maturity levels. The following figure shows
default values for these parameters.

Maximal efficiency rate per security maturity level

SMLO (%) SML1 (%) SML2 (%) SML3 (%) SML4 (%) SML5 (%)

20 40 50 70 90 100

Figure 44: Maximal efficiency rate per security maturity level

Implementation scale of SMT

The second maturity parameter table contains a scale for measuring the implementation rate of the
different tasks in the different security maturity levels. The following figure shows the default values for
these parameters.

Implementation rate of SMT

Level Implementation (%)
Not achieved 0
Rudimentary achieved 20
Partially achieved 50
Largely achieved 80
Fully achieved 100

Figure 45: Implementation scale of SMT

Required level of implementation per SML

The last maturity parameter table contains an overview on all tasks related to the different security
maturity levels and indicates the needed implementation rate of the tasks in order to be compliant with a
certain security maturity level. The following figures show default values for these parameters.
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Required level ofimplementation per SML

Category
Paolicies
Puolicies
Policies
Puolicies
Policies
Policies

Procedure

Procedure

Procedure

Procedure

Procedure

Implementation
Implementation

Implementation

Task
Pol 1
Pal 2
Pal 3
Pal 4
Pal &
Pal 6
Pro 1
Pro 2
Pro 3
Pro 4
Pro &
Imp 1
Imp 2

Imp 3

SMILO (%)

0

SML1 (%)

80

SMIL2 (%)
100

80

100

80

100

80

SML3 (%)
100
100

80

100
100

80

0
100
100

80

SMIL4 (%)
100
100
100
80
0
0
100
100
100
80
0
100
100

100

SML5 (%)
100
100
100
100
100
100
100
100
100
100
100
100
100

100

Figure 46: Required level of implementation per SML
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4.3 Risk analysis
4.3.1 Qualitative risk analysis

Threats, vulnerabilities and risks

The next sections represent the qualitative risk assessment part of TRICK Service, split into three different
tables: Threats, Vulnerabilities, and Risks. Each of the tables contains 6 columns which are described
below. Following the basic principle, the user may only edit table cells highlighted in green.

Column Description Modifiable
ID Unique identification number of the threat, vulnerability, or risk No
Name Name of the threat, vulnerability, or risk No
Acro An acronym of the characteristic (only for threats) No
Expo The level of exposure to the threat, vulnerability, or risk; based on the MAGERIT Yes
scale
Owner Column used to indicate the risk owner Yes
Comment A justification for the level of exposure that has been given Yes
Hidden A comment that will not be shown in the final report, but may be useful for the Yes
comment user

Table 2: Description of parameters in the risk information tables

The first sheet contains a description of the threat typology, classifying threats by different types (source,
class, security aspects, complexity, and motivation). The second sheet contains information about
vulnerabilities which could be present on the assets of the organisation (Insufficient maintenance/faulty
installation of storage media, Lack of periodic replacement schemes, Susceptibility to humidity, dust,
soiling, etc.). The third sheet contains a description of the threats classified by source (Nature, industrial
environment, internal error, etc.).

The user should systematically go through the three lists and provide an accurate exposure level for each
of the threats, vulnerabilities and risks. Double-clicking in the “Expo” column will provide the user with a
drop-down list of exposure levels. The meaning of the different levels is explained in the table below:

Level | Description | Evaluation criteria Treatment
== Very Weak » Risk scenario is not applicable to the scope (e.g. risk of No specific treatment
avalanche is only applicable for organisation located needed

close to mountains).

= No impactif risk occurs.

= Adequate counter measures (preventive/detective/
corrective) are implemented and maintained.

- Weak = Probability of risk scenario occurrence is very low (e.g. No specific treatment
risk of earthquake in a non-exposed region). needed

* No or negligible impact if risk occurs.

= Adequate counter measures (preventive/detective/
corrective) are implemented and maintained.
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N Normal = Risk level is similar to other organisations active in the Standard security
same sector. measures (e.g. of the
Impact of risk occurrence could have negative effects on ISO/IEC 27002 stan-
the business process(es) being part of the scope. dard)  should be
Adequate counter measures (preventive/detective/ selected if econo-
corrective) are implemented. mically justifiable
Company specific security measures are not required
+ Important Similar risk scenarios already occurred in the past; Specific security
Impact of risk occurrence is not negligible; measures have to be
No or no adequate counter measures are implemented selected/implemented
or counter measures are not maintained. to treat the risk
scenario.
++ Very Similar risk scenarios occurred recently; Risk scenario has to be
Important Impact of risk occurrence would considerably harm the quantified and specific
organisation; security measures
No counter measures are implemented. selected.

Table 3: Qualitative risk exposure scale

The user should then provide a comment in the *Comment” column that justifies the level of exposure. The
user may also choose to provide a second comment in the "Hidden Comment” column which will not be
seen in the exported report (see section 3.4.9). It is not mandatory for the user to fill in this column;
however in certain cases it may be necessary to add some useful information.

4.3.2 Quantitative risk analysis

Assets

The assets section contains a table listing all of the assets that are in the scope of the risk assessment. In
the ribbon above the asset table, the user has the following options: Add, Edit, Delete, Select, Unselect,
and Assessment.

Adding an asset

If there are no assets in the table already, the only option available to the user will be “Add” (highlighted in
blue, unlike the other options which will be greyed out). To add an asset to the list, the user should click on
the “Add” button which will open the box seen in the figure below.
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Add new asset

Name
Type Selectthe type of asset W
Value 0 kE
Selected O
Comment

Hidden
comment

Save Cancel

Figure 47: Add new asset

The user should fill in the following information related to each asset:
e Name: the name of the asset;
e Type: here the user can choose from the list one of the following different asset types:

Serv (Service);

Info (Information);

SW (Software);

HW (Hardware);

Net (Network);

Staff (Employees);

IV (Immaterial Value);

Busi (Business process);

O O O O 0O 0O O O O

Fin (Financial);

Compl (Compliance).

e Value: The value in k€ that the asset has to the company;

e Selected: Il selected, the asset will be included in the risk analysis;

e Comment: Acomment regarding the asset e.g. a justification of its value, etc.;

e Hidden comment: A comment regarding the asset which will not be displayed in the final report.

Once the user has filled in the fields (leaving comments is not mandatory) they should then click
on the “Save” button, which will add the asset to the list.

Editing an asset

Editing an asset can be done in two different ways:
e Double-click on the asset in the table to open the box indicated in Figure 47. The box will contain all
of the information that was previously entered and can be directly edited by the user before re-
saving using the “Save” button.
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o Selected the asset by ticking the box to the left hand side of the required asset. The “Edit asset”
option in the ribbon will now be highlighted in blue, allowing the user to click on it to open the
information box.

Deleting an asset
To delete an asset, the user must first select the asset by ticking the box next to it on the left hand side.
Once the box is ticked, the user can then click the “delete” button in the ribbon to delete the asset from

the list. The user can delete all of the assets in the list by ticking the box at the top of the far left column to
select all assets and then clicking "Delete”.

Select and unselect

The “Select” and “"Unselect” buttons are used to select which assets are to be included in the computation.
Ticking the box next to an asset and then clicking the relevant “Select”/"Unselect” button will either
include or exclude the asset from the computation. If an asset in the list has a green background, it is
included. If it has a white background, it is excluded from the computation.

Risk estimation per asset

The risk estimation button in the asset section can be used to perform the risk estimation per asset. This
means that for each asset, all applicable risk scenarios are shown and can be estimated. This estimation
can also be done by risk scenario which will be explained in Section “Scenarios” below.

How risk scenarios are defined is explained in Section “Scenarios”.

Estimation for LASP package

Show impact scale Show probability scale Open edit mode

Rep. Op. Leg. Fin. Pro. ALEP ALE ALEO

Scenario (kE) (kE) (kE) (kE) y) Unc. (k€) (kE) (kE) Comment Hidden comment
A_all - Complete loss, including backup 0 0 0 0 0 3 0 0 0

A_1-Partial loss or temporary 0 0 0 0 0 3 0 0 0

11 - External manipulation 0 0 0 0 0 3 0 0 0

12 - Fraudulent manipulation coming from 0 0 0 0 0 3 0 0 0

internal

13 - Accidental manipulation 0 0 0 0 0 3 0 0 0

Total 0 0 0

Figure 48: Risk estimation per asset

The estimation considers the scenarios which are selected in the risk scenario list and only chooses the
ones applicable for the asset in consideration. The estimation table contains the following parameters.

Column Description Modifiable
Scenario The risk scenario to consider No
Rep. The reputational impact of the scenario on the asset. The value can either be Yes

expressed in financial values (k€) or in qualitative values (i1 to i10 with 10 being the
most severe. The impact scale can be visualised by clicking on the “"Show impact
scale” link.

Op. The operational impact of the scenario on the asset. The value can either be Yes
expressed in financial values (k€) or in qualitative values (i1 to i10 with 10 being the
most severe. The impact scale can be visualised by clicking on the “Show impact
scale” link.
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Column Description Modifiable
Leg. The legal impact of the scenario on the asset. The value can either be expressed in Yes
financial values (k€) or in qualitative values (i1 to i10 with 10 being the most
severe. The impact scale can be visualised by clicking on the “"Show impact scale”
link.
Fin. The financial impact of the scenario on the asset. The value can either be Yes
expressed in financial values (k€) or in qualitative values (i1 to i10 with 10 being the
most severe. The impact scale can be visualised by clicking on the “Show impact
scale” link.
Pro. The probability that the scenario will occur (ranging from po: insignificant, to p1o: Yes
once a month). The probability scale can be visualised by clicking on the “Show
probability scale” link.
Unc. Uncertainty: the level of certainty of the estimation of probability Yes
ALEP (ke€) Annual Loss Expectancy Pessimistic (k€). The value in this column is automatically No

generated based on the information in the other columns (see section Error!
Reference source not found. for details on computation).

ALE (k€) Annual Loss Expectancy (k€). The value in this column is automatically generated No
based on the information in the other columns (see section Error! Reference
source not found. for details on computation).

ALEO (ke€) Annual Loss Expectancy Optimistic (k€). The value in this column is automatically No
generated based on the information in the other columns.

Comment A comment relevant to the values that have been awarded Yes

Hidden The user may provide here any useful information which will not be shown in the Yes

comment final report

Table 4: Description of parameters in the asset assessment window

Scenarios

The scenarios table contains information regarding the different scenarios which will be considered for the
risk analysis. By default, the table contains the following scenarios, shown in the figure below.

ALEO ALE ALEP
O # Name Type (k€) (k€) (kE) Description

[0 1 A 1-Partial loss or temporary  Availability 0 0 0 A part of the asset is lost or the asset is temporarily
nonoperational.

O 2 A_all- Complete loss, including Availability 0 0 0 Loss of all asset, including backup
backup
[0 3 C1-Partial theft coming from Confidentiality 0 0 0 An essential part of an asset was stolen without
external complicity of an internal person.
[0 4 C2-Deliberate disclosure Confidentiality 0 0 0 An internal staff copies the entire asset to disclose it.
O 5 C3- Accidental disclosure Confidentiality 0 0 0 Following a false handling, an important part
becomes accessible to people that are not
authorized.
O 6 11 -External manipulation Integrity 0 0 0 An external person succeeds penetrating and

handling an asset.

O 7 12 - Fraudulent manipulation Integrity 0 0 0 An internal person handles an asset to create an illicit
coming from internal advantage.
8 13 - Accidental manipulation Integrity 0 0 0 A technical or organisational error causes a

corruption of an asset.

Total 0 0 0

Figure 49: Table of scenarios
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The table contains the following columns.

Column Description Modifiable

D Ticking this box means the item in the row is selected, enabling the user to No
choose the various options from the ribbon menu above the table

# Each scenario is given a unique sequence number starting from 1 No

Name The name of the scenario Yes

Type The security aspect that relates to the scenario, e.g. confidentiality, integrity Yes
or availability

ALEP (k€) The total Annual Loss Expectancy sum of the pessimistic risk estimation for No
the risk scenario in question.

ALE (k€) The total Annual Loss Expectancy sum of the pessimistic risk estimation for No
the risk scenario in question.

ALEO (k€) The total Annual Loss Expectancy sum of the optimistic risk estimation for No
the risk scenario in question.

Description A brief description of the scenario Yes

Table 5: Description of parameters in the scenarios table

The user can select a scenario from the table and edit, delete, select, unselect, and make an assessment of

scenarios.

The different functionalities are explained in the following sub-sections.

Adding a scenario

To add a scenario, the user should click on the "Add” button which will open the box shown in Figure 5o.

Add new scenario

Name

Type Selectthe type of scenario Y]

Description

Selected O

Applicable asset types

Busi Compl Fin HW Infa IV Net Ser Staff SW

o 0O o o o oo o o 0O

Save Cancel

Figure 5o: Adding a scenario

In this box, the following information should be entered by the user:

e Name: The name of the scenario;
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e Type: This drop down menu presents a list of different scenario types. Beside the risk types

confidentiality, integrity and availability, the list includes types coming from the CSSF circular. The
CSSF types are enumerated in the Table 6 below.

e Description: A brief description of the scenario;

e Selected: Select the box to include this scenario in the current risk assessment;

e Applicable asset typesi: Here, the user can select which type of assets the scenario applies to. This
information dictates the asset estimation (cf. chapter o).

In addition to the risk types of confidentiality, integrity, and availability, the CSSF categorises risk types as
indicated in the table below. All of the risk types contained in the table below can be selected from the risk
type drop down menu when adding a scenario.

Type Direct/Indirect Name

D1-Strat Direct Strategic risks/commercial policy

D2-RH Direct Operational risks - Human resources

D3-Processus Direct Operational risks - Processes

D4-BCM Direct Operational risks - Continuity of operations
D5-Soustrait Direct Operational risks - Cascade outsourcing

D6-SI Direct Operational risks - Information systems

D6.1-Secu Direct Information security

D6.2-Dev Direct Acquisition, development and maintenance of systems
D6.3-Expl Direct Operating procedures

D6.4-Support Direct Technical support of information systems

D7-Aut Direct Other relevant risk categories

l1-Strat Indirect Strategic and governance risks

l10-Aut Indirect Financial risks

12-Fin Indirect Legal and regulatory risks

13-Leg Indirect Operational risks - Human resources

14-RH Indirect Operational risks - Processes

I5-Processus Indirect Operational risks - Continuity of operations

16-BCM Indirect Operational risks - Cascade outsourcing

17-Soustrait Indirect Operational risks - Information systems

18-Sl Indirect Information security

18.1-Secu Indirect Acquisition, development and maintenance of systems
18.2-Dev Indirect Operating procedures

18.3-Expl Indirect Technical support of information systems
18.4-Support Indirect Risks related to a provision outside the financial sector
lg9-Prest Indirect Other categories of relevant risks

Table 6: CSSF risk categories

*The different asset types are described in chapter o
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Edit / modify a scenario

By selecting a risk scenario and clicking on the “Edit” button, the user can modify all information related to
the risk scenario. See section o for the description of the different fields that can be edited.

Select [ unselect a scenario

By selecting one or multiple risk scenarios and clicking on the “Select” or “Unselect” button, the user can
define if a risk scenario should be taken into account during the risk estimation.

Risk estimation per risk scenario

The risk estimation button in the risk scenario section can be used to perform the risk estimation per risk
scenario. This means that for each risk scenario, all applicable assets are shown and can be estimated. This
estimation can also be done by asset which is explained in Section "Assets” above.

Estimation for A_1 - Partial loss or temporary

Show impact scale Show probability scale Open edit mode

Asset Rep. Op. Leg. Fin. Pro. ALEP ALE ALEO
Asset value (k€) (k€) (k€) (k€) y) uUnc. (k€) (k€) (k€) Comment Hidden comment
Business process 10 0 0 0 0 0 2 0 0 0
Server 2 0 0 0 0 0 2 ] ] 0
Data 600 0 0 0 0 0 2 0 0 0
Application 65 0 0 0 0 0 2 0 0 0
LASP package 413 0 0 0 0 0 3 0 0 0
Total 0 0 0

Figure 51: Risk estimation per risk scenario

The estimation considers the assets which are currently selected in the asset list and only chooses the ones
applicable to the risk scenario. The estimation table contains the following parameters.

Column Description Modifiable
Asset The asset to consider for the risk scenario. No
Asset value The value of the asset to analyse. No
Rep. The reputational impact of the scenario on the asset. The value can either be Yes

expressed in financial values (k€) or in qualitative values (i1 to i10 with 10 being
the most severe. The impact scale can be visualised by clicking on the “Show
impact scale” link.

Op. The operational impact of the scenario on the asset. The value can either be Yes
expressed in financial values (k€) or in qualitative values (i1 to i10 with 10 being
the most severe. The impact scale can be visualised by clicking on the “Show
impact scale” link.

Leg. The legal impact of the scenario on the asset. The value can either be expressed Yes
in financial values (k€) or in qualitative values (i1 to i10 with 10 being the most
severe. The impact scale can be visualised by clicking on the “"Show impact scale”
link.

Fin. The financial impact of the scenario on the asset. The value can either be Yes
expressed in financial values (k€) or in qualitative values (i1 to i10 with 10 being
the most severe. The impact scale can be visualised by clicking on the “Show
impact scale” link.

Pro. The probability that the scenario will occur (ranging from po: insignificant, to Yes
p1o: once a month). The probability scale can be visualised by clicking on the
"Show probability scale” link.
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Unc. Uncertainty: the level of certainty of the estimation of probability Yes
ALEP (ke€) Annual Loss Expectancy Pessimistic (k€). The value in this column is No

automatically generated based on the information in the other columns (see
section Error! Reference source not found. for details on computation).

ALE (ke) Annual Loss Expectancy (k€). The value in this column is automatically generated No
based on the information in the other columns (see section Error! Reference
source not found. for details on computation).

ALEO (ke) Annual Loss Expectancy Optimistic (k€). The value in this column is automatically No
generated based on the information in the other columns.

Comment A comment relevant to the values that have been awarded Yes

Hidden The user may provide here any useful information which will not be shown in the Yes

comment final report

Table 7: Description of parameters in the asset assessment window

4.3.3 Risk treatment / compliance

The Risk treatment / Compliance drop-down list includes two distinct sections:

e Standard
e Implementation

The following paragraphs describe the functionalities of both sections.

Standards

The standard section includes a list of standards selected for the current analysis (see part “1” of the
picture below) and two functions called “Edit” & “Manage” (see part 2 of the picture below).

Risk treatment / Compliance =

Standard
27001 1
27002

G Edit
L3 Manage

Implementation
Phases

Action plan
Figure 52: Standard section of Risk treatment / Compliance drop-down list

For editing the standards, the user has two options:

e Clicking directly on the standard (see section Edit standards —table view) or;
e Clicking on the “Edit” option (see section Edit standards — detail view)

Edit standards — table view

The image below shows an excerpt of the measures table for ISO 27002 in TRICK Service.
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IR W EW INV LT IM EM RM CS To
Ref. Domain ST (%) (md) (md) (k€) (y) (md) (md) (k€) (k€) PH. Resp. check Comment To do
5 Information security policies
51 Management direction for information security
511 Policies for AP O O O O O O 0 0 0 1
information
security
512 Reviewofte AP 0 O O 0 0 0O 0 O 0 1
policies for
information
security
6 Organization of information security
6.1 Internal organization
6.1.1  Information AP 0 0 0 0 0 0 0 0 0 1
security roles
and
responsibilities
6.1.2 Segregationof AP 0 0 0 0 0 0 0 0 0 1
duties
6.1.3 Contact with AP 0 0 0 0 0 0 0 0 0 1
authorities
Figure 53: Standards — Table view
The security measures tables contain the following information:
Column Description Modifiable
Ref The reference number, as defined by the relative standard No
Domain The title of the security measure No
Status Defines the status of applicability of the security measure. Here, the user can choose Yes
the following three options from a drop-down list:
- M (Mandatory): The security measure is required and will be implemented
first;
- AP (Applicable): The security measure is relevant and will be considered in
the computation;
- NA (Non-Applicable): The security measure is not relevant to the
organization and will therefore not be considered in the computation.
IR (%) The current implementation rate of the security measure. The user can enter a value Yes
between o and 100%
IW (md) Internal workload in man days needed to achieve 100% implementation rate Yes
EW (md) External workload in man days needed to achieve 100% implementation rate Yes
INV (k€) Investment: the cost in k€ to achieve 100% implementation rate Yes
LT (y) Lifetime of the security measure before it has to be re-implemented. If no value is Yes
indicated, the default value indicated in the various parameter section (see section
0) is considered.
IM (md) Yearly internal maintenance workload in man days to keep the implementation rate Yes

t0 100%.
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EM (md) Yearly external maintenance workload in man days to keep the implementation rate Yes
to 100%.

RM (ke) Yearly recurrent maintenance costs (e.g. licences) Yes

CS (ke) Cost: this is the annual cost in k€ of maintaining 100% implementation rate. No
The costs are computed with the following formula:
CS = (IW * internal setup rate + EW * external setup rate + investment) / LT + IM *
internal setup rate + EM * external setup rate + Rl
Note that the internal and external setup rate are defined in the various parameter
section of TRICK Service (see section o).

Phase The phase of the Risk Treatment Plan in which the action (To do) should be carried Yes
out

To check Text box where user can indicate what he has still to check to verify implementation Yes
status of security measure.

Comment A justification of the information provided in the previous columns Yes

To do If the security measure is applicable and not already at 100% implementation rate, An Yes
action should be defined in this column that will result in the organisation achieving
100% implementation rate.

Responsible |Person responsible for the implementation of the actions defined in the “To do” Yes
column.

Table 8: Description of parameters in security measures tables

Edit standards — detail view

The Detail View consists of two parts. Part “1” represents the navigation pane and part 2 the detail view
including the entry fields.

The navigation pane allows the user to switch between the standards that have been selected for the
current analysis and the different entries of the selected standard.

The following table describes the different navigation symbols of the navigation pane:

E‘l Return to the analysis
« Go to the previous chapter of the standard
< Go to the previous entry of the standard

3 Go to the next entry of the standard

> Go to the next chapter of the standard
T Close the current analysis

Table 9: Navigation symbols of the navigation pane
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Figure 54: Standards — Detail View

The detail view contains the following information and entry fields:

Column Description Modifiable

Status Defines the status of applicability of the security measure. Here, the user can choose Yes
the following three options from a drop-down list:
- M (Mandatory): The security measure is required and will be implemented
first;
- AP (Applicable): The security measure is relevant and will be considered in
the computation;
- NA (Non-Applicable): The security measure is not relevant to the
organization and will therefore not be considered in the computation.

Implement |The current implementation rate of the security measure. The user can enter a value Yes
(%) between o and 100%

Internal Internal workload in man days needed to achieve 100% implementation rate Yes
Workload

(md)

External External workload in man days needed to achieve 100% implementation rate Yes
Workload

(md)

Investment |Investment: the cost in k€ to achieve 100% implementation rate Yes
(ke)

Life time (y) |Lifetime of the security measure before it has to be re-implemented. If no value is Yes

indicated, the default value indicated in the various parameter section (see section
0) is considered.

Internal Yearly internal maintenance workload in man days to keep the implementation rate Yes
maintenance |to 100%.

(md)

External Yearly external maintenance workload in man days to keep the implementation rate Yes
Maintenance [to 100%.

(md)

Recurrent Yearly recurrent maintenance costs (e.g. licences) Yes
Maintenance

(k€)
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Cost (ke€) Cost: this is the annual cost in k€ of maintaining 100% implementation rate. No
The costs are computed with the following formula:
CS = (IW * internal setup rate + EW * external setup rate + investment) / LT + IM *
internal setup rate + EM * external setup rate + Rl
Note that the internal and external setup rate are defined in the various parameter
section of TRICK Service (see section o).
Phase The phase of the Risk Treatment Plan in which the action (To do) should be carried Yes
out
Responsible |Person responsible for the implementation of the actions defined in the “To do” Yes
column.
To check Text box where user can indicate what he has still to check to verify implementation Yes
status of security measure.
Comment A justification of the information provided in the previous columns Yes
To do If the security measure is applicable and not already at 100% implementation rate, An Yes
action should be defined in this column that will result in the organisation achieving
100% implementation rate.

Table 10: Entry fields for each security measure

Manage standards

The user is free to add further standards from the knowledge base or remove standards if they are not
needed in the current risk analysis. This can be done by clicking on the "Risk treatment / Compliance” drop-
down list of the navigation bar and clicking on the *“Manage” option under the “Standard” section.

Risk treatment / Compliance -

Standard
27001
27002

G Edit

L3 Manage

Implementation
Phases

Action plan
Figure 55: Open “"Manage standards” interface
After this step, a new window appears, showing all standards included in the risk analysis.

The user has several options:

e Create custom security measures ("Create” button, see section o);
e Add a security standard form the knowledge base ("Add” button, see section o).
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Manage standards

=+ Create =+ Add
Name Version Description Computable Type Analysis only
] 27001 2013 Naorm 27001 from 2013 Mo Normal Mo
[0 27002 2013 Norm 27002:2013 Yes Normal Mo

Figure 56: Manage standards of a risk analysis

The user can delete a standard from the analysis by selecting the standard and clicking on “"Delete” button.
The “Edit” button can be used to edit the information of a custom security measures list (see section o)

Add a security standard from the knowledge base

The user can add a new standard from the knowledgebase by clicking on the “"Add” button. In the new
interface, the user can select a standard from the knowledge base and add it to the analysis by clicking on
the “"Add” button.

Add existing standard

27019 -2013 hd Add

Figure 57: Add new standard from the Knowledge base

Create custom security measures
By clicking on the “Create” button (see Figure 56), a new window will appear. Now the user can indicate:

e The name of the custom security measure list;

e Adescription for the new custom security measure list;

e Select if the security measure of the security measure list should have influence on asset types
(option “"Normal”) or on specific assets (option “"Asset”);

e Selectif the security measures to be included in the security measure list can reduce risks or not.

After clicking on the “Create” button, the new security measure list will be added to the risk analysis.
Add security measure in custom security measure list

The following sections define how to add security measures to a custom security measures list. Section o
describes how to add a security measure to a security measure list that has influence on all risks of a
specific asset type and section o describes how to add a security measure to a security measure list that
has influence on all risks of a specific asset.

How to define the type of a custom security measures list is described in section o.
Asset type related security measures

First the user has to select the custom security measure list form the “Standard” select box. Next, the user
can add, edit or delete a custom security measure.
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Figure 58: Custom security measure list

To add a new custom security measure, the user has to click on the "Add” button. A new form will be
shown which consist of two tabs.

e The first tab “General” is used to provide general information of the new security measure to be

added:
o  Areference number for identifying the security measure;

A level, domain and description of the security measure (see section o for details about the

meaning of the fields);

e The second tab “Properties” is used to indicate the risk reduction factor of the new security measure
to be added. Details on meaning of the different properties can be found in the section 1.

O

Add new Measure

General Properties

Reference

W

Level
Computable

Domain

Description

Save Cancel

Figure 59: Add new custom security measure — General tab
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Add new Measure

General Properties

strength  Strength
measure sectorial

|

< >

m Cancel

Figure 60: Add new custom security measure — Properties tab

After providing all information, the user can add the new custom security measure by clicking on the
“Save” button.

Asset related security measures

First the user has to select the custom security measure list form the “Standard” select box. Next, the user
can add, edit or delete a custom security measure.

To add a new custom security measure, the user has to click on the "Add” button. A new form will be
shown which consist of three tabs.

The General tab and the properties tab are the same as for the asset type related security measures (see
section o)

As the security measures should be linked to specific assets, the user can select the assets on which the
custom security measure will have influence on, in the “"Assets” tab. He can filter the assets by their type
and select the asset by clicking on the asset in the list of assets. The selected assets will be shown on the
“Selected assets” list.
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General Assets Properties

Choose Assets for risk reduction

Choose asset(s) on which security measure will have risk reduction effect.

TRICK Hame HW W
List of assets Selected assets
Click on asset for selection Click on assetfor deselection
COI’I"IDUIQI’S Senver
IT support appliances AVCaesar senver

IT communication appliances
Office furniture

itrust semver

Figure 61: Add new custom security measure —Assets tab

After providing all information, the user can add the new custom security measure by clicking on the
“Save"” button.

Implementation

Implementation phases

The “implementation phases” section gives the user the possibility to define implementation phases for
the different security measures included in the action plan.

The user has the options to add, edit or delete implementation phases. These options are explained in the
following paragraphs.

By clicking on the “Add” button, the user get a new window where he can define a start and end date of an
implementation phase. After clicking on the “"Save” button, the new implementation phase will be added
to the list of implementation phases.
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Add new phase

Period of ime 2015-0?-02| to 2017-09-30

« July 2015 »
Mo Tu We Th Fr Sa Su

29 30 13 4 s
odve
8 9

10 11 12

14 15 16 17 18
21 22 234 2%
28 29 30 A

Figure 62: Add new implementation phase

To modify a start and end date of an implementation phase, the user has to double click on the date field
or select the phase to modify and click on the edit button.

To delete an implementation phase, the user has to select the implementation phase and click on the
“Delete” button.

Action plan

The security measures to be implemented will be displayed in the “Action plan” section. For the
computation of the action plan and of the security measures to be implemented see section 4.5.1.

The results of the action plan computation are presented in the section “Action plan” for normal ALE
values, in “Action plan opt.” section for optimistic ALE values, and in “Action plan pess.” for pessimistic ALE
values.

A description of each column can be found in the table below.

Column Description Modifiable
# A unique reference number designated to each of the actions in the list. No
Standard This column references the standard from where the clause relevant to No
the action is derived.
Reference The reference number of the security measure coming from the security No
standard.
To do The action that should be performed to satisfy the requirements of the No
relevant norm.
ALE (k€) Annual Loss Expectancy: No
Delta ALE (k€) Delta Annual Loss Expectancy: No
CS (ke) The implementation costs of the security measure. No
ROI (k€) The Return On Investment value. No
IW (md) The number of internal man days needed to complete the action. No
EW(md) The number of external man days needed to complete the action. No
INV (k€) The investment cost of completing the action. No
Phase The phase of the risk treatment where the action will be carried out. Yes

Table 11: Description of parameters in the Action Plan table

The user also has the option of viewing the ALE value evolution for each individual asset in the table by
clicking on the “Show assets” button.

With the "Compute” button, the user has the possibility to compute the action plan. After clicking on the
“"Compute” button, the user gets another window allowing him to indicate which standard(s) he wants to
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take into consideration during computation. If no standard is selected, all standards are by default taken
into consideration.

Compute action plan

Select a standard to compute the action plan

(Mo options given means: all standards will be used to compute)

27001 27002 Custom  Custom Asset Custom non-computable Maturity

| O | | O O

Compute Cancel

Figure 63: Compute action plan

4.3.4 Privacy Impact Assessment

A Privacy Impact Assessment (see Section 2.2.1) can only be conducted if the "CSSF” mode is enabled for
the risk analysis (see Section 3.4.6 for doing so).

In that case, additional columns for expressing different kinds of impact (most notably those of legal and
reputational kind) appear in the risk estimation sheet (see Section 4.3.2 and, more precisely, Table 4). The
comment field allows one to specify all identified (applicable) data, and to justify the likelihood and
impacts specified.

Security mechanisms can be specified in a custom standard or an existing one (see Section 4.3.3).

Since all this information is smoothly integrated in the TRICK Service risk analysis approach, the action
plan (see Section 4.3.3) can be used to evaluate the security measures to determine the risk mitigation.

4.4 Risk communication

4.4.1 Statement of Applicability (SOA)

The “"SOA” section enables users to see for each security measure coming from the annex of ISO 27001,
which couple asset/threat has the best reduction of ALE.

The column Comment allows the user to fill in some information regarding the measure and the
asset/threat.

The last column Reference enables the user to give a reference to a document or any other type of support
in evidence of the status of the measure.

4.4.2 Action plan summary

The action plan summary contains a breakdown of the action plan; allowing the user to visualise the key
aspects of the action plan. The information contained in this section is described in the table below. Note
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that none of the information in this table is directly modifiable as it is generated based on the information

provided in the previous tables.

Phase columns are generated depending on how many phases are intended to complete the risk

treatment plan. The “Start (Po)” is based on the organisations current state, before any risk treatment has

taken place.

Phase characteristic

Description

Begin date

The date on which the phase will begin

End date

The expected completion date of the phase

Compliance ... (%)

Compliance rate with a security standard. Computed based on the average implementation rate
of the security measures from a security standard.

Number of measures for
phase

The number of measures which will be treated during the phase

Implemented measures
(number)...

The number of measures already implemented

1. Profitability

1.1. ALE (k€)... at end

Annual Loss Expectancy in k€ at the end of the phase

1.2. Risk reduction
(kely)

The risk reduction in k€
risk_reduction = ALE_previous_phase - ALE_current_phase

1.3. Average yearly cost
of phase (k€/y)

Average yearly cost of phase

1.4. ROSI (k€ly)

Return On Security Investment

ROSI = risk_reduction - annual_cost

1.5 Relative ROSI

Relative Return On Security Investment
relative_ROSI = ROSI [ annual_cost

2. Resource planning

2.1 Implementation costs

2.1.1. Internal workload
(md) of phase

The total estimated internal workload in man days needed for implementing the security
measures planned to be implemented in the phase under consideration.

2.1.2. External
workload (md) of phase

The total estimated external workload in man days needed for implementing the security
measures planned to be implemented in the phase under consideration.

2.1.3. Investment (k€) of
phase

Total investments to be made during the phase under consideration.

Total implementation
costs of phase

Total internal workload (md) of phase * Internal setup rate (€¢/md) + Total external workload (md)
of phase * External setup rate (€/md) + Investment of phase

2.2. Recurrent costs

2.2.1. Internal
maintenance (md) of
phase

The internal maintenance effort in man days to keep the implemented security measures
effective.

The total of internal maintenance in man days for each security measure to be implemented in
the phases that precede the phase under consideration.

Note 1: As the internal maintenance is always indicated as yearly maintenance effort, the
“internal maintenance effort of phase” is adjusted to the duration of the phase under
consideration (example: the internal maintenance of a security measure is 1 md per year and the
implementation phase under consideration has only a duration of half a year, then the “internal
maintenance effort of phase” is 0,5 md.

Note 2: Maintenance efforts are only considered starting from the phase that follows the
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Phase characteristic

Description

implementation phase (e.g. if in phase 1 we indicate an internal maintenance of 1 md, this will
only appear in phase 2 as in phase 1, the security measure will be implemented and only starting
from phase 2, the security measure has to be maintained.

Note 3: If the implementation rate is put to 100%, the internal maintenance will be taken into
account starting from phasex.

2.2.2. External
maintenance (md) of
phase

The external maintenance effort in man days to keep the implemented security measures
effective. The total of external maintenance in man days for each security measure to be
implemented in the phases that precede the phase under consideration.

Note 1: As the external maintenance is always indicated as yearly maintenance effort, the
“external maintenance effort of phase” is adjusted to the duration of the phase under
consideration (example: the external maintenance of a security measure is 1 md per year and the
implementation phase under consideration has only a duration of half a year, then the “external
maintenance effort of phase” is 0,5 md.

Note 2: Maintenance efforts are only considered starting from the phase that follows the
implementation phase (e.g. if in phase 1 we indicate an external maintenance of 1 md, this will
only appear in phase 2 as in phase 1, the security measure will be implemented and only starting
from phase 2, the security measure has to be maintained.

Note 3: If the implementation rate is put to 100%, the external maintenance will be taken into
account starting from phase 1.

2.2.3. Recurrent
investment (k€) of
phase

Recurrent investments to make in order to keep implemented security measures effective.

The sum of the recurrent investments for each security measure to be implemented in the phases
that precede the phase under consideration.

Note 1: As the recurrent investment is always indicated as yearly recurrent investment cost, the
“recurrent investment of phase” is adjusted to the duration of the phase under consideration
(example: the recurrent investment of a security measure is 1 k€ per year and the implementation
phase under consideration has only a duration of half a year, then the “recurrent investment of
phase” is o,5 ke.

Note 2: Recurrent investment costs are only considered starting from the phase that follows the
implementation phase (e.g. if in phase 1 we indicate an recurrent investment of 1 kg, this will only
appear in phase 2 as in phase 1, the security measure will be implemented and only starting from
phase 2, the security measure has to be maintained.

Note 3: If the implementation rate is put to 100%, the recurrent investment will be taken into
account starting from phasex.

Total recurrent costs
(k€) of phase

The recurrent costs of all security measures included in the phase (including internal and external
maintenance costs).

Total_recurrent_costs_of_phase = internal_maintenance * internal_rate + external_maintenance
* external_rate + recurrent_investment

Total cost (k€) of phase

Total cost of phase =Total implementation cost of phase (k€) + Total recurrent costs of phase (k€)

Table 12: Description of the parameters in the action plan summary table

4.4.3 Risk register

The risk register is specific to risk assessments which are conducted in the context of the CSSF risk
analysis. Its purpose is to provide an overview of the most important risks (based on their potential impact)

sorted by category.

The TRICK Service risk register can be used to provide the following information to the CSSF:

e The 20 most important direct risks (based on their potential impact);
e The mostimportant indirect risks (based on their potential impact);
e Other risks which have a netimpact of = 6 and a net probability > 5.
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TRICK SERVICE Home Analysis
Assets | Al ~ Customer documents
Scenarios A all-C | Customer documents stored on fileserver.
Assets
Impact Evaluation
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IS0 27001 certification Probability Reputation Operation Legal Financial importance Probability Impact Importance
Customer documents =

é Iy p0 |~ k€ i0 ~ kE 0 ~ kE 0 < k€ i0 v 0
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E ly NA |~ k€ 0 k€ 0 k€ 0 k€ 0 0
Test 21 “

& I 0 |~ k€ i0 o kE 0 o k€ 0 2 k€ i0 b 0
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Uncertainty Response Owner Pessimistic ALE Normal Optimistic
Test 18
2 Accept ~ k€ 0 kE 0 k€ 0
Test 17
Figure 64: Risk register interface in TRICK Service
CSSF risk sheets

The CSSF circular requires that every identified direct and indirect risk is reported in an individual risk
sheet. These risk sheets are not created in TRICK Service, but the user can copy the necessary information
from TRICK Service to create the required sheets for the CSSF. An example risk sheet can be seen in Figure
65.
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Risk ID Risk Cat Risk Risk owner
Description

Brief description of the risk.

Probability Impact Inherent Risk
10 Reputational Operational Legal Financial 10X 6 = 60
4 3 5 6
Rationale ‘
Description of why the risk is relevant to the organisation.
Scope ‘
What entities are included in the scope of the risk?
Controls |
List of controls that are implemented in order to reduce the risk.
Probability Impact Current Risk
6 Reputational Operational Legal Financial 6x6=36
4 3 5 6

Risk treatment

A declaration of whether the risk is formally accepted or if actions will be taken to mitigate it.

Action plan A list of actions designed to reduce the risk to an acceptable level.
Probability Impact Residual Risk
2 Reputational Operational Legal Financial 2x6=12
4 3 5 6

Target residual risk

A declaration that the targeted residual risk is accepted.

4.4.4 Charts

Figure 65: Example layout of CSSF risk sheet

ALE by Asset/Asset Type

The chart section “"ALE by Asset & by Asset type” includes two graphical representations. The first one
shows the different assets with their Annual Loss Expectancy (ALE) value. The assets are ordered following

the ALE value knowing that the asset with the highest ALE is represented on first position.

The second chart shows the ALE by asset type. All ALE of one type is summed up and the asset type with

the highest sum of ALE is ordered on first position.

ALE by Scenario/Scenario Type

The chart section “"ALE by Scenario & Scenario type” includes two graphical representations. The first one
shows the different risk scenarios with the sum of the ALE if the scenario occurs. The scenarios are ordered
following the ALE sum knowing that the scenario with the highest ALE sum is represented on first position.

The second chart shows the ALE by scenario type. All ALE of one type of risk scenario is summed up and
the scenario type with the highest sum is ordered on first position.

Ref.: USG_R601_TS 1.7 UserGuide_v1.3.docx

Page 65 of 73






Type/Client  Standard

2 1trust Prcf#'ilct 'LI'JRICK S.erice
i itle  User guide
’ Consultmg Classification  Internal

Compliance by Standard

The section “"Compliance by Standard” graphically represents the level of conformance with the standards
ISO 27001 & 27002 after the different implementation phases that have been defined.

A chapter with all non-applicable measures will appear on the chart without conformance value,
mentioned with (NA).

Evolution of profitability and ISO compliance

The chart “Evolution of profitability and ISO compliance” shows how profitable the different
implementation phases of the risk treatment plan are and how the compliance rate with the international
standards 27001 and 27002 evolves.

Budget by Action Plan

The budget chart presents a chart containing the needed budget per implementation phase of the security
measures.

4.4.5 Advanced

Reload charts
This option is used to reload the charts after changes have been made
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4.5 Actions

On the right hand side of the analysis ribbon (highlighted in red in the figure below), is the actions drop-
down menu. This menu contains options which are described in detail in the following sections.

TRICK SERVICE Home - Analysis mport asks Profile Logout

History Risk context~ Risk analysis + Risk treatment / Compliance Risk communication « 'a E*

Action plan

Risk register

Report
Zqlite
Action plan (Raw)

Cpen

Open
Import
Import (Raw)
Export (Raw)

pdate
Refresh

Figure 66: Action menu

4.5.1 Computation

Compute Action Plan

Once the all information has been entered into the relative tables, this option allows the user to compute
the action plan.

After clicking “"Action plan”, the user gets another window allowing him to indicate which standard(s) he
wants to take into consideration during computation. If no standard is selected, all standards are by
default taken into consideration.
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Compute action plan

Select a standard to compute the action plan

(Mo options given means: all standards will be used to compute)

27001 27002 Custom Custom Asset Custom non-computable Maturity

| O | | O O

Compute Cancel

Figure 67: Compute action plan

It is also possible to compute the Action plan in the “Action plan” section (see o).

Compute Risk Register

This option allows the user to compute the risk register 4.4.3. It is also possible to compute the Risk
Register in the "Risk register” section (see 4.4.3).

4.5.2 Export

Export report

By clicking on “Report”, the user will get a structured risk analysis report including all data of selected the
risk analysis. The report is a word file including macros for the creation of charts & tables.

Export sqlite

By clicking on “Sqlite”, the user can export the selected risk analysis. The user will get a sqglite database file
including all data of the risk analysis. The exported file can be used as backup or to import it in another
TRICK Service instance (e.g.: locally installed TRICK Service).

Export action plan (raw)
This option allows to export the data of an action plan under Microsoft Excel format.
4.5.3 Edit mode

The edit mode can be used to open or close all text fields of the selected risk analysis.
4.5.4 RRF

Open RRF

The open RRF option opens the Risk Reduction Factor view where the user can define the risk specificities
for the different risk scenarios and the influence of the security measures on risks of the current risk
analysis.

The different meanings and accepted values for the risk specificities are defined in the section 1.
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Figure 68: Risk specificities definition view
Import RRF

The import RRF option allows the user to import the RRF values from a risk analysis profile or from another
customer. First the user has to select from which profile/ customer and from which analysis he likes to
import the RRF values and second he has to select for which standard he wants to copy the values.

Import security measure characteristics

Customers

itrust consulting s.arl. E|
Analyses

test-v.0.0.1 E|
Standards

27001

27002

Figure 69: Import of risk specificity values

Once he selected a profile and a standard, he can import the RRF values defined in the profile for the
selected standard to the current analysis. Note that the RRF values of the standard in the current analysis
will be overwritten by the RRF values from the standard of the analysis profile.

Export (Raw)

The export (raw) option allows to export all RRF values of the different standards in Microsoft Excel
format. This allows the user to modify more fast several RRF values. With the help of the Import (Raw)
option, the user can reimport and overwrite the RRF values of the selected risk analysis.
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Import (Raw)

With the help of the Import (Raw) option, the user can import and overwrite the RRF values of the selected
risk analysis. The import file has to be under Microsoft Excel format and correspond to the format of the
export (raw) data file.

4.5.5 Estimation

Update estimation

The update estimation option will recomputed all ALE. This option has only to be used in case the
automatic computation of the ALE failed.

Refresh estimation
The refresh estimation option allows deleting all estimations made in the current analysis.

4.6 Close analysis

Figure 70: Exit symbol

By clicking on the Exit symbol, the current risk analysis will be closed and the user will be redirected to the
“Analysis” section 3.4. This option allows the user to close the current analysis without logging out of the
application.
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Annex A — TRICK Service user roles

The following table resumes the different access rights of the different user roles available in TRICK
Service. To see and modify the user’s roles, please refer to section 3.8.2.

Page Group Action User (Cons |[Adm |Sup |Comment
ulta |inist |ervis
nt rator |or

Any Main Menu Home X X X X

Any Main Menu Knowledge X X X

base

Any Main Menu Analysis X X X X

Any Main Menu Import X X X X

Any Main Menu Profile X X X X

Any Main Menu Administrati X X

on

Any Main Menu Runtime X

Any Main Menu Logout X X X X

Knowledge Base Customers View X X X

Knowledge Base Customers Add X X X

Knowledge Base Customers Edit X X X

Knowledge Base Customers Delete X X X

Knowledge Base Language View X X X

Knowledge Base Language Add X X X

Knowledge Base Language Edit X X X

Knowledge Base Language Delete X X X

Knowledge Base Standards View X X X

Knowledge Base Standards Edit X X X

Knowledge Base Standards Show X X X

Measure

Knowledge Base Standards Get import X X X

template

Knowledge Base Standards Import X X X

standard
Knowledge Base Standards - |View X X X
Show Measures

Knowledge Base Standards - |Change X X X
Show Measures |language

Knowledge Base Standards - |Add X X X
Show Measures

Knowledge Base Standards - |Edit X X X
Show Measures

Knowledge Base Standards - |Delete X X X
Show Measures

Knowledge Base Analysis profiles |View X X X

Ref.: USG_R601_TS 1.7 UserGuide_v1.3.docx
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P 1trust Project TRICK Service
. Title  User guide
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Page Group Action User (Cons |[Adm |Sup [Comment
ulta |inist |ervis
nt rator |or
Knowledge Base Analysis profiles |Open X X X
Analysis
Knowledge Base Analysis profiles |Set as default X X X
Knowledge Base Analysis profiles |Edit Info X X X
Knowledge Base Analysis profiles |Delete X X X
Admin Status View X X
Admin Status Install X X
Admin User View X X
Admin User Edit X X
Admin User Delete X X
Admin Customers View X X
Admin Customers Edit X X
Admin Customers Manage X X
Users
Admin Customers Delete X X
Admin All Analyses View X X
Admin All Analyses Manage X X
Access Rights
Analysis All Analyses View X X X X Only analyses enabled for the
current user
Analysis All Analyses New X X X X General: To create, at least 1
customer needs to be present,
and 1 language and profile.
Advanced: only  analyses
enabled for the current user
with Read Right
Analysis All Analyses Open X X X X Only analyses enabled for the
current user with Read Right
Analysis All Analyses Manage X X X X Only analyses enabled for the
Access Rights current user + user has to be
Owner or have All Right
Analysis All Analyses New Version |x X X X Only analyses enabled for the
current user with Modify Right
Analysis All Analyses Edit X X X X Only analyses enabled for the
current user with Modify Right
Analysis All Analyses Profile X X X X Only analyses enabled for the
current user with Modify Right
Analysis All Analyses Export X X X X Only analyses enabled for the
current user with Export Right
Analysis All Analyses Export X X X X Only analyses enabled for the
Report current user Export Right
Analysis All Analyses Delete X X X X Only analyses enabled for the

current user with DELETE right
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Analysis Analysis View X X X X User has to have Read access on
analysis

Analysis Analysis Export X X X X User has to have Export access
on analysis

Analysis Analysis Modify X X X X User has to have Modify access
on analysis

Analysis Analysis compute X X X X User has to have calculate

action plan action plan access on analysis
Analysis Analysis compute risk [x X X X User has to have calculate risk
register register access on analysis

Analysis Analysis delete X X X X User has to have delete access
on analysis

Analysis Analysis all X X X X User has to have all access on
analysis

Table 13: Access rights of the different user roles
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TREPASS 4.7. InterActor D6.4.4 v1.0

imported as .csv or .json files. Using network graphs and a flow chart view the user can
investigate and order the data, and construct a narrative from it for use with other tools.

Where to find the tool?
https://trespass.itrust.lu/tools in the "Data collection" category.

Current version of the tool: 1.0 Beta.

4.7.2. Connection

The first time users access the tool, they need to enter a new username and password by
clicking on the "Register" menu at the top of the welcome page.

Reqgister
This ation should be subitted. No Eability for sacurity of data or system

Figure 4.10.: Register to InterActor.

In order to connect, users then need to click on the Login link, enter the previous username
and password, and click on Sign In.

Figure 4.11.: Login to InterActor.
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= ju ] x
TREIPASS Tools B Crestive Secuntie: - Socil pat.. K | ==
= @ hitps/frespass-interactoritrustiy iy & Search T B +# F &8 @ =
INTERACTOR  Logn  Register

CYBER SECURITY is a truly interdisciplinary field of study that
is driven by complex, realworld challenges. Because of its
historical associations, the field tends to be annexed as a
technological concern. Increasingly governments and
organisations are recognising that cyber-security risk is socially
and politically constructed, a significant challenge for all aspects
of governance.

INTERACTOR is designed to capture data from workshops
where physical models represent perspectives upon cyber-
security resilience and risk. These models are rich social and
spatial pictures constructed by those working in the midst of
these real-world problems.

P -'.".l.':: iz Ri WL

Figure 4.12.: Welcome page of InterActor.
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4.7.3. Usage

Figure 4.13.: List of projects.

When connected, users can use the "Projects” link to see the list of current projects, or
create a new project using the "Add New Project" form: enter a name, then click on "Add"
to add a new project.

4.7.3.1. Editing a project

Click on the name of the project to edit it. It displays a list of workshops, and a form to add
a new workshop. It also displays a form to add a demo workshop.
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TEEWPASS Tool 2 Ceestive Secunftier - Soceal pat ", +
= & | hitpsy b itrustlu/nrojects /S yaahal2ad8 o B + R 8 B =
INTERACTOR

test

Problem definition

List of Workshops

Add New Workshop

Name

Add a demo workshop

There are two sets of Demo Data available.

Large Legd Data Set

Nama

Short Lega Data Set

Hame

Figure 4.14.: Edit a project.

4.7.3.2. Opening a workshop

Clicking on the name of a workshop opens it. Following picture is a demo workshop:

2016-10-31 ICT-318003
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Mame: test2 Actos Neswork

ety ]

ACTOR METWORK MAP

= v I profie

Figure 4.15.: Demo workshop.

The sample data file loads on request by the user.

Users can check that the corresponding output is correct by visually cross-referencing with
the physical models and the annotations made by the group within the tool and in personal
notes and drawings.

The documentation of InterActor will be found on the Help page of the tool. It is planned
that a demo video will be embedded there in addition to textual guidance. Finally, in time
the tool will be available on other servers with a new domain name, but we are unable to
give details about this at the moment.

4.8. Architect

4.8.1. Description

Architect is a leading software tool for Enterprise Architecture. Architect is compliant with
ArchiMate and TOGAF, the open standards for Enterprise Architecture, maintained by The
Open Group. The access to Architect is through RDP (natively supported on Windows,
MRD for Mac, Remmina on Linux).

Where to find the tool?
https://trespass.itrust.lu/tools in the "Modelling" category.

Current version of the tool: 4.3.2.
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4.8.2. Connection

When you click on the "Run" application link in the TREgPASS platform, a file named
"cpub-Architect-BiZZdesign_Hosti-CmsRdsh.rdp" is downloaded (accept the security mes-
sage).

Double-click on it (accept the execution warning message) and enter credentials you have
been provided by BiZZdesign in order to start creating a new model.

Login: BIZZDESIGNHOST\<username>, domain: BIZZDESIGNHOST

Sécurité de Windows *

Entrer vos informations d'identification

Tapez vos nom d'utilisateur et ot de passe pour vous connecter 3
RD5-BIZ-02 bizzdesign-hosting.com.

migmar

BIZZDESIGNHOST\migmar

R Utiliser un autre compte

B B

Figure 4.16.: Connection to Architect.

The application opens remote access to server and opens Architect.

% Connexion 3 RDS-BIZ-02.BIZZDESIGN-HOS... - et

&: RemoteApp

Démamage

A

9
o 5t
\1/

Architect 4.3.2

Figure 4.17.: Open remote access to server.
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Figure 4.18.:

Opening Architect.
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4.8.3. Usage

P r——

Figure 4.19.: Welcome page of Architect.

e[ e =

For using the Architect tool, a user guide is available here: Architect user guide.
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TREsPASS model editor in Architect

Henk Jonkers, May 8, 2015

Getting started

To start BiZZdesign Architect, go to the TRESPASS tool portal (https://trespass.itrust.lu/tools), and click
the link for Architect. Alternatively, you can directly start a Remote Desktop connection to
tresspass.bizzdesign-hosting.com (note the typo, an additional ‘s’ in ‘tres[s]pass’). In both cases, log in
with your credentials (user name is \BIZZDESIGNHOST\<username>).

To connect to the TRESPASS configuration, start the tool and select the ribbon option
‘Options—>Application Settings’. Go to tab Configuration, select ‘Use configuration on the following
location:’, and browse to E:\Data\configuration_traspass\ (see screenshot below). Also select the
checkbox ‘Reload configuration at startup’.

Application Settings 2
: | - o = Architect
@ j 'j : o el = Time and Mane | Advanced I Repository |
“ Edit Wiew Team Options Help Corfiguration | Graphics I Team |
Messages Repositories || Viewpoints Dock Floating Windows || {23 Application Settings.. | =5 Configuration
¥| Create Worksets ¥| Documentation Concepts and relations... E Loeation
X X If you change this location, you will need to restart the
e Eleackaney B alioatay Kl [ 2 1 = application in orderto read profile defintions from this
location.
= ) Use the default corfiguration
€3 | Model packages * x| Create ax = ) ) !
= i, = (® Use the configuration on the following location:
g. earc i 1 Drowser L |E:"-.Daia"-configulaﬁon_trespass"-. W | ‘ Browse...
g
ES Loading =t statup
Reload corfiguration at startup
o Select this checkbox and restart to bring about any changes
o you made to your configuration. Clear it again after you are
c done.
b=
-3
==l < mn 3
@
i — : Browse For Folder -
Viewpoints
Alternative location for profile definitions:
B Desktop )
I = Libraries
& Henk lonkers
4 M Computer _
4 Data (E) -
4 . Data
Ahmed § Yesuf (GUF)
J Claude
I-| . configuration_trespass
I+ . configuration_trespass_old
Dan lonita (UTY h
ke e Pl

To create a new TRESPASS model (with initially one model diagram), choose ‘File>New->ArchiMate—>4.
Empty TRESPASS model’. You can also open the IPTV example model: ‘File—>Examples—>ArchiMate->IPTV

TRESPASS’.
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A model may consist of more than one TRESPASS model diagram. All the TRESPASS model diagrams
together, within a single model, make up a single coherent TREsPASS model. To add a TRESPASS diagram,

in the ‘Model Packages’ browser, right-click on the model ( EI) and select ‘New—>TREsPASS’. (Note that
the same model may also contain ArchiMate views.)

Editing a model diagram

Creating elements

To add elements to a model diagram, select the appropriate element in the Create bar, and click or drag
on the canvas. To create multiple elements of the same type, press the ‘Shift’ key while putting the
element on the canvas (this keeps the element selected). There are seven main types of elements in the
TREsSPASS model: Location, Actor, Asset, Process, Policy, Predicate and Metric. When a Location has been
selected, you can toggle between the two location kinds (‘physical’ and ‘cyber’). When an Asset has been
selected, you can toggle between the two Asset kinds (‘item’ and ‘data’)

a5 9 2= o < E 4= Architect - [henkj's Model package 1:Empty model with total view:TRESPASS *] = [ B -
“ Edit View ArchiMate  Implementation and r| Risk Motivation TREsPASS Team Options Help & Themes™ & — & X

Messages Repositories Viewpoints Dock Floating Windows ﬂ Application Settings... %Arrange Minimized ED %‘i More Windows...

+| Create Worksets +| Documentation Concepts and relations... % Cascade =8
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- | Model packages B X | Create # x| | [T] TREsPASS. x| v
Search in model browser 0o Graphic shapes ¥ ~
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H [ Leoeaticn 2
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Py Predicate @
< m * Q
Ty Metric
Properties of Location i ~ %
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Propeties | Profiles Actor Asset
/" Edge
PI'DDE;IT}" Value L Assignment
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< E ~
N = Reamnve ~
= = 4[4[ [ ¥\, Documentation /
Location | ©3.2 y:2.0 wed0 hi1.6 | nil:/fhenkj's Model package 1 henkj | 1:1 100%

Creating relationships
Two types of relationships can be drawn between elements:

e Anedge connects to Locations. An edge is represented by a solid line if one of the locations that
it connects is of kind ‘physical’, and a dashed line if both locations are of kind ‘cyber’.





o An edge can be either directed (default, represented by adding an arrowhead to the line)
or undirected. To change a directed edge to undirected, click on the arrowhead. To
change an undirected edge to directed, click on one of the ends of the line.

e An assignment connects a Location to a Location, an Actor to a Location, an Asset to a Location,
Actor or Asset, a Policy to a Location or Asset, or a Process to a Location, Actor or Asset. An
assignment is represented by a line with a dot at the ‘to’ side. A solid line is used if the “from’
side is a location or actor, otherwise a dashed line is used.

o An alternative for using the assignment relationship is graphical nesting of an element
within the element that it is assigned to.

In the example below, Actor A is assigned to Location L (represented with nesting). Asset B is assigned to
both Location L and Location M. Note that if an element is assigned to more than one other element,
nesting can be used for at most one of these assignments.
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Relationships can be created by selecting the appropriate relationship in the create bar, or by using the

‘smart connector’ (¥ ).

For assets, processes, and policies, an assighnment to an actor, asset or location can also be created using
one of the buttons 209 (available when selecting the element, see the screenshot above). This is
especially useful when, e.g., policies and processes are not drawn in the same diagram as locations and
actors.





Specifying processes, policies, predicates and metrics

The content of processes, policies, predicates and metrics can be specified in the properties window of
the element, or in the more user-friendly canvas editor (which can be opened using the ‘Open editor’
control, E).

A process consists of a list of actions. Each action is a structure that consists of:

e Anaction type (‘in’, ‘out’, ‘move’ or ‘eval’)

e Atarget (only for action type ‘out’)

e Alist of infout structures (only for action types ‘in’ and ‘out’), which consist of an i/o type (‘var’,
‘val’ or ‘wildcard’) and a value (only for i/o types ‘var’ and ‘val’).

viwl 2 1
(w1}

in (var: source, val vmlloc, var: request, var: user, var. password);
t-=switchl (var: source, val: vm1loc, var: request, var: user, var: password);

A policy consists of credentials and an enabled action (‘in’, ‘out’, ‘move’ or ‘eval’).
The credentials are a list of one or more of the following elements:

e Credential locations (any element in the model)

e Credential items (assets with associated credential data and possibly other credential items)
e Credential predicates (name with associated tuples kind [variable/value] and value)

e (Credential data (assets/data items with associate tuples kind [variable/value] and value)

The enabled action is specified in the same way as an action in the action list of a process.





pD06
(hypervisort )

Credential locations:

Credential items:

Credential predicates:

isPassword (val: hypervisor1, var: U, var: P);

Credential data:

user (var: U);
password (var: P);

Enabled:

out (var: source, val: hypervisor1, var. request, var. U, var. P)

A predicate has an arity (a positive integer), and a list of values. Each value is a tuple of elements, the
number of elements in each tuple should match the arity of the predicate.

®

®
Arity: 2
administrator, Sydney,

technician, Terry,
accountant, Finn;

A metric has a name (the name of the element), a namespace, and a value.

&
Metric
X

MNamespace:

Value:

XML Import and Export
In the TRESPASS ribbon, the option is available to export a TRESPASS model to the XML format as
specified in the project (https://www.trespass-project.eu/schemas/TRESPASS model.xsd). This
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functionality is also available through an action button on the canvas (see below). The export includes
the combined content of all the TRESPASS diagrams in the model. It will prompt for a file location/file
name (which may be somewhere in the Data directory of the hosting environment, or a local directory
on your machine). The resulting XML file can be used as input for other tools in the TRESPASS model
chain

Also, the content of an existing XML file can be imported to create a TRESPASS model. There is an option
to put policies, predicates and metrics, and/or assets, in separate diagrams, which is mainly useful to
keep large models readable. Note that the XML format does not store graphical and layout information:
an automatic layout algorithm will be applied to an imported model. Also, the layout and graphical
properties of a model exported to XML will not be retained when importing the contents of this file
again. To store a model including the layout and graphical properties, the standard file format of
Architect (the regular ‘save’ functionality) should be used.

Action buttons
In the top-left corner of a TRESPASS diagram, a number of action buttons are available:

o Set metadata (author and version). Enter the author and version number of the model, this will be
used in the XML export (default are ‘anonymous’ and ‘0.1’).

2 2 2 f Switch on/off illustration view. In the illustration view, model elements are visualised in a

clipart-like way (see example below). In this view, the buttons (available if an element is
selected) can be used to cycle through a number of alternative visualisations for that type of element.
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@Export to XML (see above).
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TREPASS 4.9. Attack Tree Evaluator (ATE) D6.4.4 v1.0

4.9. Attack Tree Evaluator (ATE)

4.9.1. Description

The Attack Tree Evaluator (ATE) addresses multi-parameter optimisation of attack trees.
The evaluation techniques characterise the leaves of a tree with more than one parameter,
such as success probability and cost of an attack. Such multi-parameter optimisations are
necessary in case of conflicting parameters, as there is no single best solution but rather a
set of optimal solutions. We handle conflicting parameters by computing the set of efficient
solutions, defined in terms of Pareto efficiency. The results computed by the ATE allow the
defender for example to identify the maximum probability for a successfull attack, given an
attacker budget.

Where to find the tool?
https://trespass.itrust.lu/tools in the "Analysis" category.

Current version of the tool: 0.1.

4.9.2. Input

The tool takes as input an attack tree and the values for the basic actions such as prob-
ability of success and eventually their cost. The input attack tree for the tool should be
in XML format that can be generated from the socio-technical model by other tools in the
TREgPASS project, i.e., the Treemaker. The values for the basic actions are expected to
be in the XML source.

4.9.3. Output

Depending on the values provided for the basic actions, the tool can compute different
outputs. When only the probability values are provided for the basic actions, the tool
computes the maximum success probability of an attack. When the probability and cost
values are provided for basic actions, the tool computes the Pareto set of attacks with
maximum success probability and minimum cost. In both cases, together with the solution
the tool provides the set of corresponding basic actions. The tool can also compute the
minimum cost of an attack, if the probability values are either 0, meaning the basic action
is not performed, or 1, meaning the basic action is performed.

4.9.4. Connection

When you click on the "Run" application link in the TREgPASS platform, a file named
"AttackTreeEvaluator.jnlp" is downloaded (accept the security message). Double-click on
it (accept the execution warning message) to launch the ATree Evaluator (ATE).
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| £ Attack Tree Evaluator - | X

File Analysis About

Figure 4.20.: Attack Tree Evaluator.

4.9.5. Usage

The ATE is developed in Java and distributed as a jar archive, therefore a Java Virtual
Machine (JVM, the Java runtime environment) is required to run the program, and the
JVM version should be greater or equal to 1.7.0.

The ATE requires as input trees in the XML format defined by the TREgPASS project.
To run the tool, from a shell or command prompt execute:
java -jar ATE.jar <path-to-tree>.xml <pareto|probability>

where the parameter ’pareto’ launches the analysis maximising the probability of success
and minimising the cost, and the parameter ’probability’ only maximises the probability of
success. The values of probability and cost to basic actions are expected to be in the XML
source. In this implementation, the probability can be specified as a rational number from
0 to 1 or with a label in L, M, H, V which is then assigned a value in 0.1, 0.4, 0.7, 0.9,
respectively. In case a numeric value is provided, the system settings should support the
English separators.
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4.10. e3tool

4.10.1. Description

e3tool supports the construction of e3value value models as well as conducting profitability
and fraud assessment of these models, based on the e3fraud methodology. An e3value
model describes how economic value is created and exchanged within a network of actors.
The e3fraud methodology consists of an ontological extension to e3value able to represent
"sub-ideal" (i.e. fraudulent) value models, and a generation module which can identify,
rank and visualize fraudulent variations of a given value model.

e3tools is a merger between two existing projects:

e The e3editor tool with which users can construct and evaluate value models of net-
worked business models:

— Represent networked business models in terms of end users and enterprises,
as well as the things of economic value they exchange with each other;

— Assign economic value to the things exchanged, set pricing models, the number
of customer needs, the actors involved and required investments;

— Calculate the profitability of a networked business model for all actors involved,
evaluate changes in participating actors, and increase of prices.

e The e3fraud tool with which users can conduct fraud assessment of a networked
business model:

— Automatically generate deviations from a given value model, in terms of (1)
transactions that might not occur as agreed, (2) transactions that were not
expected to occur and (3) collusion, where two or more actors thought to be
independent act together against the interests of the provider;

— Sort and filter these fraud scenarios based on gain for potential fraudsters or
impact for the service/product provider;

— Visualise the financial effects of fraud scenarios across a given range of occur-
rence rates.

By merging these two tools, users can now also manually construct (and analyse) e3fraud
models.

Where to find the tool?
https://trespass.itrust.lu/tools in the "Analysis" category.

Current version of the tool: 0.2.2 beta. See latest releases at https://github.com/
danionita/e3tools/releases.
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4.10.2. Input

The e3tool is a standalone tool so it does not take any input.

4.10.3. Output

The e3tool can produce profitability charts from "normal" and fraud value models as well
generate ranked lists of fraud scenarios and associated models.

4.10.4. Connection

When you click on the "Run" application link in the TREgPASS platform, a file named
"e3tools.jnlp" is downloaded (accept the security message). Double-click on it in order to
start using e3tool.

4.10.5. Usage
4.10.5.1. Editing a model

You can drag and drop elements from left panel to the right panel to edit a value model.
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Figure 4.21.: e3tool editor.

Next screenshot shows an example of a value model.
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Figure 4.22.: Example of an e3tool value model.

4.10.5.2. Profitability chart

In order to generate a profitability chart, use the entry menu "Tools -> Profitability Chart".
This open a dialog asking for actor’s perspective to consider for generation. Choose an
actor and click on "OK".

Choose main actor pod

Which actor's perspective are you taking?
Lser A WS

Cancel

Figure 4.23.: e3tool: choose main actor.

It asks for parameter to use for generation. Choose a parameter and click on "OK".
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Figure 4.24.: e3tool: choose a parameter.
This finally asks for occurrence rate interval. Enter values and click on "OK".
Please Enter occurence rate intersal it
@ Mininurn ocourences: Maximum accurences:
E aK i | Cancel
Figure 4.25.: e3tool: enter occurrences.
This opens the profitability chart:
Profitability analysis of "Flat-rate telephormy” — O x

Revenue

100

0 50

150 200 250 300 350 400 450 500

Occurences of "Subscribe "
Provider B Provider & Lser B Llser &
W Ayg, =007 ® Ayg, =9393.68 4 Avg. =10 Ayg, = -9393.75
Slope = -0 Slope = 37.5 Slope = -0 Slope = -37.5

Figure 4.26.: e3tool: profitability chart.
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4.10.5.3. Fraud generation

There is an online wiki available at https://github.com/danionita/e3tools/wiki. The
wiki contains three tutorials at the moment of writing this deliverable. The wiki also has a
page describing in detail how fraud generation is performed.

The tool has usage instructions in the README.md file visible on the project’s main
GitHub page https://github.com/danionita/e3fraud.

4.11. Attack-Defence Tree optimiser (ADTop)

4.11.1. Description

The Attack-Defence Tree optimiser (ADTop) is a tool for risk analysis which takes an at-
tack tree and an extract of risk analysis as input information and provides sets of possible
security controls in the form of optimal attack-defence trees thanks to libraries of counter-
measures and an association matrix which makes the link between attacks and suitable
security controls. It uses the Return On Security Investment (ROSI) concept to evaluate
the usefulness of the generated attack-defence trees, and finds the most useful one(s).

Where to find the tool?
https://trespass.itrust.lu/tools in the "Analysis" category.

Current version of the tool: 1.0.

4.11.2. Connection

When you click on the "Run" application link in the TREgPASS platform, a file named
"ADTop.jnlp" is downloaded (accept the security message). Double-click on it (accept the
execution warning message) to launch the ADTop tool.
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A ADTop - X

m Generate  Evaluate Help

Welcome to our Attack-Defence Tree Optimiser

© 2016 itrust consulting - All Rights Reserved

Figure 4.27.: ADTop.

4.11.3. Usage

You can download the three sample input files provided on the TREgPASS platform in
order to test the tool:

ATree.xml.
extract.json.

Association matrix.xls.
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 Get clear data on server
 
 Steal device with remote access
 
 Locate device
 
 Identify privileged user
 0.25

 
 Spy
 0.5


 
 Steal device
 0.25


 
 Physical attack
 
 Break into premises
 0.75

 
 Steal server
 0.25



 
 lu.uni.adtool.domains.adtpredefined.ProbSucc
 ADTool2




{"analysisId":2,"impact":1000000.0,"probability":0.05773502663028744,"asset":{"id":1,"name":"Data","value":1000000.0},"scenario":{"id":466,"name":"Get clear data on server"},"standards":[{"id":4,"name":"My standard","measures":[{"id":637,"name":"Disk encryption","implRate":0,"cost":400.0,"rrf":0.9},{"id":638,"name":"Lock on server rack","implRate":0,"cost":250.0,"rrf":0.405},{"id":639,"name":"Building security","implRate":0,"cost":73000.0,"rrf":0.265},{"id":640,"name":"Access Control","implRate":0,"cost":1160.0,"rrf":0.16666666666666669},{"id":641,"name":"Device usage","implRate":0,"cost":420.0,"rrf":0.0},{"id":642,"name":"High confidentiality","implRate":0,"cost":1360.0,"rrf":0.0}]}]}


Association_Matrix

				Get clear data on server		Steal device		Steal device with remote access		Identify privileged user		Locate device		Break into premises		Physical attack		Spy		Steal server

		Disk encryption		0.9

		Lock on server rack		0.02												0.1				0.9

		Building security		0.03										0.93		0.1				0.6

		Access Control		0.2

		Device usage				0.84		0.12

		High confidentiality						0.05		0.75		0.1
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m ' ADTop

- x
m Generate  Evaluate Help
Tree 1X

¥ Get clear data on server, disjunctive, Success Probability : 0.0020776734999999875, Cost : 1070, ROSI : 209742, Impact : 1000000
¥ Steal device with remote access, conjunctive, Success Probability : 0.004400000000000001

¥ Locate device, conjunctive, Success Probability : 0.125
Identify privileged user, conjunctive, Success Probability : 0.25
Spy, conjunctive, Success Probability : 0.5
¥ Steal device, conjunctive, Success Probability : 0.04000000000000001
Device usage, Effectiveness : 0.84 Cost : 420.0
Device usage, Effectivenass : 0.12 Cost : 420.0
¥ Physical attack, conjunctive, Success Probability : 0.016874999999399398
Break into premises, conjunctive, Success Probability : 0.75
¥ Steal server, conjunctive, Success Probability : 0.024999999999999994
Lock on server rack, Effectiveness : 0.9 Cost : 250.0
Lock on server rack, Effectiveness : 0.1 Cost : 250.0
¥ Set 1, Effectiveness : 0.902 Cost: 0.0
Disk encryption, Effectiveness : 0.9 Cost : 400.0

Lock on server rack, Effectiveness : 0.02 Cost: 250.0

© 2016 itrust consulting - All Rights Reserved

Figure 4.28.: ADTop: Optimal attack-defence tree provided.

See the ADTop user guide attached here for more information:
ADTop user guide.

Additional information is also available in the "Help" menu of ADTop tool itself, by clicking
on the "About ADTop..." and "Get started" submenus.
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Management summary

ADTop is a tool developed by itrust consulting which permits to describe a risk scenario using an attack-
defence tree and to automatically determine an optimal set of security controls.

The user guide consists of two main parts:

e The first part describes the general concept of the tool and explains how it interacts with other
tools (such as ADTool and TRICK Service).

e The second part presents in more detail the workflow of the application, defines the format of the
required/produces files and explains the several elements of the user interface.
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1 Introduction

1.1 Context

ADTop (Attack-Defence Tree optimiser) takes an attack tree and an extract of risk analysis as input
information and provides sets of possible security controls in the form of optimal attack-defence trees
thanks to libraries of countermeasures and an association matrix which makes the link between attacks
and suitable security controls. ADTop uses the Return On Security Investment (ROSI) concept to evaluate
the usefulness of the generated attack-defence trees, and finds the most useful one(s).

The ROSI is computed as follows:

ROSI =1 (Pinit - residual) - ZCOSt(C):

where | is the estimated impact (in euros) in case the goal of the attacker is reached, Pj,i: and Piesigual are the
success probabilities of the attack root before and after the implementation of the security controls,
respectively. The sum iterates over the costs of all implemented security controls.

1.2 Objectives

The objective of this document is to present ADTop and to provide detailed information on how the tool
can be used.

1.3 Application

The information contained in this document should be applied by the users of the ADTop desktop
application.

1.4 Audience

This user guide will be provided to all eligible users of ADTop.

1.5 Document structure
The remainder of this document is structured as follows:
Chapter 2 presents the methodology and concepts behind the application.

Chapter 3 is the user guide; it will help the user to understand the functionalities of the application whilst
guiding them through the risk assessment.

1.6 References

Wes Sonnenreich. Return On Security Investment (ROSI): A Practical Quantitative Model. SageSecure
(2005). http://www.infosecwriters.com/text_resources/pdf/ROSI-Practical_Model.pdf.

TTC 2007, 4th ESA International Workshop on Tracking, Telemetry and Command Systems for Space
Applications, Darmstadt (D), 11-14/09/2007: C. Harpes, A. Adelsbach, N. Peccia, S. Zatti, "Quantitative
Risk  Assessment with ISAMM on ESA's Data System”. https://www.itrust.lu/wp-
content/uploads/2007/og/publications TTC 2007 abstract risk_assessment_with ISAMM.pdf.
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1.7 Glossary

The table below provides a description of some of the terms used in this document.

Terms Description

ALE Annual Loss Expectancy: projected annual loss of money due to threats.

Asset Goods (physical, human, information, etc.) having some value for the company.
ISMS Information Security Management System (as defined in the norm ISO/IEC 27001).

1.8 Acronyms

The table below lists the acronyms relevant to the current document.

Symbol Explanation

ADTree Attack-Defence Tree

ADTop Attack-Defence Tree Optimiser

ADTool Attack-Defence Tree Tool

ATree Attack Tree

CSSF Commission de Surveillance du Secteur Financier

EBIOS Expression des besoins et identification des objectifs de sécurité

ENISA European Network and Information Security Agency

ESA European Space Agency

IEC International Electrotechnical Commission

ILNAS Institut luxembourgeois de la normalisation, de I'accréditation, de la sécurité et qualité des
produits et services

IR Implementation Rate

ISAMM Information Security Assessment & Monitoring Method

ISMS Information Security Management System (defined in ISO 27001)

ISO International Organization for Standardization

JSON JavaScript Object Notation

MS Microsoft

N/A Non applicable

PDF Portable Document Format

RA Risk Assessment or Risk Analysis

ROSI Return On Security Investment

RRF Risk Reduction Factor

SME Small and Medium Enterprise

TRICK Tool for Risk management of an ISMS based on a Central Knowledge base

XML Extensible Markup Language
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2 General information

2.1 Concept

The figure below provides an overview of the different steps implemented in ADTop.

TRICK Service

Create an account

l

Create analysis

l

Export created
TRICK Service risk
analysis (API)

Import TRICK
Service risk
analysis

ADTool

l

Create an
Attack-Defence Tree

l

Export created
Aftack-Defence Tree

Y

Generate
Attack-Defence Tree

Y

Find optimal
Attack-Defence Tree
with multiple or
single application of
countermeasures

Y

Export optimal
Attack-Defence Tree

Open with ADTool

ADTop

If Association

h A

Matrix imported

Export
Association Matrix

Import
Attack-Defence
Tree

Import completed
Association Matrix

Figure 1: The different steps of ADTop.
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RRFs

@

¥

@ ([ TRICK ®

Service

Association
Matrix

Analysis

Microsoft
Excel

Figure 2: Software architecture of ADTop.

First, the security analyst creates a risk analysis using TRICK Service. He/she then designs the attack tree
corresponding to the risk scenario, using ADTool. The attack tree and risk analysis are both imported into
ADTop. An association matrix of the attacks of the risk scenario and the countermeasures coming from
TRICK Service is built. The security analyst enters the effectiveness values for each countermeasure
applying to suitable attacks using MS Excel. A single countermeasure may apply to several attacks. The
association matrix is then reimported into ADTop, which maximises the ROSI in order to provide an
optimal attack-defence tree (that can be visualised in ADTool). ADTop also exports the calculated RRFs
which can be compared with those of TRICK Service.
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3 ADTop user guide

This chapter is the user guide for ADTop. It will guide the user through all the functionalities of the
application.
3.1 Creation of required files

To be able to use ADTop, you need to import an attack tree generated by ADTool and an extract of a risk
analysis created by TRICK Service.

3.1.12 Creation and export of attack tree with ADTool

Please read the ADTool manual at http://satoss.uni.lu/members/piotr/adtool/manual.pdf, and then create
an attack tree using ADTool, and export it as an XML file.

Get
clear data
On Server
0.212890625

FPhysical
attack
01874

Steal device
with remote access
003125

Locate
device
01245

Steal senver
0.25

Break into premises
0.75

Steal device
0.25

|dentify privileged user
0.25

Figure 3: Example of an attack tree designed with ADTool.
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3.1.2 Creation and export of a risk analysis with TRICK Service

Please read the user guide of TRICK Service to find out how to create a risk scenario in TRICK Service and
how to export it as a JSON file.

3.2 Import and analysis of required files using ADTop

ADTop uses the imported attack tree and the extract of the TRICK Service risk analysis to create an empty
association matrix. Without importing the attack tree and the extract of the TRICK Service risk analysis, the
user cannot use any functionality of ADTop. In the next sections, the import and analysis of the required

files will be explained.

3.2.1 Importing and understanding an attack tree

:  ADTop

ZIEN Generate Evaluate Help

Attack-Defence Tree (XML)

Export ¥ | Extract of Risk Analysis (JSON)

Exit
e Welcome to our Attack-Defence Tree Optimiser

-

© 2016 itrust consulting - All Rights Reserved
Figure 4: Import an attack tree.
In order to import an attack tree into ADTop, the user should select the following menu:

File > Import > Attack-defence tree (XML).

A file chooser will appear on the screen, where the user should select an attack tree exported from ADTool
(in XML format).
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File Generate Evaluate Help

¥ Get clear data on server, disjunctive, Success Probability : 0.212890625
¥ Steal device with remote access, conjunctive, Success Probability : 0.03125
¥ Locate device, conjunctive, Success Probability : 0.125
Identify privileged user, conjunctive, Success Probability : 0.25
Spy. conjunctive, Success Probability : 0.5
Steal device, conjunctive, Success Probability : 0.25
¥ Physical attack. conjunctive, Success Probability : 0.1875
Break into premises, conjunctive, Success Probability : 0.75

Steal server, conjunctive, Success Probability : 0.25

: Import of Attack Tree X

0 The attack tree has been correctly imported.

o]

© 2016 itrust consulting - All Rights Reserved

Figure 5: Imported attack tree.

If the file is not damaged and acceptable, the user receives a pop-up confirming the success of the import
and the imported attack tree will then be displayed.

When an attack tree is imported, it is shown in hierarchical order in the user interface, starting at the top
with the root node. The user can read an attack tree from top to bottom. The indentation reflects the
levels of the attack tree. For instance, in Figure 5, the “Locate device” node contains two children “Identify
privileged user” and “Spy”.

An attack node in an attack tree contains the following relevant components:

e  The name of the attack;
e  Thedisjunctive or conjunctive operator;

e The success probability of the attack.

An attack node can be disjunctive (OR-refinement) or conjunctive (AND-refinement), meaning that either
one or all of its children apply, respectively. This information is imported from the attack tree (in XML
format). The bottom-up evaluation of an attack tree relies on its structure. In other words, the selection of
different types of refinements in an attack tree changes its global success probability.

Please check out http://satoss.uni.lu/studentprojects/ADTattributes.pdf and the ADTool manual to get
more information about the disjunctive and conjunctive operators.

Our application uses the following attributes of attack-defence trees:
e The success probability for the root node and the attack nodes;

e The effectiveness and security implementation costs (or cost) for the defence nodes.

The user can easily see the difference between the nodes thanks to their appearance: the root node is
black and 17pts. Attack nodes are red and 14pts and defence nodes are green and 16pts.
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3.2.2 Importing the extract of risk analysis

: ADTop = o X
m Generate  Evaluate Help
Attack-Defence Tree (XML) , Success Probability : 0.212890625, Cost : 0.0, ROSI: 0.0, Impact : 0.0
Export '} :ive, Success Probability : 0.03125
Bat: | bability : 0.125
¢ Association Matrix (XLS) Success Probability : 0.25

Spy. conjunctive, Success Probability : 0.5
Steal device, conjunctive, Success Probability : 0.25
¥ Physical attack, conjunctive, Success Probability : 0.1875
Break into premises, conjunctive, Success Probability : 0.75

Steal server, conjunctive, Success Probability : 0.25

© 2016 itrust consulting - All Rights Reserved

Figure 6: Import the extract of the TRICK Service Risk Analysis.
The user can import an extract of the TRICK Service risk analysis using the following menu:
File > Import > Extract of Risk Analysis (JSON).

A file chooser will show up. The user can select the TRICK Service risk analysis he wants to import. If the
risk analysis file is not damaged and acceptable, the user will see a pop-up confirming to success of the
import.

Once the attack tree and the TRICK Service risk analysis have been imported, the user can proceed to the
export of the empty association matrix, which he/she is then supposed to fill in.

3.2.3 Importing the extract of risk analysis thanks to the TRICK Service API

To use this functionality, the user needs to have an account for the TRICK Service web application. To
import a TRICK Service risk analysis into ADTop, the user should connect to the TRICK Service web
interface and select an existing risk analysis, using the TRICK Service API, by selecting the following menu:

File > Import > TRICK Service API

and enter his/her credentials. If the username and password are correct, the user can select the risk
analysis and the risk scenario to be imported.
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3.2.4 Export and use case of the association matrix

The association matrix can be exported if an attack tree and a TRICK Service Risk analysis have been
imported.

The user can export the association matrix using the following menu:
File > Export > Association Matrix.

A file chooser will pop up, where the user can give a name to the association matrix and select the path to
save it. By default, the name of the association matrix contains the current date.

After the export, the user needs to fill in this matrix (in Excel or a similar application) and to re-import it
into ADTop. The matrix is presented as follows:

e The rows are the countermeasures imported from the extract of the TRICK Service risk analysis;

e The columns are the attacks imported from the attack tree.

For each attack (row) and each countermeasure (column), the user defines whether the countermeasure is
applicable for this attack or not. If so, the user should enter the effectiveness value of the given
countermeasure for the given attack. The effectiveness value is a decimal number between zero and one,
meaning that the countermeasure has no effect or that it completely prohibits this attack, respectively.

3.2.5 Importing the association matrix

The user can re-import the association matrix as soon as it is filled in. The process will work only if the
imported association matrix has the same structure, i.e. same names for rows and columns than the one
exported previously.

An association matrix is considered invalid if it contains a value outside of the matrix, or if the value is
lower than zero or greater than one.

Once the association matrix is imported into ADTop, a new menu item will be enabled and visible in order
to generate the optimal attack-defence tree.
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(Y] 3 - [a) 0
) [(=] m 1]
a b4 b4
m 0 0
Management direction for informationsecd 0,8 | 0,8 | 0,6 0,8 0,8 0,2 | 0,8
Internal organization 0,4 01| 06| 07| 06
Mobile devices and teleworking 0,5| 0,2 | 0,005 01| 05| 08| 08
Prior to employment 01|0a5| o055 | 02| 03| 05| 03] 01| 02 0,3
During employment 0,2| 03 0,6 02| 05 |o5s5] 0,4 | 0| 0,2 0,3
Termination and change of employment 0,1 0,2 0,15 | 0,25 | 0,15 | 0,2 0,15
Responsibility for assets 0,9| 0,4 | 0,02 0,2 0,9
Infermation classification 0,3 0,4
Media handling 0,2 0,2 0,07
Business requirements of access control 0,1 0,5 0,3 | 0,05 0,05
User access management 0,2 0,6 0,4 | 01 0,1
User responsibilities
System and application access control 07| 0,55| 0,7 0,1 06| 07 | o5
Cryptographic controls 0,6 0,93 0,5 | 07
Secure areas 0,6 0,7 0,35 0,8
Equipment 03| 03| 0,05 | 02 0,4 | 0,15 0,2 | 0,5 | 0,45
Operational procedures and responsibilities
Protection from malware 0,4 | 0,05| o055 | o005 0,35 | 0,5
Backup
Logging and monitoring
Control of operational software 0,1 0,04 0,05 | 0,25
Technical vulnerability management 0,4]| 0,05| 0,4 0,4 | 03 | 0,08
Information systems audit considerations 0 0,02 0,03 | 0,03 | 0,05 0,04
Network security management 0,5
Information transfer 0,4 0,2 0,3
Security requirements of information syste] o |o0,04| 0,02 | 0,05 0,03 | 0,05 | 0,05
Security in development and support proce 0,05
Test data
Information security in supplier relationshig o 0,01 0,02 | 0,04
Supplier service delivery management
Management of information security incidd o | 0,03| 0,01 | 0,04 0,02 | 0,04 | 0,04
Information security continuity
Redundancies
Compliance with legal and contractualreqd o | 0,03| 0,02 | 0,04 0,03 | 0,02 | 0,04 | 0,04 | 0,04 | 0,04
Information security reviews o |o0,03| 0,00 |0,04 0,03 | 0,02 | 0,04 | 0,04 | 0,04 | 0,04

Figure 7: Example of filled association matrix.

3.3 Manualinsertion of nodes

The user can insert attack and defence nodes manually, but ADTop does not support starting from an
empty attack-defence tree, i.e. the user needs to import an attack tree before being able to add any new
attack or defence node. Note: this feature is under development and is not included in the version 1.0.
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3.4 Generation of the attack-defence tree

If the required files (risk analysis, attack tree, and association matrix) are correctly imported, the user can
select the following menu:

Generate > Attack-Defence tree

in order to generate an attack-defence tree which will contain all the attacks and countermeasures coming
from the association matrix (places where there are non-blank effectiveness values in the association
matrix).

3.5 Computation of risk reduction

The ROSI computed by ADTop contains the risk reduction caused by the implementation of all security
measures. However, one may be interested in the risk reduction engendered by individual security
measures, for instance to compare them with the risk reduction estimated by TRICK Service.

ADTop can compute a risk reduction factor (RRF) associated to each security measure retained in the
generated attack defence tree. All non-selected measures are discarded. The RRF associated to a measure
mis defined as

P .

RRFm =1 — with m :

without m
where Pyithoutm and Pyitnm are the success probabilities of the attack before and after the
implementation of m, respectively.

To compute these values RRF,,, ADTop computes an optimal attack defence tree (as described in Section
4) and proceeds by representing the set of selected measures as a sequence M = mq,m,,...,m,. The
order of this sequence is not specified and may be arbitrary. These measures are then successively added
to the initial attack tree in order to compute the intermediate success probabilities

P; := success probability of attack defence tree containing measures m, ... m;
foreachi = 1...n. The RRF engendered by each measure m; can then be deduced as follows:

i

)
P4

RREp, =1-

fori = 1...n, with P, being the initial success probability of the given attack tree (without any measures).

Note that these numbers depend on the order of the sequence M, and that it is not possible at the
moment to change the order of M —this is planned to be implemented in the future. However, in any case:

PP, P P
(1—RRE,)=—t 2% =1
H ™S Py Py Py Py

andthus Pyjthmy = Py - ]_[l-(l - RRFmi) = P, independently of the order of M.

3.5.1 Export of computed RRF values

The computed RRF values can be exported to a file. To do so, the user shall select the following menu:

File > Export > Risk reduction factors (JSON).
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ADTop will pick the attack-defence tree from the currently displayed tab, and compute the RRF values for
this tree as specified in Section 3.5 above.

The generated file (in JSON format) has the following structure:

{

"analysisId" : <id of the analysis in TRICK Service extract>,
"impact" : <impact of the scenario in TRICK Service extract>,
"probability" : <probability of the scenario in TRICK Service extract>,
"asset": {

"id" : <id of the asset in TRICK Service extract>,

"name" : "<name of the asset in TRICK Service extract>",

"value" : <value of the asset in TRICK Service extract>

}s

"scenario" : {
"id" : <id of the scenario in TRICK Service extract>,

"name" : "<name of the scenario in TRICK Service extract>"

b
"standards" : [
// list of standards in TRICK Service extract,

// each being of the following form:
{

"id" : <id of standard>,
"name" : "<name of standard>",

"measures” : [
// Llist of measures in this standard (from TRICK Service extract),

// each being of the following form:
{

"id" : <id of measure>,

"cost" : <cost of measure>,

"name" : "<name of measure>",

"implRate" : <implementation rate of measure>,
"optimal" : <the new RRF computed by ADTop>,
"rrf" : <the old RRF defined in TRICK Service>

}
15

"ale" <the ALE of the risk scenario as specified in TRICK Service extract>

}
Alternatively, the user could export the RRF values for comparison to an Excel spreadsheet by clicking on
the following menu (but this feature remains to be developed for the time being):

File > Export > RRF comparison (XLS)
The generated spreadsheet may have the following three columns:

e The first column contains all the imported security measures,
e The second column contains the related RRF values imported from TRICK Service, and

e  The third column contains the RRF values computed by ADTop.
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3.6 Help

3.6.1  About

A short description on the program can be read by selecting the following menu:

Help > About.

3.6.2 Get started

If the user needs to get some information for using ADTop, he/she can start reading the “Get started”
document by selecting the following menu:

Help > Get started.

3.7 Language
The application language can be changed using the following menu:

Help > Language.

Currently, English and French are supported.

Ref.: USG_R601_ADTop user guide_vo.6.4.docx Page 17 of 22





’
2

. Type/Client  Standard
ltrust Projet ADTop

consulting Titre  User guide
Classification  Internal

4 Evaluation of the attack-defence tree

The evaluation process is the main functionality of ADTop.

After the initial attack-defence tree has been generated, the item “Optimal attack-defence tree” in the
“Evaluation” menu becomes enabled and visible.

The evaluation is done by looping over all possible combinations of adding the countermeasures to the
attack-defence tree and calculating the Return on Security Investment (ROSI) of each tree:

ROSI = I+ Puienout ¢ = Puienc) = ). cost(c),

cec

where Py ithout ¢ IS the success probability of the attack before implementing the countermeasures, P, ith ¢
after implementing them, I is the impact of the main attack (or risk scenario), and ), .¢ cost(c) is the total
cost of implementing the selected countermeasures C. This can also be reformulated as

ROSI =1-Py-(1—RRF) — Z cost(c),

cec

where Py := Pyithout ¢ @and RRF is the risk reduction factor engendered by the implementation of all
security measures (as computed for instance by ADTop, see Section 3.5).

The attack trees with the highest ROSI values are maintained (the number of optimal attack-defence trees
can be defined by the user as shown in Figure 11).

The impact is imported from the TRICK Service risk analysis. The success probabilities are calculated by
evaluating the trees (P ithout ¢ based on the initial attack tree, and P, ¢ based on the current optimal
attack-defence tree) and the total costs correspond to the sum of the costs of the selected
countermeasures.

There could be two different ways of selecting countermeasures:

e By considering that a countermeasure is local, i.e. it can be applied independently to each
applicable attack nodes. So, it may be the case that the countermeasure is selected for an attack A,
but not for an attack B. With a=number of attacks and d=number of countermeasures, this
approach will evaluate (a + 1)% combinations;

e By considering that a countermeasure is universal, i.e. it can be applied everywhere it is applicable,
either selected for all the applicable attacks in the attack-defence tree, or for none. With
d=number of countermeasures, this approach will evaluate 2¢ combinations.

From the point of view of the security analyst, it makes more sense that the countermeasure has an effect
everywhere it is applicable in the attack-defence tree. Also, it reduces the number of combinations for the
computation of the optimal attack-defence tree. Therefore, ADTop considers that the countermeasure is
universal, and the user can evaluate the optimal attack-defence tree accordingly, by selecting the
following menu:

Evaluate > Optimal attack-defence tree.
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4.1 Add evaluation constraints and define the number of optimal
attack-defence trees

Before the evaluation of the optimal attack-defence trees, the user is asked whether to add constraints as
shown on the following picture.

i ADTop

File Generate Evaluate Help

¥ Get clear data on server, disjunctive, Success Probability : 2.1491482931972397E-6
¥ Steal device with remote access, conjunctive, Success Probability : 3.281250000000002E-5
¥ Locate device, conjunctive, Success Probability : 0.004687500000000001
¥ ldentify privileged user, conjunctive, Success Probability : 0.0625
High confidentiality, disjunctive, Effectiveness : 0.75 Cost : 1360.0
Spy. conjunctive, Success Probability : 0.5 u t

High confidentiality, disjunctive, Effer
¥ Steal device, conjunctive, Success Probabilit DO you want to add a constraint? 0
Device usage, disjunctive, Effectivene
¥ Set 2, disjunctive, Effectiveness : 0.825
Device usage, disjunctive, Effectivene No
High confidentiality, disjunctive, Effecuvenessuiscost:rsovw
¥ Physical attack, conjunctive, Success Probability : 5.512500000000001E-5
¥ Break into premises, conjunctive, Success Probability : 0.05249999999999996
Building security, disjunctive, Effectiveness : 0.93 Cost : 73000.0
¥ Steal server, conjunctive, Success Probability : 0.008750000000000008
¥ Set 4, disjunctive, Effectiveness : 0.965 Cost : 0.0
Building security, disjunctive, Effectiveness : 0.65 Cost : 73000.0
Lock on server rack, disjunctive, Effectiveness : 0.9 Cost : 250.0

¥ Set 3. disiunctive. Effectiveness : 0.88 Cost: 0.0 v
© 2016 itrust consulting - All Rights Reserved

Figure 8: Add constraints for the evaluation of the optimal attack-defence tree.

If user selects yes, he/she can add constraints on the evaluation.
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File Generate Evaluate Help

¥ Get clear data on server, disjunctive, Success Probability : 2.1491482931972397E-6
¥ Steal device with remote access, conjunctive, Success Probability : 3.281250000000002E-5
¥ Locate device, conjunctive, Success Probability : 0.004687500000000001
¥ Identify privileged user, coniunctive. S!.‘lr,_Cf‘_“erbabi!i,t\l,f 0.0625 —
High confidentiality, (k= Addconstmmdseicel X
Spy. conjunctive, Success
Maximum security implementation cost:
High confidentiality, di
¥ Steal device, conjunctive, Su Maximum success probability:
Device usage, disjuncti
¥ Set 2, disjunctive, Effecti
Device usage, disjuncti
High confidentiality, di
¥ Physical attack. conjunctive, Success Probability : 5.512500000000001E-5
¥ Break into premises, conjunctive, Success Probability : 0.05249999999999996
Building security, disjunctive, Effectiveness : 0.93 Cost : 73000.0
¥ Steal server, conjunctive, Success Probability : 0.008750000000000008
¥ Set 4, disjunctive, Effectiveness : 0.965 Cost : 0.0
Building security, disjunctive, Effectiveness : 0.65 Cost : 73000.0
Lock on server rack, disjunctive, Effectiveness : 0.9 Cost : 250.0

¥ Set 3. disiunctive. Effectiveness : 0.88 Cost: 0.0
© 2016 itrust consulting - All Rights Reserved

Figure 9: Add constraints screen.

The user can select the following options:

e  Maximum security implementation cost, i.e. the maximum acceptable security implementation
budget (expressed in euros);

e  Maximum success probability, i.e. the maximum acceptable residual success probability of the risk
scenario (root node).

To be able to fill in the values, the user should first tick the respective checkboxes. The values must be
greater than zero. The maximum success probability should be a decimal number between zero and one.

After selecting and entering the constraints, the user clicks on “*Ok” to continue the process.

Whether constraints were added or not, the number of optimal attack-defence trees to display as an
output will be asked.
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¢ ADTop

File Generate Evaluate Help

¥ Get clear data on server, disjunctive, Success Probability : 2.1491482931972397E-6 o

¥ Steal device with remote access, conjunctive, Success Probability : 3.281250000000002E-5
¥ Locate device, conjunctive, Success Probability : 0.004687500000000001

¥ Identify privileged user, conjunctive, Success Probability : 0.0625

High confidentiality, disjunctive  Number of optimal

Spy. conjunctive, Success Probability : 0
. . . el . How many optimal ADTrees would you like to display?
High confidentiality, disjunctive, Al ¥ e
¥ Steal device, conjunctive, Success Proba

5 { s : Number of optimal attack-defence treeq ]
Device usage, disjunctive, Effectiv ’ St T L

¥ Set 2, disjunctive, Effectiveness : 0.

[ 0K Cancel
Device usage, disjunctive, Effectiv

High confidentiality, disjunctive, Effectiveness : 0.3 Cost : 1360.0
¥ Physical attack, conjunctive, Success Probability : 5.512500000000001E-5

¥ Break into premises, conjunctive, Success Probability : 0.05249999999999996
Building security, disjunctive, Effectiveness : 0.93 Cost : 73000.0
¥ Steal server, conjunctive, Success Probability : 0.008750000000000008
¥ Set 4, disjunctive, Effectiveness : 0.965 Cost : 0.0
Building security, disjunctive, Effectiveness : 0.65 Cost : 73000.0
Lock on server rack, disjunctive, Effectiveness : 0.9 Cost : 250.0

¥ Set 3. disiunctive, Effectiveness : 0.88 Cost: 0.0 3 v
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Figure 10: Number of optimal attack-defence trees.

The user should enter a positive integer value for the number of optimal attack-defence trees. For
instance, if the user specifies 10, then the top ten optimal attack-defence trees will be displayed and sorted
on the user interface of ADTop. Tree 1 will be the one with the best optimised value of ROSI.

2l Generate Evaluate Help

| Tree 1| Tree 2| Tree 3| Treed | Tree5| Tree 6| Tree 7 Tree 8| Tree 9 | Tree 10| Tree 11| Tree 12| Tree 13 | Tree 14 | Tree 15 | Tree 16| Tree 17 | Tree 18 | Tree 19| Tree 20 (~)
¥ Get data, disjunctive, Success Probability : 0.012806976353425892, Cost : 1750.0, ROSI: 3030.698, Impact : 100000.0 Get datz i
¥ Access remotely, conjunctive, Success Probability : 0.0011761868159999992 Access remotely

¥ Control remote access device, disjunctive, Success Probability : 0.001677199999999999 Control remote access device
¥ Hack remote access device, disjunctive, Success Probability : 0.002 Hack remote access device
¥ Set 4, , Effectiveness : 0.6 Cost : 0.0 Set4
Mobile devices and teleworking, , Effectiveness : 0.5 Cost : 450.0 Mobile devices and teleworking
Cryptographic controls, , Effectiveness : 0.2 Cost : 500.0 Cryptographic controls
¥ Steal remote access device, conjunctive, Success Probability : 0.009999999999999998 Steal remote access device
Y Set 2,, Effectiveness : 0.9 Cost : 0.0 Set2
Mobile devices and teleworking, , Effectiveness : 0.8 Cost : 450.0 Mobile devices and teleworking
Equipment, , Effectiveness : 0.5 Cost : 530.0 Equipment
¥ Set 3,, Effectiveness : 0.86 Cost : 0.0 Set3

Mobile devices and teleworking, , Effectiveness : 0.5 Cost : 450.0 Mobile devices and teleworking
User responsibilities, , Effectiveness : 0.3 Cost : 0.0 User responsibilities
Cryptographic controls, , Effectiveness : 0.6 Cost : 500.0 Cryptographic controls
¥ Get credentials, disjunctive, Success Probability : 0.70128 Get credentials
¥ Social engineering, disjunctive, Success Probability : 0.76 Social engineering

Equipment, , Effectiveness : 0.05 Cost : 530.0 Equipment

¥ S diciinctiva Siicrace Prahahiliby « 0 N79000QGQ0003Q0GA Srv R R v
© 2016 itrust consulting - All Rights Reserved
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Figure 11: Screen after evaluation.

4.2 Interpretation of results

User can select any optimal attack-defence tree and export it as an XML file to visualise it in ADTool.

4.2.1  Optimal attack-defence tree

Figure 12: Example of optimal attack-defence tree imported in ADTool.

Caution: due to the functioning of ADTool, duplicate node names cause the evaluation of success
probabilities to be incorrect. In this case, ADTop offers the possibility to modify these names before
exporting the optimal attack-defence tree (in XML format) so that labels become unique, by appending

incremental numbers.
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5. Validation of toolchains

5.1. What worked

Chain A APL + ATtop Success Data: APL.xml —> ATtop Time: 2016-10-18 10:35:47 —
2016-10-18 10:35:48

5.2. What didn’t

Chain B APL + ATtop + Software Checker Error Data: APL.xml —> Attack Tree Ana-
lyzer.xml Time: 2016-10-18 10:44:57 — 2016-10-18 10:44:57

Software Checker in command line was designed at the beginning to work with the IPTV
scenario, in order to scan smart TVs using the NMAP protocol. However, this development
has not been implemented. Therefore, a tool chain containing Sotware Checker will fail,
and it is better for now to use Sotware Checker only as an individual application to check
vulnerabilities.
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6. Conclusions

During integration and the time of writing this document, several tools and applications did
not execute successfully. However, owners of tools and developers altogether did a great
job to fix the remaining bugs.

We can say now that all tests made with installed tools were a success.

The TREgPASS platform was successfully deployed. No bug on the platform itself has
been detected nor reported.

The toolchains sometimes failed due to formatting issues or parameters passed between
two different tools that need to exchange their input and output files, but these issues are
now solved.

This deliverable should be read together with D5.4.2 and D6.4.3.
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A. Integration diagram

Figure A.2 shows the architecture diagram and Figure A.1 shows a visual description

of the notation used.

In practice, stages may not follow a linear order.

For example,

depending on the goal of the risk assessment, new data requests may be issued later in
the process, or automatic updates of data may be supported. However, the integration
diagram gives an overview to the reader on how the applications and tools can interact

with each other in order to build tool chains, and where they are located in the map.

optional input

required input

Automated activity
tool

Real world activity

activity

Interactive activ

______________________

Figure A.1.: Legend for the Integration diagram.
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Integration diagram for the TREgPASS project.

Figure A.2.:
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