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Management Summary

Key takeaways:

e We distinguish three levels of modelling: architectural (the socio-technical model),
domain-sprecific (attack trees and variations thereof) and stochastic models (a large
variety). This deliverable addresses the extraction of stochastic models from attack
trees.

e Three different extraction methods are presented: to Interactive Markov Chains (re-
ported before and included here for the sake of completeness), to Markov Automata,
and to Weighted Timed Automata.

e This deliverable should be read in close conjunction with (The TREgPASS Project,
D3.3.2, 2015), which details how the generated stochastic models are then ana-
lyzed. In practice, the properties to be analyzed drive the extraction process.

This is the first public deliverable of task T3.2 of the TREgPASS project. Within WP3,
on “Quantitative Analysis Tools”, this task is concerned with an intermediate step, which
needs to be put into context to be properly understood.

The overall method to analyse socio-technical models has been cut up into several steps:
first, from the socio-technical model (also called the “architectural model” in this deliver-
able), one generates “domain-specific” attack models referred as “attack DSL’; second,
these are then further transformed into low-level stochastic models; third, the actual anal-
ysis is carried out on that low level; fourth and finally, analysis results are traced back to
the original attack and socio-technical levels. This deliverable addresses the second step;
this is what is called extraction of stochastic models.

Three further points should be noted:

e Extraction of stochastic models typically goes hand in hand with the third step, the
analysis of the extracted models. In fact, the analysis questions in step 3 deter-
mine what needs to be extracted in step 2. Thus, this deliverable should be read
in conjunction with the (simultaneously appearing) (The TREsPASS Project, D3.3.2,
2015), which addresses the analysis methods.

e There is an alternative route to that described above, which bypasses the extraction
stage and goes from the architectural level directly to the low-level stochastic model
level; namely, Timed Automata-based analysis of attacks. Since this does not involve
extraction, this deliverable does not further address that route.

2015-10-30 ICT-318003 vii
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e Some of the analysis methods reported in (The TREgPASS Project, D3.3.2, 2015)
directly work on the domain-specific attack trees, without requiring a further extrac-
tion step to any dedicated stochastic model. These, too, are ignored in this deliver-
able.

The extraction methods reported in this deliverable are:

e Extraction to Interactive Markov Chains. These models distinguish between non-
deterministic and stochastic behaviour, and hence can answer questions about at-
tacks combining one-time voluntary choices and steps whose probability of success
is a function of time.

e Extraction to Markov Automata. These models extend IMCs with probabilistic be-
haviour, involving discrete probabilities rather than continuously evolving ones.

e Extraction to Weighted Timed Automata. These models include a notion of cost,
which allows one to express and reason about the expected gain or required attacker
budget.

Each of the extraction methods is described in some detail, referring to published or sub-
mitted papers for the full story, and is accompanied by a small illustrative example.

2015-10-30 ICT-318003 viii
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1. Introduction

1.1. Work package goals

WP3 develops the quantitative analysis techniques and tools for TREgPASS. Thus, it
quantifies the attack scenarios derived from socio-technical models — see (The TREs-
PASS Project, D1.1.1, 2013) — and enables to answer questions such as: “What is the
probability of attack within ¢ days?”, “What is the cost optimal path for an attacker given his
skills and resources (budget and time constraints)?” and “Which countermeasures should
a risk manager prioritize in his enterprise over the short term?”. Hence, WP3 serves as a
computational engine for the rest of project.

1.2. Context

The tasks in this WP are tightly coupled, either by requiring components from other work
packages, or providing inputs to other work packages. Figure 1.2 provides a brief overview
of WP3 and tasks as in TREgPASS.

Figure 1.1 taken from (The TREsPASS Project, D3.3.1, 2013), shows the close links be-
tween WP3 and WPs 1, 2 and 4. Data from WP2 (Data management process) is gath-
ered to support model development in WP1 (Socio-technical security model specification).
WP3 then analyses the model and associated data in order to identify attack scenarios
and countermeasures and the results of this process may be visualised by WP4 (visuali-
sation process and tools). The case studies provided by WP7 serve to validate the quality
and applicability of the range of techniques developed in WP3. The set of algorithms
and analysis techniques form a library of tools, to be included in the tool set produced by
WP6.

Since there is no unique perfectly versatile model to represent all possible intelligent at-
tacker behaviour, the partners in WP3 have explored different analysis techniques, sum-
marised in Figure 1.2. An overview and comparison of these analysis techniques is given
in (The TREgPASS Project, D3.3.2, 2015).

Focus

As detailed in The TREgPASS Project, D3.1.1 (2013), WP3 focusses on three main
classes of quantities:

2015-10-30 ICT-318003 1
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Figure 1.1.: WP3 integration within TREgPASS.

1. Probability, both discrete and continuous;
2. Time;
3. Effort, cost and impact.

The reason for this selection is that these quantities constitute key aspects in many of
the socio-technical security problems modelled in WP1. In addition, a range of analysis
techniques and tools is available to project partners for handling these quantities.

1.3. Goals of the deliverable

This deliverable focusses on Task T3.2 (cf. figure 1.2), which is the extraction of stochastic
models from attack DSL, that are further analysed as part of other tasks in WP3.

The choice of extraction method is tightly coupled to the analysis techniques and quan-
titative metric of interest. Several general-purpose lower-level formalisms (I/O interactive
Markov chains, Markov automata, Timed automata) are presented. While we reason
about the time dependent attacks by deriving I/O interactive Markov chains and Markov
automata from attack tree, we provide optimum attack values and paths by transforming
attack trees into weighted timed automata.

2015-10-30 ICT-318003 2
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| Attack generation (Task 3.4)
Statistical
Feedback
Extraction of stochastic
models (Task 3.2)

Model
Checking
(SMC)
Game theory/
Multivariate
Optimization

Qualitative
1/0 Assessment

Stochastic Analysis/
Model checking (Task 3.3)

Figure 1.2.: Different formalisms being developed within TREgPASS. Here, I/O IMC refers
to Input/Output interactive Markov chains, MA refers to Markov automata and
TA refers to Timed automata. Attack DSL refers to the attack domain specific
language.

All the extraction methods are validated through small case-studies either picked directly
from the literature or provided by TREgPASS industrial partners. The aim of this deliv-
erable is not to present analytical results, as that is done as part of task T3.3 in (The
TREgPASS Project, D3.3.2, 2015).

1.4. Document structure

Appendix A provides the context for this deliverable in the TREgPASS project. It describes
the overall summary of the project and the TREgPASS workflow. It provides an overview
of conceptual system architecture, supported components and stages: data collection,
model creation, analysis and visualisation which forms the basis of development of TREg-
PASS workflow.

In chapter 2, we explain the need for an intermediate step of extraction from socio-
technical model to stochastic analysis. To make the document self-contained, we explain
the concepts of attack DSL and attacker profile in chapter 3. In chapters 4, we provide
a family of quantitative automata (Markov automata, Priced timed automata and I/O In-
teractive Markov chains) and present the corresponding extraction methods. Each of the
methods is accompanied by an example.

The current deliverable is a prototype deliverable; a screencast of the current tool im-
plementation is provided on https://vimeo.com/channels/trespass (ATCalc). This will

2015-10-30 ICT-318003 3


https://vimeo.com/channels/trespass

TRESPASS 1.5. Foreground and background D3.2.1 v1.0

help to provide a visually driven understanding of the analysis technique of which the
extraction is a part.

1.5. Foreground and background

The current deliverable presents the state-of-the-art extraction techniques from attack
DSL. Previous work on socio-technical model and on attack trees in the TREgPASS project
are considered as background. The deliverable (The TREgPASS Project, D6.2.2, 2015)
serves as the basis document for the requirements of the project and should be referred
for understanding the overall goals of the project.

The foreground consists of a number of extraction techniques which serves as input for
some analysis techniques developed in Task T3.3. One of the three extraction technique
has been discussed earlier in (The TREgPASS Project, D3.3.2, 2015) thus, this deliverable
has around 66 % new content.

2015-10-30 ICT-318003 4
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2. Quantitative modelling: from system
models to analysis models

To establish a common quantitative analysis framework for system security, WP3 distin-
guishes three levels in modelling, as shown in figure 2.1: the architectural level (UML,
AADL, Archimate, E3value), the attack DSL (Attack trees (AT) and Attack-Defense trees
(ADT)) and the analytical level (I/O interactive Markov chains (I/O-IMC), Markov automata
(MA), Stochastic Games, Timed Automata). These three levels corresponds to three dis-
tinct trajectories in model development each of which can be used as starting point to run
and derive analytical results. Their relative merits are:

* Portunes, ExASym, UML,
Socio-technical model

* Archimate

Architectural Models

¢ E3value

s Attack trees

Attack DSL s Attack defense trees
¢ |/O IMC, MA
Analysis Models * Stochastic games, GSPN

¢ Timed automata

Figure 2.1.: WP3 visualization of Abstraction Layers within TREgPASS

Architectural modelling languages such as AADL (Rugina, Kanoun, & Kaaniche, 2007),
Archimate (Lankhorst, Proper, & Jonkers, 2010), CORAS (Fredriksen et al., 2002)
and UML are widely used in modelling dynamic systems for code generation, sys-
tem validation and verification. They have been extended with security extensions
such as UMLsec, Secure UML (a UML profile) (Jurjens, 2005; Basin, Doser, & Lod-
derstedt, 2006). They are quite expressive, easy to model in and thus save a lot
of modelling costs and efforts. However, their semantics remain ambiguous and
the models themselves tend to be restrictive with limited constructs, hence their be-
haviour need to be supported with the lower-level formalisms. It is easy to build
the model here as standard model pattern libraries are readily available. In TREg-
PASS, we refer the socio-technical model as the architectural model, which is being
developed as part of WP1.

2015-10-30 ICT-318003 5
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Domain specific languages such as attack trees (Kordy, Pietre-Cambacédes, & Schweitzer,
2014) and fault trees (FAA, 2000) have intuitive graphical representations. These
models traditionally tend to be static with restrictive syntactic constructs. Extensions
of attack trees have been proposed, such as dynamic attack trees with additional
gates of SAND (Sequential-AND) and SOR (Sequential-OR) over conventional AND
and OR gates (Arnold, Guck, Kumar, & Stoelinga, 2015a; Jhawar, Kordy, Mauw,
Radomirovic, & Trujillo-Rasua, 2015). The semantics of these extended versions
of attack trees, modelling causal and temporal dependencies, are essentially ex-
pressed using variants of Markov chains (Lower order formalism). The DSLs are
quite modular and simple to construct but have limited modelling power.

Lower-level analysis models provide a clear semantics to the behavioural properties of
higher-level formalisms. Moreover, they are compositional. Compositionality means
that a model can be built by dividing it into smaller sub- models that are easier to
understand and analyse. Furthermore, such lower-level models are quite flexible in
accommodating temporal and causal dependencies of the system attributes. Thus,
they are quite useful to model the real-time continuous dynamics, capturing the sys-
tem’s non-deterministic behaviour.

Compositionality is important in socio-security scenarios as the considered scenar-
ios are complex and constructing and analysing them directly usually suffers from
state space explosion, necessitating abstractions and thus making models impre-
cise. Lower-level formalisms give the flexibility of transforming attacks into automata,
which can then be used as subsystem in a larger system. This keeps the model
modular, flexible and easy to extend (Boudali, Crouzen, & Stoelinga, 2007, 2010;
Eisentraut, Hermanns, & Zhang, 2010a).

In order to systematically obtain the best features of the above discussed three levels in
terms of modularity, clear semantics, expressiveness, and modelling effort, WP3 trans-
lates the socio-technical model to an attack tree which is subsequently iteratively reduced
to a stochastic model (Boudali, Haverkort, Kuntz, & Stoelinga, 2007). This stochastic
model is then used to obtain analysis metrics using static analysis/model checking.

2.1. The analysis process

Given the three-layered architecture and a particular choice of intermediate representation
language (“Attack DSL”), we can naturally split the procedure into two subtasks: getting
from the architectural, socio-technical model to the Attack DSL, termed “Attack gener-
ation”, and from the Attack DSL to the desired stochastic model variant which can be
further analysed and quantified, termed “Stochastic model extraction”. These steps are
further elaborated as:

Attack generation With the term “attack generation”, WP3 members have a common un-
derstanding of deriving an attack DSL from the (architectural) socio-technical model.

2015-10-30 ICT-318003 6
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Attack trees (cf. section 3) were chosen as attack DSL owning to their intuitive, hier-
archical formal structure quite popular in risk assessment and WP3 partners experi-
ence in working with them. Several extensions of attack trees have been well studied
in literature (Kordy et al., 2014) and in earlier deliverables (The TREsPASS Project,
D3.4.1, 2014; The TREgPASS Project, D3.3.1, 2013) and used in the analysis in
TREgPASS.

Extraction of stochastic models While attack trees are a classical way to model the at-
tacks, they have limited expressiveness in modelling causal and time dependencies.
Moreover, handling multiple attributes in the basic attack steps steps (i.e leaves in
attack trees) is not very straightforward, unless we express the attack tree as a be-
havioural model (automaton). While the quantitative analysis in (LeMay, Ford, Keefe,
Sanders, & Muehrcke, 2011a; Buckshaw, 2014) is based on simulations, in TREg-
PASS we chose model checking (Baier & Katoen, 2008) as the computational en-
gine. The motive behind it, is to obtain precise assessment rather than an estimate
value.

Model checking basically relies on a systematic state space exploration in verifica-
tion of a property expressed in temporal logic. It is an established method in quanti-
tative model based evaluation and is well-explored in the security domain (Sheyner,
Haines, Jha, Lippmann, & Wing, 2002). In addition to checking whether the given
property is satisfied or not, it also provides a trace (counter-example) if the property
is not satisfied.

In this deliverable, given our desired security metric, we extract suitable automata
(cf. section 4) from attack trees, which are further composed and subsequently anal-
ysed, e.g., by feeding into them into model checker. Several low-level formalisms
such as Interactive Markov Chains, Markov Automata and Timed Automata are re-
ported in this deliverable.

Stochastic analysis The resulting stochastic analysis models, such as attack trees either
directly derived from socio-technical model or an automata of the kind discussed in
the previous item, are further analysed using static analysis or model checking to
answer the quantitative metric (The TREsPASS Project, D3.3.2, 2015) (for instance,
probability or cost to reach the asset). All these analysis methods are studied as part
of task T3.3 and reported in (The TREgPASS Project, D3.3.2, 2015) deliverable.

Those methods for which tool support has been developed in the TREgPASS project all
hide the details of the underlying analysis models and techniques. In the end, they will
be integrated and provided with a user interface (developed in WP6), thus abstracting the
user away from the conceptual complexities.

2015-10-30 ICT-318003 7
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3. Attack trees

For self-containedness of the current deliverable, we briefly describe our attack DSL (at-
tack trees) and the concept of attacker profile (a persona who is motivated to execute an
attack on the system).

An attack tree (AT) is a tree — or more precisely, a directed acyclic graph — that describes
how combinations of attack steps can lead to a system breach. It consists of a roof,
representing the attacker’s goal. The root is further refined into subgoals via gates, until
the sub goals cannot be refined any further and the basic attack steps (BASs) constituting
the leaves of the attack tree are reached. When subtrees are shared, ATs can be directed
acyclic graphs, rather than trees.

Attack trees were chosen as formalism in WP3 to represent attacks because:

e They are an established formalism in both industry and academia to reason about
risk assessment;

e Their hierarchical multi-step compact architecture is quite intuitive, even for non-
security professionals;

e They offer flexibility in choice of degree of detail and level of decomposition;

e Partners in WP3 have long experience in working with this formalism.

Basic attack steps Basic attack steps (BASs) represent individual atomic steps within
a composite attack, and appear as leaves of the AT. They can be decorated by a set
of attributes characterizing attacker actions based on his possessed skill — such as time
and cost to successfully execute the attack step and an eventual probability of success. At
present, these values are based on cognitive brainstorming, historical data or data-logs.

Gates. Classically, an attack tree uses AND- and OR-gates to describe the conjunctive
and disjunctive composition of their child nodes. That is, to succeed in an AND-gate, the
attacker has to succeed in all of its child nodes, whereas the OR-gate requires the attacker
to execute at least one child node successfully.

The SAND- and SOR-gate are the sequential versions of the AND- and OR-gates that
model a temporal dependency between the child nodes. The SAND-gate models attacks
that are to be conducted in a specific order: only after the primary attack step (the first
child node of the gate from the left-hand side) is successful, the attacker will start with the
next child. Similarly, a SOR-gate models that an attacker first executes the primary gate,
and only if that fails, falls back to the next option.

2015-10-30 ICT-318003 8
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Forestalling
release
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in computer
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Figure 3.1.: Example of attack tree for forestalling release of software

Example of an attack tree. Fig. 3.1 shows an attack tree taken from (Buldas, Laud,
Priisalu, Saarepera, & Willemson, 2006). The example has been modified by adding
sequential temporal dependencies. Here, a competitor steals a piece of software code and
then builds it into his own product, as modelled by the top-level SAND gate. The OR gate
at node Steal code shows that the code can be stolen in three different ways: via Bribing, a
Network Attack or Physical burglary. Bribing is modelled as a two-step sequential process
of first successfully bribing a programmer and then obtaining the code, represented by a
SAND-gate. Similarly, one can employ a burglar who has knowledge of computer security.
This prerequisite, though possibly seeming vague, is added intentionally to show that our
analysis tools can handle shared leaves/ sub-trees. Thus, this atomic step “Employ burglar
having also having knowledge of computer security” can lead to two different attack paths
modelled through a shared node. One in which the hired person finds a bug and exploits it
to obtain the code via a network attack, and another one in which he is physically involved
in a burglary after being hired to steal the code. This dependency is again modelled
through a SAND gate.

Attacker profiles An attacker profile is a persona/institution, motivated to reach the as-
set (attack goal in attack tree) by executing basic attack steps in his intended order of pref-
erence. He starts with a limited budget, uses his skills and invests resources (time, cost)
in executing basic attack steps and is eventually failed or successful with a certain prob-
ability. Personas offer a means of illustrating the different stakeholders and perspective
in a risk scenario (The TREgPASS Project, D2.3.2, 2015; LeMay, Ford, Keefe, Sanders,
& Muehrcke, 2011b; Buckshaw, 2014). It includes types of attacker (Malicious insider/
Disgruntled employee/ Competitor/ Irrational Individual), his capabilities, resources, initial
knowledge of system and having an initial access to the system. Currently, we use pre-
defined personae and their utilities based on extensive brainstorming for our case studies
to demonstrate our proof of concept.

2015-10-30 ICT-318003 9
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4. Extraction methods

The choice of stochastic model extracted for quantitative analysis is geared towards time
— dynamic analysis. With the selection of appropriate formalism to model the behavioural
aspects of the system model (here attack tree), our goal is to answer questions such as
: “ What is the probability of success of an attack within “t” units, given an attacker finite
amount of resources to execute his basic attack steps (Time/ Cost) ” or “ Given an attacker
profile (possessing a limited budget/skills to perform atomic attack steps), what is the cost
optimal attack value and attack trace within certain ’t’ bound.

Thus, as a first step, we must consciously choose a suitable formalism to obtain the de-
sired security metrics from an interconnected quantitative automata family. As we see in
the table 4.1, each one of these formalism (Hartmanns & Hermanns, 2015) has its own
distinctive modelling advantage with respect to feasibility, expressibility and composition-
ality and its ability to take non determinism, continuous dynamics and probabilistic choices
into account.

Whereas Labelled transition systems (LTS) are quite expressive and can model non-
deterministic behaviour, they cannot represent both continuous time dynamics and proba-
bilistic choice. They are compositional in nature and thus, we can obtain a large LTS from
multiple small LTS by synchronizing on action labels. Combining the two distinct formal-
ism of LTS and CTMCs (Continuous time Markov chain) results into Interactive Markov
chains (IMCs), which can be used to model both non-determinism and continuous dy-
namics. An extension of IMC is I/O-IMC, where the transition labels are separated into
input and output actions. In contrast to CTMCs, IMCs can therefore synchronize on action
labels and hence we can compose models. Adding discrete probabilities to IMCs result in
another formalism — Markov Automata. These models can thus be used to model attacker
behaviour of probability of success/ failure after an exponential time of execution of basic
attack step. If we add continuous time in form of real-valued variables (called clocks) to
LTSs, we obtain Timed automata (TA), which can be used to model non-deterministic,
continuous dynamics of attackers.

Modelling Quantitative dimensions
formalism

Non-determinism Probability distribution Stochastic delays Flows
ne | discrete | continuous | Dirac | discrete | continuous | None | discrete | continuous | n clocks | continuous
v — — — — —

N

o
o
o
o
>
]

Labelled transition system
Continuous time Markov chains
Interactive Markov chains
Markov automata
Timed automata

Flrprprgt
ENENE
NN
ANEEENENEN
[ERNEER
Fprpryt
Flrprprgt
Flrprft
ENENENEN
Flrprprgt
NI
K

Table 4.1.: Lower-level formalisms used for stochastic analysis after extraction from attack
trees
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4.1. Extraction of Markov Automata

4.1.1. Motivation

Measures on ATs We use Markov automata formalism (Guck, Hatefi, Hermanns, Ka-
toen, & Timmer, 2013) to analyse ATs and provide insights on (1) static probabilistic ques-
tions such as probability to reach goal, (2) time-dependent questions such as probability
of success as a function of time and (3) comprehensive questions from both models. Con-
cretely, we can answer following security questions:

1. Given a probability distribution of attack execution time and eventual probability of
success of atomic attack steps, what is the probability that system is compromised
within time 't'?

2. How much time does an attacker need with a given success percentage to reach his
goal?

3. Which basic attack step has the most impact in the attack tree? Putting it in context
of temporal analysis, we can answer “The execution time of which BAS impacts the
total execution time of whole attack scenario most significantly ”

4.1.2. The model

Markov automata combine non deterministic, stochastic behaviour involving continuous
time with probabilistic choices. Thus, they are a generalisation of interactive Markov
chains (IMCs) and probabilistic automata (PAs). They are quite expressive and composi-
tional. Here, we define two types of transitions: Markovian or probabilistic. A Markovian
transition is labelled with a rate A, indicating that this transition can be taken after an
exponentially distributed delay with parameter A. Thus, the probability to take the tran-
sition within time ¢ equals 1 — e~**. Probabilistic transitions, labelled with Act leads to a
probability distribution p, that is, we move to the next state s with probability z(s).

Input/ output Markov automata (I/0O-MAs) extend Markov automata (MAs) (Eisentraut, Her-
manns, & Zhang, 2010d, 2010b; Guck et al., 2013) by integrating the action behaviour of
input/output automata (refer Figure 4.1 for an example) (Lynch & Tuttle, 1988) where:

e Input actions are the transitions denoted a? which are only possible if there is an-
other I/O-MA that executes an output action a! and both can synchronize with each
other. The action is thus controlled by the environment which can delay it;

e Output actions (denoted a!) cannot be delayed and are controlled by the respective
I/0-MA. Transitions labelled with output actions have to be taken immediately;

e Internal actions (denoted a;) are controlled by the respective I/O-MA and cannot be
delayed, similar to output actions. However, they are not visible to the environment.
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I/O Markov automata are compositional, thus we can construct large automaton with sev-
eral interacting automata composed in parallel. We denote this with M ||M,; the parallel
composition of I/O-MAs M; and M,. Thus, M. = M;||M, is again an I/O-MA (with the
Cartesian product of M; and M, as state space) expressing the joint behaviour of its
constituents where:

o if an action does not require synchronisation, then M; and M, evolve independently;

e if an action a on a probabilistic transition requires synchronisation, then both 1/O-
MAs must be able to perform the output action a! and corresponding input action a?
simultaneously.

4.1.3. Semantics of the model

BAS model A BAS models a basic action which is executed by the attacker. This action
is part of a more complex attack and interacts via gates with other BASs of this attack.
We assign two attributes to our BAS (1) an exponential distribution A, which is the time
an attacker invests in the execution of the attack step (2) a eventual probability of suc-
cess Puccess. Although we have chosen exponential distributions, the analysis is also
compatible with any phase distribution. A signifies the amount of resources (here, time)
that is expended during attack execution. This behaviour is described by the MA in Fig-
ure 4.1, which shows three different distributions which can govern the execution time:
(1) an exponential distribution with parameter \; (2) an Erlang(3, \) distribution; (3) and
an arbitrary acyclic phase type distribution.

CDF
A
O--2--0
Exponential
~ success! ® A A A
- activated? P Erla% B ERSA
fail! A3
17O @ R Y
Q;\ ”Q::’Q :;O
APH Y

Figure 4.1.: Representation of a BAS as MA.

The MA is activated on receiving the input signal activated!, which enables the attacker
to execute this particular step. Usually, the activation signal is sent by either the top-level
node at system start or by a parent node. The execution of the attack step requires an
amount of time that is governed by the associated CDF (cumulative distribution function).
After execution, the attacker either succeeds with probability p or fails with probability 1 —p,
which is denoted by branching into two different states. If the BAS is successful, it informs
its parent nodes by sending a success! signal, otherwise, it sends a fail! signal.
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Parallel and sequential AND-gate model In an AND-gate, the children of parent nodes
are all activated at the same time. If both the children succeed, the gate propagates a
success signal to its parent node. The order of activation of child nodes does not matter.

To model temporal dependency between the child nodes, authors (Arnold, Hermanns,
Pulungan, & Stoelinga, 2014) introduced the SAND gate where the execution from left to
right imposes a restriction on the ordering of the attack event. Here, the right - most child
is only activated if the left child is successful. This characterizes realistic behaviour, where
an attacker need to successfully execute some atomic steps before proceeding with the
next attack steps ( For Example: Unlocking the door has three children: (1) successfully
identifying the correct keys; (2) succesfully obtaining the correct keys; (3) and Succesfully
unlocking the door.

Modelling sequential behaviour using the SAND gate has the additional advantage of
minimizing the number of states that needs to be enumerated by not activating the right
children if the left-most child fails.

Semantics of AND-gate and SAND-gate model In Figure 4.2(a), the parallel AND gate
waits for signals from A and B, which can be received in any order. If the attacker man-
ages to penetrate both child nodes, the gate is successfully compromised and transmits
a success! signal. If the attacker fails in the execution of at least one child node, the gate
fails.

For a SAND-gate: The gate activates a child node only after it has received a success!
signal from the previous child node. The corresponding model is shown in Figure 4.2(b).
The attacker has to compromise A before he can execute B. If he does not succeed in A,
the attack fails and the execution of B is not even started.

successg?

successa?

success!

SUCCEeSSA ¢

activateg?

activated? activatea! activateg!
M) )
HC) N\ I\

failg?

(a) MA representation of an AND-gate with children A and B.

successp? activateg! /\SUCCGSSB? ~ success!

activated? _ activatea! O @, O
- O . ailg?
= = faila? 2 faill
@ @

(b) MA representation of a SAND-gate with children A and B.

Figure 4.2.: Representation of parallel and sequential AND-gates as MAs.
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Parallel and sequential OR-gate model The OR-gate represents a disjunctive compo-
sition of sub-trees or BASs. The attacker penetrates this gate as soon as one of the child
nodes is attacked successfully. The parallel OR-gate is shown in Figure 4.3(a). On acti-
vation, the gate enables its child nodes A and B and the attacker executes both steps in
parallel. As soon as he has succeeded in any one of the steps, the gate sends a success!
signal to its parent nodes.

In contrast to that parallel OR-gate, the order of the execution of the child nodes matters
in the sequential case, the SOR-gate. On activation, the gate enables the left-most child
and waits for a signal. If the attacker succeeds in the execution of the child node, the
gate is successfully penetrated. Otherwise, the attacker continues with the attack on the
next child on the right to the previous BAS. The corresponding model is presented in
Figure 4.3(b). Further information can be found in (Arnold, Guck, Kumar, & Stoelinga,
2015b).

successa?

success!

successg?

i 2 i ! i !
activated? ~ activatep ~ activateg

-0 O O = successa?
\m fail!
faila? .
(a) MA representation of an OR-gate with children A and B.
successa? success!
~0 activated? O activaten! C,\O/—:esss? faill
aill
faila? activateg! — failg? O ¢

(b) MA representation of a SOR-gate with children A and B.

Figure 4.3.: Representation of parallel and sequential OR-gates as MAs.

Compositional aggregation The extraction of BAS into /0O Markov automata gives us
the following freedom :

e |/O Markov automata are quite expressive. They allow modelling of temporal and
causal dependency between attack steps. Also, they allow modelling of the prob-
abilistic case of failure of an attack event after a mean time of execution (given by
CDF).

¢ Instead of generating one aggregated model from an attack tree , we translate each
BAS into respective 1/0 Markov automata which synchronise on their action labels.
Thus, instead of composing the whole tree at once, we compose smaller sub-trees
in a stepwise fashion and then minimise the state space after each composition
using notions of strong, weak and branching bisimulation as studied in process al-
gebra (Deng & Hennessy, 2013; Eisentraut, Hermanns, & Zhang, 2010c). Thus,

2015-10-30 ICT-318003 14



TRESPASS 4.1. Extraction of Markov Automata D3.2.1 vi1.0

@{* %ﬁw L

) Transformation (c) Composition (d) Minimisation (e) MA

Figure 4.4.: Graphical overview of compositional aggregation for AT models.

we circumvent the omnipresent state space explosion by not constructing a large
stochastic model in the first place. A graphical representation of the approach is
shown in Figure 4.4.

4.1.4. Example: Attack of a password protected file

To make this document complete in itself, we summarize the stochastic analysis and
results using the current approach of extraction of stochastic models (here Markov au-
tomata), refer (The TREsPASS Project, D3.3.2, 2015) for further more analysis method.

The following case study shown by attack tree, as in figure 4.5 is taken from (Piétre-
Cambacédés & Bouissou, 2010). It is enriched by adding sequential gates to take care of
temporal dependencies and has shared leaves, thus deviating from a pure tree formalism.
Here, the goal is to obtain the password of a password protected file. There are two main
ways to obtain it: (1) by cracking it through bruteforce, or (2) by trying to obtain the
password.

We annotate each BAS with the mean time to execution (MTTE) defined by rate A and
a probability of success denoted by p. Those values are based on the intrinsic difficulty,

[ Password attack success |

Password attack
A=0.0333;p=1 N
| 1
SIeeE) - Key logger
gineering .
[ ]
‘ Key Ioggér instal- ‘ Password
Email trap Phone trap lation alternatives Intercept
Execution Execution Q A=Lp=1
and User and User
trapped trapped
A=1;p=033A=0.5;p=0.33
Generic | [Payload Crafting EEgiillnfii(l)i
Recon- AN=05p=1 \ sy Physical
naissance =0.5p=0.1 R Keylogger local
econ- )
A=Lp=1 ) Installation
; naissance o1
A=1p=1 —hP=

Figure 4.5.: Dynamic Attack Tree model: attack on password protected file.
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Figure 4.7.: Sensitivity analysis for

Figure 4.6.: Probability of success for case: Password pro-
case: Password protected tected file
file.

available resources, estimated skills and the level of protection as provided in (Pietre-
Cambacédés & Bouissou, 2010).

Experimental results Fig. 4.6, depict the probability of a successful attack as a function
over time. Our analysis results shows that the attacker succeeds with about probability
of success of 61.9% after one week while the mean time of an successful attack is 13.2
days. To find, which attack step execution has the most serious impact in system security,
we perform a sensitivity analysis (Ou & Dugan, 2000). Here, we run the analysis multiple
times and in each run, we slightly change one of the BAS attributes while keeping the
others fixed. Then, by ranking BAS in ascending order of percentage change in execution
time, we can argue which BAS has the most impact on execution time of attack tree in
temporal context. The added benefit of doing sensitivity analysis is that we can figure,
how much the output is vulnerable to the input deviations.

Thus, by doing sensitivity analysis we can conclude that both the BASs Phone trap execu-
tion with user trapped and Generic reconnaissance remain equally important in the short
term, i.e. 7-10 days. Figure 4.7 reveals that BAS— Infection of Control PC, Intercept in/out
signals and Collect data have the greatest impact in the short and long term. To obtain
these results, all experiments were computed on an Intel Xeon CPU E5335 at 2.00 GHz
with 22 GB RAM under Linux. The average runtime for one experimental run for each
case study is 76.57 sec for the password protected file.

Implication for security The timed dynamic analysis through Markov automata, pro-
vides a security practitioner of an estimate of how an attacker is expected to behave
temporally — can the attacks be executed successfully in hours, days or rather months? In
the context of enterprise security it equips system architects a tool to predict the likelihood
of attack and thus make well informed decisions, by knowing which basic attack steps are
more vulnerable than others and which countermeasures should be prioritized in short/
medium and long term.
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4.2. Extraction of Weighted Timed Automata

4.2.1. Motivation

Measures on ATs. We use priced timed automata formalism to analyse ATs and answer
questions such as : (1) Given an adversary persona, what is the minimal time / resources,
or skill level needed to complete a successful attack? (2) Which attack path (a subtree
of attack tree) will a rational attacker choose, if he wants to reach his goal minimizing his
incurred cost?

Thus, our analysis framework can provide several useful metrics such as :

e (Constrained) attack values. For any of the attributes of atomic steps a; (i.e time,
cost), we can compute the minimum value along the tree. These values can be af-
fected by constraints on other attributes. For instance, we can compute the minimum
time needed to complete an attack within a maximum budget and skill level.

e Pareto optimal curves. For any pair of attributes, we can compute the minimum
value needed of one attribute given a value of the other. By varying the bound of one
attribute, we can generate curves indicating the relation between these minima. For
instance, there is typically a trade-off between spending more time or more money;
a Pareto curve shows for every budget how much time is needed for the attack.

o Attack paths. While computing the minimal attack value of an attribute that can reach
to goal, we generate a concrete attack path showing the steps an attacker can take
to perform the attack incurring as little of the attribute as possible. For instance,
considering Figure 3.1, to reach the goal in the minimum time, we can obtain the
attack trace which consists of Hire a burglar, Burglar breaks into system and Use
code in product.

e Ranking. In addition to obtain the single minimum of an attribute and a correspond-
ing attack path, we can enumerate further attacks in increasing value of the attribute.
We can, for example, list the ten least costly attacks on a given system, or all attack
paths that meet a given time constraint. For example, for the attack tree as shown in
the figure 3.1, and the attributes annotated with the data as in Table 4.2, the optimal
cost is 6000 units and the second best cost is 8500 units under no other attribute
constraints.

4.2.2. The model

Timed automata (Alur & Dill, 1994), are the labelled transition system with real valued in-
tegers called clocks that synchronously increase over time. These clocks serve as guards
over transitions serving as time bound after which an edge has to be necessarily taken or
as invariants in locations, which implies that the location needs to be left after a residence
time. Since they are extensions of LTSs, they are compositional in nature.
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)= T_max G
costs'[0. k] == c_wvar[0. k]
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costs[0.k] += c_fix[0. k]

faillw]! succv]!

Failed SUccess

Figure 4.8.: PTA for a basic attack step. Here v is a unique identifier for the BAS, x is
a clock to track how long the BAS has been in progress, k is the number of
costs to track, T"_min and T_maz and the minimum and maximum times,
costs is an array keeping track of all accumulated costs, and c¢_fiz and c¢_var
are arrays of the fixed and variable costs. The notation 0..k is used to indicate
that the action is performed for all elements of the arrays.

Priced/Weighted timed automata (PTA) (Behrmann, Larsen, & Rasmussen, 2005) extend
timed automata, by adding costs to locations and actions transitions. Costs can either be
accumulated in states, proportionally to the residence time, or by taking a transition. Both,
TA and PTA can be analysed for a wide number of properties in model checking, including
absence of deadlocks, safety, and liveness.

Technically, our framework is realized via Uppaal CORA (Brihaye, Bruyere, & Raskin,
2004): we translate each attack tree gate and leaf into a priced timed automata (PTA).
Together they form a network of PTAs representing the entire attack tree. This modular
approach yields a flexible framework that can easily be extended with future needs, such
as countermeasures. We express our security queries in weighted CTL, and use the
model checker Uppaal CORA to obtain the cost optimal traces that correspond to optimal
attack paths in the AT. Optimality is defined in terms of a variable named cost. The optimal
trace canvbe found by using the “Best trace” option in Uppaal CORA. More information
can be found at (Kumar, Ruijters, & Stoelinga, 2015).

Semantics of BAS Fig 4.8 shows the semantics of the timed automata model derived
for a basic attack step of the attack tree. This PTA models the attacker’s choice of whether
and when to execute basic attack step, and tracks the time and costs expended to do
SO.

Semantics of Gates The PTAs for these gates begin by waiting for their activation sig-
nal, and then on obtaining activate signal proceeds with either activating all their own
child nodes or only the left-most child . After this, they wait for success/failure signal of
their child nodes. For an AND gate, receiving a failure signal always leads the gate to
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Figure 4.9.: PTA for parallel AND gate of node v, when child(v) = ¢;co.
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Figure 4.10.: PTA for sequential AND gate of node v, when child(v) = ¢;ca.

broadcast its own failure signal, since it is no longer possible for both children to succeed.
Conversely, when an OR gate receives one success signal, it announces its own success.
When both child nodes of an AND or OR gate have succeeded or failed, the gate also
succeeds or fails respectively.

The sequential gates operate similarly, but they enforce an ordering on their children. First
the left-most child is activated, and the gate waits for a signal from this child. In case of
an SAND gate, success of the first child leads to an activation of the second child, and the
success of this child cause the success of the gate. Failure of either child leads to failure
of the gate, before even activating the second child. The behaviour of SOR is similar to
sequential AND with success and failure signals swapped.

Combining the nodes. For an attack tree A, the PTA associated with A is obtained as
the parallel composition of the PTAs for all the nodes, and an additional PTA Ay, If we
denote by P(v, A) the PTA corresponding to node v of attack tree A, the total PTA consists
of Py = P(vy, A)||P(v2, A)|| . .. || P(vn, A)|| ATop-

The top-level gate Top is associated with a second PTA Ax,,, shown in Figure 4.11 that
initializes the attack by generating an activation signal for Top. Moreover, it has a clock zqp

t[Topl! _ 4y succ[Top]?
s O

X Top:=0 Goal

Figure 4.11.: Automaton for the attack goal Top
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that tracks the global time, and observes successful completion of an attack via its input
succ[Top]?. Thus, the location ‘Goal’ indicates that an attacker has reached the goal.

Analysis Techniques Optimal attack values can be obtained by repeatedly querying for
the existence of trace reaching the attack goal with increasingly tight constraints. When the
tightest possible bound has been obtained, this corresponds to an optimum. In addition,
since a positive results for the query also produces a trace that satisfies it, this procedure
also yields an optimal attack path. Note that the Uppaal program has a built-in method to
find an optimum if only one cost needs to be tracked.

For example, to obtain the minimum time to succeed in the AT in Figure 4.5 given a
cost limit of 1000 (assuming this is the only cost variable), we first query 3 o, >0,c<1000
(Prop-Goal) to obtain some successful attack and its corresponding time. Suppose this
yields an attack that takes 10 days to complete, then we perform a new query 3o, <10,c<1000
(Prop-Goal) to try to find a faster attack. If no such attack exists, we know that the minimal
time to complete an attack given the budget is 10 days, and we have obtained an attack
path that succeeds in this time and budget.

4.2.3. Example: Forestalling release of software

Description of Example This case is described through an attack tree as in figure. 3.1
in section 3. We annotate the BAS with attributes given in Table 4.2. An attacker skill is
considered to be the precondition for beginning the attack and is defined in ordinal scale
— low, medium and high. Based on the attacker persona and his skill level, we brainstorm
the attacker attributes values — time bound required / cost required to execute the attack
step.

Preconditions are basically boolean combinations over linear equations over attacker at-
tributes (Skill, Costs, difficulty). In this way, an attack step that requires (at least) medium
skill level is equipped with the enabling precondition Skill > med (Where med is a suitable
constant); and an attack step that takes between 90 and 100 time units for medium-skilled
attackers gets a success precondition (Skill = med) — (90 < T < 100). We choose
costs specifically as — fixed and variable cost incurred by attacker and the cost incurred by
company as damage done, refer Table 4.2. These costs are like effects on the attributes
and are typically time dependent: the longer an attack takes, the higher the costs and
damage. We assume that time dependence is linear, i.e., is incurred with a fixed rate
v; per time unit. Thus, the effect function is given by Eff(a;, (p1,...,pn))(t) = fi + vi - £,
where f; = fi(p1,...pn) and v; = v;(p1, . .. pn) are parameters that depend on the attribute
values.

Here, we choose values just to illustrate our methodology. We believe that given at least
rough bounds of realistic values, our analysis can provides insightful information about
vulnerable paths and values relevant to risk managers.

We consider two attacker profiles. A generic attacker with a profit motive and a high risk
appetite; and a malicious insider, a skilled software engineer, with better access, budget
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and equipments, but a low risk appetite. Table 4.2 provides the parameters values used
for the analysis.

Results In Figure 4.13, we see that both the attack values and the choice of attack
path heavily depends on the attacker profile.Here, we see that both attack values and
the choice of attack path heavily depend on the attacker profile. In contrast to the generic
attacker whose cost optimal attack trace is to bribe a programmer, a better skilled software
engineer exploits a bug in the computer system to steal the code. The minimum time
required to accomplish the attack also heavily depends on which attack steps are executed
and when. While a generic attacker takes 10 days to successfully execute the attack by
physical burglary, a software engineer with insider benefits takes only 5 days to accomplish
his goal. Also, there is an attack trace i.e Hire a Burglar, Burglar breaks into system, Code
is completed into product which results in an optimum Cost to company as $500,000
irrespective of the considered attacker profiles. The analysis results are presented as
a Pareto curve in Figure 4.13, where the generic attacker requires 10 days incurring a
minimum cost of $9250 while a software engineer incurs a cost of $8500, but can complete
the attack in 5 days.

Figure 4.12 provides a succinct representation of these different attack scenarios. We
put the attacker objectives as vertices (i.e Minimum cost, Minimal time, Risk appetite,
Cost to company) and the connecting lines are the attacker profiles (discussed is the
case descriptions). The figure shows a trade-off among different attack values for the
considered attacker profiles which an enterprise risk manager can use to effectively plan
countermeasures.

Implication for security Priced timed automata provides a good representation of at-
tacker model. By providing insights on system vulnerabilities through several dimensions,
our analysis can be used by system designers to make well informed decisions in selection
of countermeasures and in prioritizing their security investments.

Attacker Values
BAS Profile Skill Time Cost Cost to company
(in days) | (in US $) (inUS $)
Bribe a programmer Generic attacker Low 15-20 1500 + 50t 500.000
Generic attacker Med 10-20 1000 + 150t | 500.000
Generic attacker High | 0-10 500 500.000
Software Engineer | Any 0-5 5000 + 100t | 500.000
Programmer obtains the code Generic attacker Any 5-15 1000 + 100t | 1.000.000
Software Engineer | Any 0-5 2000 + 50t 1.000.000
Hire burglar with knowledge Any Any 5-15 4000 + 50t 0
of computer security
Bug in Computer system Any Low 15-20 1000 + 50t 0
Any Med | 5-10 1000 + 50t 0
Any High | 0-5 1000 + 50t 0
Person exploits the bug Any Any 0-5 1000 + 50t 1.000.000
Person breaks into the system Any Any 0-5 2000 + 100t | 400.000
Code is completed into product | Any Any 5-15 2000 + 50t 100.000

Table 4.2.: Values used for annotating leaves of the attack tree as in figure 3.1
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4.3. Extraction of Interactive Markov Chains

Measures on ATs We use Interactive Markov chain (Hermanns, 2002) formalism to
analyse ATs and provide insights on (1) static probabilistic questions such as probability
to reach goal, (2) time-dependent questions such as probability of success as a function
of time and (3) comprehensive questions from both models. Concretely, we can answer
following security questions:

1. Given the probability distribution of attack execution time, what is the probability that
system is compromised within time ’t'?

2. How much time does an attacker need with a given success percentage to reach his
goal?

3. Which basic attack step has the most impact in the attack tree? Putting it in context
of temporal analysis, we can answer “The execution time of which BAS impacts the
total execution time of whole attack scenario most significantly ”

4.3.1. Motivation

Interactive Markov chains combines the stochastic behaviour with non deterministic choices
but lack probabilistic choices. /O interactive Markov chains extend interactive Markov

chain by having the input and output action labels (Lynch & Tuttle, 1988), over which the

transition systems can synchronize with each other. Thus, they are compositional in na-

ture and are quite expressive formalism. Here, they can be used to model the attacker

behaviour of eventually obtaining success after a given probabilistic distribution of time

(CDF).

An example of Interactive Markov chain is given in Figure 4.17. The dashed lines repre-
sent Markovian transitions are taken only after an exponentially distributed time; given by
A —the rate of the distribution. They have basically have two transitions:
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activated? f\ A f\ success! Q
q0 q q2 q3
—(») () ()

Figure 4.14.: Representation of BAS as IMC.

activated? activated A! activated B!

A success!

act? act Al act B!
@ (o) ()

B success!

Figure 4.16.: IMC representation of a OR-gate with children A and B.

e Markovian transition: They model the stochastic behaviour, given by the rate of the
probability distribution and is labelled with .

e Action transition: They are either labelled with action labels Activated or an internal
action 7. Input Actions labelled with Activated? can synchronize with output actions
labelled with action labels Activated! and are executed in zero time (as in the CSP
approach in process algebra) (Hoare, 1985).

When both Markovian and Actions transition are enabled, it is governed by maximal
progress — i.e internal transitions cannot be delayed over Markovian transitions, though
external transitions can be infinitely delayed.

4.3.2. Semantics of the model

BAS model A BAS is a basic step of an attacker or defender which interacts with a
gate. We assign an attributes to our BAS— an exponential distribution A, which is the
time an attacker invests in the execution of the attack step. The fact, that we have used

2015-10-30 ICT-318003 23



TRESPASS 4.3. Extraction of Interactive Markov Chains D3.2.1 v1.0

Q\

Q.

Q .

< .3

= .

D N

Q- N

.\) .

\ success!

Oreeremgmmee=0) O

Figure 4.17.: An interactive Markov chain with 4 states.

exponential distribution is justified as it is the “most random” of all given distributions with
a given mean, in the sense it has maximal entropy (Arnold et al., 2014). Although we
have chosen exponential distributions, the analysis is also compatible with any phase
distribution. Here, X signifies the amount of resources (here: time, but can be cost as
well) that is expended during attack execution. It is activated once it receives an activation
signal from its parent node. After an exponential delay with rate X the BAS propagates a
success signal to its parent.

AND-gate and OR-gate model Figure 4.16 shows the semantics of BAS and gates.
The activation signal propagates from top node to leaves (atomic attack steps) while the
success signals propagate from bottom to top node.

e AND: An AND gate is a conjunction of events. Once it is activated by receiving an
activation signal from its parent, it activates all its child nodes. The gate sends out a
success signal only if all of its attached child nodes are successful.

e OR: An OR gate is a disjunction of events. Once it is activated by receiving an
activation signal from its parent, it activates all its child nodes. The gate sends out a
success signal if any of its attached child is successful.

4.3.3. Compositional aggregation

For our analysis, we first translate the atomic attack steps and the gates into equivalent
IO-IMC. Instead of composing the BAS and the gates together all at once, we follow an
iterative step by step process, to compose the adjacent /0 IMC based on their action tran-
sitions. Performing iteratively the process are then composed we obtain a single minimal
IMC, as in Fig. 4.4. The resulting CTMC is analysed by the state-of-the-art model checkers
MRMC (Katoen, Zapreev, Hahn, Hermanns, & Jansen, 2011), IMCA (Guck, Han, Katoen,
& NeuhauBer, 2012) to obtain the probability of a successful attack over time.
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4.3.4. Example: IPTV Case

The extraction of I/O IMCs and thereby stochastic analysis using IPTV case (The TREs-
PASS Project, D7.2.1, 2014) has already been reported as part of The TREgPASS Project,

D3.3.1 (2013). We here reproduce the text to make this document complete in itself.
()
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Figure 4.18.: The probability that the attacker successfully attacks the IPTV system as a

function over time.

Description of Example This case was studied as part of the TRESPASS project (The
TREgPASS Project, D7.1.2, 2015). It models a part of the security threats within a home-
payment system for elderly people that allows care takers to make small payments on
their behalf. The system can be configured via a TV set up box, hence its name IPTV.
The process of deriving an IP/IMC from attack tree with the results have already been
summarized in (The TREsPASS Project, D3.3.1, 2013). For the purpose of making this

deliverable complete in itself, we provide here key results.

e The IPTV attack tree derived after extensive brain storming is highly complex with
346 nodes and a depth of up to 9 levels. The technique of compositional aggregation
was used for aggressive state reduction techniques, resulting in 42 states iteratively
reduced in 90 steps. This was used to find the timed-behaviour of the entire attack

tree. The compressed model is displayed in Figure 4.19.

e The result of the analysis is a function which displays the probability of the attacker’s
success over time. Figure 4.18 shows that the probability of success increases
rapidly in the course of the first day of the attack and reaches 0.7 %. This sharp
initial increase can be explained by the fact that most attack steps can be executed
in a very short time frame and only few have a long average execution time. The
rate, at which the probability of success increases, falls steadily over the next days,
reaching 1% after about 11 days. Further information can be found in (The TREgs-

PASS Project, D3.3.1, 2013; Arnold et al., 2014, 2015b).
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Figure 4.19.: The minimized IMC of the attack tree.

Implication for security Markov automata provides the enterprises with efficient tech-

niques characterizing the evolution of attack. This can be used to make informed decisions
on selection and prioritizing the security investments over countermeasures. By knowing
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an estimate time bound over which an system is likely to be attacked, the system design-
ers can know and fix the vulnerabilities in time.
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5. Conclusion

This deliverable illustrates the work being done as part of Task T 3.2 in WP3 in accordance
with the DoW.

The term "Extraction of stochastic models” refers to an intermediate level between attack
generation (via attack trees) and stochastic analysis. This is important as the models
extracted from attack trees to a lower level dynamic formalism are semantically clean and
are compositional in nature.

This deliverable takes several such extraction techniques — Markov automata, Interactive
Markov chain, Priced timed automata; the choice of each formalism is tied to different
analysis metrics studied as part of task T3.3 in (The TREgPASS Project, D3.3.2, 2015).
Each of these formalism provides an insight of the attacker behaviour and characterizes
system vulnerabilities, thus helping risk analysts to take well informed decisions in priori-
tizing their security investments over a subset of most vulnerable attack steps.

We have taken several case studies directly from literature in order to validate our method-
ology and provide an overview of security implications of the used formalisms.
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A. Project Summary

This chapter gives an overview of the TREgPASS project and its use cases. The section
is shared by the public deliverables to provide the necessary background and to put the
current deliverable in context.

Information security threats to organisations have changed completely over the last decade,
due to the complexity and dynamic nature of infrastructures and attacks. Attacks like

StuxNet involve technical and human factors, and they damage physical infrastructure.

The recent attack on a German steel mill ' was a combination of both targeted phishing

emails and social engineering attacks. The phishing helped the hackers extract informa-

tion they used to gain access to the plant’s office network and then its production systems.

As a result, the technical infrastructure of the mill suffered severe damage.

The attack on the German steel mill illustrates that we need to integrate the social and
technical aspects of systems in assessing their security - and we need to do so today.
Socio-technical systems pose new challenges by combining parts for which we often un-
derstand the security issues; the combined system is however much more complex due
to interactions between these parts.

The main innovation of the TREgPASS project is the attack navigator, a tool and metaphor
that enables defenders to predict and preventing attacks on socio-technical systems. The
attack navigator supports current risk-assessment techniques with the TREgPASS pro-
cess (developed in Work Package WP5), an analytical approach to identifying attacks and
evaluating their impact.

The four main stages in the TREgPASS process are data collection, modelling, analysis,
and visualisation. Data collection (WP2) is vital to understanding the nature of a scenario
and providing input to subsequent tasks of modelling, analysis and visualisation. Within
the project, the focus has been on collection and analysis of social, technical and physical
data and the ways in which these relate to one another. Within each of these domains,
different approaches have been taken to provide different viewpoints on the nature of the
organisation being investigated.

The models (WP1) developed in TREgPASS can be adapted to the application scenario.
We have developed physical modelling techniques in order to understand where further
investigation may usefully be targeted. The TREgPASS model describes relevant aspects
of the organisation and their connections. To explore contractual and commercial relation-
ships, the e3value method has been adopted.

'BBC News, Hack attack causes ‘massive damage” at steel works, http: //www.bbc . com/news/technology
-30575104, last visited October 31, 2015.
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The analysis methods (WP3) developed in TREgPASS identify attacks in models and iden-
tify the most effective controls to prohibit these attacks. The analyses are supported by
tools and together they provide the defender with a comprehensive understanding of prop-
erties attacks, e.g., cost for the attacker, required skills, or required time.

The innovative visualisations (WP4) developed in TREgPASS focus focus particularly on
visualising elements of the analysis, as this is key to the overall project goal of provid-
ing “decision support” to practitioners. However, visualisations contribute also to model
development and data gathering.

Practitioners can access the TREsPASS toolkit via the attack navigator map interface,
which provides an intuitive means of selecting appropriate tools (WP6) for data gathering,
modelling, analysis and visualisation. These can be used, individually or in combination,
to strengthen operational and strategic decision-making.

A.1. Case Studies

The TREsSPASS process and tools are validated by means of case studies (WP7) in the
area of cloud infrastructure, telecommunications infrastructure, ATM infrastructure, and an
organisation processing privacy sensitive data.

A cloud infrastructure shares infrastructure within or across organisations, giving the cloud
services provider and its employees full physical and logical access to all resources across
the different consumers. In TREgPASS we formalise typical components in cloud infras-
tructures as well as human actors and their interrelationships, to identify their contribution
to attacks on the organisation.

In telco infrastructure new products need to be launched under significant time pressure,
often opening up loopholes for so-called knowledge insiders who know the market very
well, trying to make as much monetary gain from the new products as possible. In TREg-
PASS we model both the infrastructure and contractual relationships to identify physical
and monetary attacks.

The ATM infrastructure connects machines that are composed of a money safe and a
computer that controls the ATM’s devices. There are well protected ATMs installed inside
bank branches, while others are deployed in the street and some are not even embedded
in a wall. ATM attacks are common and include classic physical attacks and emerging
digital attacks. In TREgPASS we model ATM installations, and identify attack likelihoods
using geospatial data.

The organisation processing privacy sensitive data develops a system supporting primar-
ily elderly and disabled people in performing online payments and managing their own
money from their home. This case study involves from strictly technical security aspects,
such as how information is protected while stored or transmitted, to socio-technical se-
curity aspects covering security issues arising from the use of and interaction with the
technology. In TREgPASS we identify social-engineering and trust-based attacks on such
systems.
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A.2. Overview of TREsPASS Integration

The TREgPASS workflow involves several stages with various activities, some of which
are optional. Figure A.2 shows the architecture diagram and Figure A.1 shows a visual
description of the notation used. In practice, stages may not follow a linear order. For
example, depending on the goal of the risk assessment, new data requests may be issued
later in the process, or automatic updates of data may be supported.

The Data collection stage prepares for analysis and modelling steps, and may require
the gathering of one or more of the following kinds of data.

Physical data collection provides knowledge about the physical layout of the organiza-
tion including locations, buildings, rooms, doors, windows, etc.

Digital data collection gathers information about the organization’s IT infrastructure.

Social data collection focuses on organisational and individual data, and results in actor
profiles containing, e.g., attributes of employees, stakeholders, or potential attackers.

Commercial data collection gathers information required for e3fraud analyses, which
focus on potential fraud.

Stakeholder goal collection identifies assets and policies the protection of which is crit-
ical to one or more stakeholders.

The model creation stage handles the creation of the TREsPASS model and associated
actor profiles. The e3value model creation process is complementary to the main TREg-
PASS model, for cases requiring a more specific financial focus:

TREgPASS model creation is a key activity result in a system model that can be further
extended and analysed.

Components customization (optional) takes place before or during the TREg-
PASS model creation to create specialized custom model components.

Attacker profile creation creates the attacker profile that the TREsPASS model
analysis should consider, based on ready-made attacker profiles.

Defender/target profile creation creates similar profiles for the other actors in the
model based on the social data gathered in the social data collection activity.

e3value model creation This interactive activity involves using the e3value toolkit ° to
create business value models. These models structure the commercial information
gathered in the data collection stage in a formal way.

In the analysis stage different analyses are possible depending on the model chosen.
The analysis of the TREgPASS model involves these steps:

1. In the attacker profile selection, the user selects the attacker profile to use in the
analysis.

2http://e3value.few.vu.nl/tools/
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. The attacker goals creation provides the attack generation with the attacker goals.

These can be derived by hand from the stakeholder goals or deduced automatically
from the selected attacker profiles.

The scenario selection selects a scenario, consisting of a single pair of attacker
and attacker goal, to run the TREgPASS analysis on.

To extend attack trees, attack pattern creation and sharing provides libraries with
known attack steps. The attack tree generation can only reach a certain level of
abstraction, which may not be sufficient for quantitative analyses.

Attack generation transforms the TREgPASS model to an attack tree.

Attack tree annotation & augmentation then extends the attack tree with attack
patterns and decorates leaf nodes with parameter values from the data collection
stage for quantitative analysis.

The attack tree analyses compute quantitative properties of attacks, e.g., utility for
the attacker or success probability of the attack.

The analysis of the e3value model is complementary to the core TREgPASS analysis and
has only one step:

1.

For the fraud model generation, the user needs select an attacker and an inter-
val of expected occurrence rates of the commercial transactions specified by the
e3value model. The e3fraud tool then identifies all possible violations of contracts,
the loss for actors, and the delta in profit for the other actors.

The visualisation stage can be used continuously to provide practitioners with feedback
regarding the results of their activities:

1.

Fraud model visualisation shows the generated attacks as a ranked list of textual
descriptions of the attack steps and displays charts showing the profitability for each
actor.

Attack tree visualisation shows the intermediary attack trees.

Attack tree analysis visualisation visualises analysis results.
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Figure A.1.: Legend for the Integration diagram in Figure A.2.
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A.2. Overview of TREsPASS Integration
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